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Hacrosiiiee «PyKkoBOACTBO MO 3KCIUTyaTalliiy MPEAHA3HAUYCHO I U3YUYEHUS
YCTPOICTBA, MOPSIAKA U MPABUJI HKCILTyaTalliu, BbINOJHEHUS! YCTAHOBKH, HACTPOUKHU
cepsepa USB-ycrpoiicts monenun USB-ES (nmanee mo tekcty — mpubop, uzmenue,
Cepsep ycrporictB USB-ES, Cepgep).

Jlnst mcmonmb3oBanmsi cepBepa  ycrpoictB USB-ES  mocratouno w3yuuTh
HacTosee PykoBoacTBo.

YcraHoBka u HacTpoiika cepBepa yctporctB USB-ES nomkHBI MpOU3BOAUTHCS
CHEIMATMCTOM, UMEIOIIMM 00pa30BaHKE HE HUXKE CPETHETEXHUYECKOTO.

[Ipu ycranoBke cepBepa yctpoiictB USB-ES crnemyer pykoBOICTBOBAaThCS
nojokeHussMu  [IpaBuin ~ TEXHUYECKOM  JKCIUTyaTalldd  AJIEKTPOYCTaHOBOK
notpeduteneit u [Ipukaza ot 24 uronst 2013 roga Ne 328u «O6 ytBepxkaenuu [Ipasun
0 OXpaHe TpyAa MpH HKCIUTyaTallud SJIEKTPOYCTAHOBOK» (C M3MEHEHUs MU Ha 15
HOs10ps 2018 roa).

Jlnst mHactpoiiku cepBepa ycrpoiictB USB-ES HeoOxomumo MMETh HaBBIKA
YBEPEHHOIO IIOJIb30BATENsl NEPCOHAIBHBIM KOMIIBIOTEPOM. 3HAHUS U HABBIKU
MIPOrpaMMUPOBAHMS HE TPEOYIOTCS.
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1 OIMCAHUE U PABOTA CEPBEPA YCTPOUCTB USB-ES

1.1 Haznayenue npudopa

1.1.1 CepBep USB-yctpoiictB monenn USB-ES (nmanee mo tekcty — mpubop,
m3nenre, Cepsep ycrpoiicte USB-ES) mnpennasHaueH [uis  HE3aBHCHMOTO
noakitoueHus: USB-ycTpoiicTB uepes JoKalbHYIO ceTh Ui VIHTEpHET K yJaJleHHbIM
KJIMEHTCKUM  KommbioTepam  mox  ynpaeieHueM OC  Windows  (Bepcuu
XP/Vista/7/8/10/11, Server 2003, 2008 R2, 2012 R2, 2016), Linux (Astra Linux, Alt
Linux, PEA OC, Ubuntu (18.04 wu Bemme). Ilpu stom USB-ycTpoiicTBO
MOJKIIIOYAETCS K MPUOOpPY HEMOCPEACTBEHHO (almaparHo), a K KIMEHTCKOMY
KOMITHIOTEPY BUPTYaJIbHO (€0 00pa3 MOHTHUPYETCS Ha KIIMEHTCKOM KOMITBIOTEpE).

1.1.2 Jloctyn monb3oBarenss Kk mnoakiaodeHHoMy USB-ycTpoiicTBY U
YIIPaBJIEHUE UM OCYIIECTBISIOTCS Yepe3 JIOKAIbHYIO ceTh Wi MIHTEpHET ¢ MOMOIIIBIO
MPUJIOKEHUS, YCTAHOBJICHHOIO HA KOMIIBIOTEp IMOJb30BaTeNsl  (KIMEHTCKUU
KOMIIBIOTED).

1.1.3 Jloctynm oOCTy>KHBArOIIETO TepcoHanda (aIMHHHCTpATOpa) K CepBepy
YCTPOMCTB ISl YIIPABJICHUA UM M €r0 HaCTPOMKH MPOU3BOAUTCS ¢ nmomouipto WEB-
uHTepdeiica, MOJKIIOYCHHE K KOTOPOMY MOMKET OCYIIECTBISITECA C MEPCOHATBLHOTO
KOMITBIOTEPA B JIOKAJIHHOM ceTH uiu cetu VIHTepHeT (Mpu 3TOM B cepBepe YCTPOUCTB
peamusyercs pynkuuonan WEB-cepsepal).

1.14 CepBep ycrtpoiictB USB-ES He TtpelOyer MNOAKIIOUEHUS K XOCT-
KOMITBIOTEPY, SIBJISSICH aBTOHOMHBIM u3zieseM noj yrpasinenrnem OC Linux.

1.1.5 Crpyktypa o603HaueHHs Mpubopa MpuBeeHa Ha pUCYHKE 1.

Cepeep yverposicte USB-ES RRE

| VCIIOBEHOE HAHMEHOBAHHE [IPHOOPA, COKpPAIIEHHOE m:|

I Moguduramma
| Copacp yerpotiers USB-to-Eihemct Servers |1 (xomesecrao nopros) |

Pucynok 1 - Crpykrypa o6o3Hauenusi CepBepa yCTpOMCTB

1.1.6 Momudukaruu npubopa  0003HAYAIOTCA  yKa3aHWEM  4YHUCJIA,
COOTBETCTBYIOIIEro KonnuecTBy Hucxonsmux USB-noproB, kparHomy BocbMu (8, 16
u 1.1.). Takke cymecTByeT oTaeabHas Monudukaiws ¢ 4yeteipbMs USB-mopramu.

1.1.7 KouctpyktuBHO€ wucrnojHeHue kopnyca CepBepa  yCTpOICTB
Mmoaudukamuu USB-ES 4 obecneunBaer pacrnonoxenue Hucxoasumx USB-mopros
Ha NepeIHel MaHeau 1o 2 B Psijl, JUIsl OCTAIbHBIX MOAU(UKALMM - IO 8 B psiA.

L WEB-cepBep — cepBep, obecrieqnparoniuii NpeaocTaBieHie HHPOPMAIUU B CITyk0e 06aIbHOrO
coenuaenusi. WEB-cepBep XxpaHUT U TIpeoCTaBIIsIeT BO BHEIIHIOK CETh JJAaHHBIE, OPraHM30BaHHBIC
B Bujie WEB-cTtpanuu. WEB-cepBep oTBeuaer 3a 00paboTKy 3ampocoB kiaueHtoB k WEB-caiity u
ucnonaerue CGl-, JSP-, ASP-, PHP-nipuoxeHwmiA.
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1.1.8 Bo3moxxnabie mogudukanuu Cepepa yCTpONUCTB MpUBEACHBI B Tabauiie 1.

Tabnuma 1 — Monuduxkaruu CepBepa yCTpOHCTB

Ne O6o3HaueHne MOTUPUKAIINH Koi-Bo Hucxopsmmx USB-mopToB
1 USB-ES 4 4
2 USB-ES 8 8
3 USB-ES 16 16
4 USB-ES 24 24
5 USB-ES 32 32
6 USB-ES 40 40
7 USB-ES 48 48
8 USB-ES 56 56
9 USB-ES 64 64

[IpumMeuanue: g U3MEHEHUS KaKUX-JTM00 MOTpeOUTENhCKUX CBOMCTB CepBepa
ycrpoiictB USB-ES wim B COOTBETCTBUU C JIOTOBOPOM IMOCTaBKH (IO TPeOOBAHHIO
3aKa3uyMKa) MOTYT OBITh HW3TOTOBJICHBI TPUOOPBI  JIPYyTUX  KOHQUTYpaIuii
(MonmuuKaIuii, BApHAHTOB MCIIOMHECHUS U T.IL.). [Ipy 3TOM CTpyKTypa 0003HAYCHHUS
npudopa MOXET OBbITh pacliupeHa JONOJHUTEIbHBIMH HHJEKcamu. I[lapamerpsl
KOH(pUTypauuid MOTYT OTIMYATHCA OT YKa3aHHBIX B M. 1.2 mpu yCIOBHH, YTO 3TO HE
IIPUBOJUT K YXYIIICHHUIO 3asBIICHHBIX XapaKTEPUCTHK.

1.1.9 ITpubop MOKET IKCILUTYaTUPOBATHCS KPYTIIOCYTOYHO B 000TPEBAEMBIX WIIH
OXJIAXJTAEMbIX IOMELIEHUSX 0€3 HEeMOCPEJCTBEHHOIO BO3AEUCTBUSA COJIHEUHBIX
JTy4ew, 0CaJIkoB, BeTpa, rnecka u mputi. Kimmmaruueckoe ucnonHenue npuodopa: B4, B
coorBercTBUM ¢ TpeboBanusmu [OCT P 52931-2008. Jlmamazon paboumx
temriepatyp mnpubopa 0...+50 °C, pnaxnocts He Oonee 80% (mpu Temmepatype
+35°C u Huxe), 03 oOpa3oBaHuUsl KOHJEHCATA.

1.2 TexHn4yeckue XapaKTepucTUKH Npudopa
OCHOBHBIE TEXHUYECKHE XapaKTEPUCTUKU pUOOpa MpUBEIEHBI B TabIUIE 2.

Tabnuia 2 — OCHOBHBIC TEXHUYECKHE XapaKTEPUCTUKH MprUOopa

Ne HanMeHnoBaHue XapaKTEPUCTUKH, 3HaueHne
/1 CIMHUITBI H3MEPCHUS XapaKTEPUCTUKH
1 2 3
[TomnepxuBaembie mpotokosibl USB USB1.1, USB2.0
2  TlomnepxuBaemble CTaHAAPTHI IPOBOAHON CBS3H 10BASE-T, 100BASE-TX u
1000BASE-T
3  Hampspkenue nutanus npubopa, B ~220 £10%




[Tponomkenue TadbaULIBI 2
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1 2 3

4 Yacrora snekTpuueckoit cetn, [ 50

5 Tox HamnpspkeHus +5B 1o KaxaoMy U3 HUCXOSAIITHAX o0 0,5
USB-nioptoB, A

6 Jlnanazon pabounx Temmneparyp, °C 0...+50

MakcumainbHass MOIIHOCTb, MOTpedssieMas mpuOoOpoM OT CETH MEPEMEHHOIO
TOKa IpH noiHoi 3arpy3ke USB-niopToB, yka3ana B Tabnuiie 3.

Tabnuma 3 — MakcumanbHasi MOIIHOCTb, TOTpedIsiemMast mpudopomM

Ne O6o3HaueHne MoAUQpUKAIIUN [Torpebnsiemast MOIIHOCTD, BT
/1
1 USB-ES 4 25
2 USB-ES 8 80
3 USB-ES 16 125
4 USB-ES 24 165
5 USB-ES 32 210
6 USB-ES 40 255
7 USB-ES 48 300
8 USB-ES 56 345
9 USB-ES 64 390
1.3 KoMILIEeKT MOCTaBKU Mpudopa
Kommuiekt nmocraBku npubdopa npuBeeH B Taduie 4.
Tabmuna 4 — KoMIuiekT moctaBku nmpudopa
O6o3HaueHue HaumeHoBaHnue KosmmuecTBo [Ipumeyanue
TV 26.20.30-001- | Cepgep yctpoiicts USB-ES 1
67600442-2021
[1C 26.20.30-001- | Cepgep yctpoiictes USB-ES. 1
67600442-2021 [TacniopT
KabGensb cereBoit 1 Kpome monudukanmm
USB-ES 4
biox nuranus Tonpko gus
1 Moau(pUKaAIUH
USB-ES 4
KomIiekT ynakoBO4HOM Tapsl 1
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1.4 YerpoiicTBo U padoTa npudopa
1.4.1 YcrpoiicTBo npudopa

1.4.1.1 Cepsep ycrpoiictB Momudpukauun USB-ES 4 wucnonnsercs B
MJJACTUKOBOM KOpITyCE.

1.41.2 KoncTpyktuBHOe wucmonHeHHe Kopmyca CepBepa  yCTpOWCTB
monudukaruu USB-ES 4 obGecnieunBaer pacnonioxenue Hucxomsmmx USB-moptoB
Ha TIepeTHeN aHesu Mo 2 B psil.

1.4.1.3 Ceprep yctporictB mogudukaruiit USB-ES 8 u Bbie ucnonnsiercs B
METaJTNYECKOM KopITyCe, JIOITY CKatoIIeM YCTaHOBKY B CTOUKY
TEJIEKOMMYHUKAITMOHHYO mpruHOH 482,6 MM (19 nmroiiMoB).

1.4.1.4 KoHcTpykTHBHOE HcHojlHEeHHE Kopryca CepBepa  yCTpOMCTB
monudukarnuit USB-ES 8 u BreIie obecneunBaet pacnonokenne Hucxoasumx USB-
mopToB 10 § B psiA. BricoTa Kopmyca 3aBUCHT OT MOAUDUKAIIH TPHUOOpa.

1.4.1.5 T'aGaputHbIe pazmepbl Mmoaupukanuii CepBepa ycTpOIICTB IPUBEACHBI B
Tabmurze 5.

Tabnuma 5 — I'abaputHblie pa3mepbl Mogupukaimii CepBepa ycTpoilCcTB

Ne O6o3HaueHue ['mybuna, MM ¢ yuétom Beicora, | Beicora B unit, U
/I MoAr(pUKaLUU BBICTYMAIONIUX YIEMEHTOB MM (oxpyri.)

1 USB-ES 4 160 56 He npumensiercs’

2 USB-ES 8 215 87 2

3 USB-ES 16 215 87 2

4 USB-ES 24 215 130 3

5 USB-ES 32 215 173 4

6 USB-ES 40 215 216 5

7 USB-ES 48 215 259 6

8 USB-ES 56 215 259 6

9 USB-ES 64 215 304 7

1.4.1.6 T'aGaputHbie pazmepsl npudopa s mogudukanuii USB-ES 8 u Beime
npuBeneHsl B [Ipunoxxenun A.

1.4.1.7 Ha mepenneii nanenu Cepsepa yctpoiictB moauduxammu USB-ES 4
PacTOI0KEHBI:

- YeThIpe pazbeMa HUCXoAMX noptoB Tuna USB-A;

- pa3bEM IS MOAKITIOUCHHUS K JIoKaiabHOU ceT (Ethernet);

- IIBYXIIBETHBIN CBETOMMOAHBIN uHANKaTOp «IInTanue» 3eaéHOro/opaHKeBoro
(nm 3e€HOTr0/KPacHOTO) IIBETOB.

1.4.1.8 TTopter Cepsepa yctporictB moaudukanmuu USB-ES 4 pacrionoxensl 1o
2 B psizl, pa3MelleHue pa3beMOB TOPU30HTAIBHOE.

1.4.1.9 Tlopter CepBepa ycrpoiictB Monudukaruu USB-ES 4 nmponymepoBaHbI
Ha repeaHel manenu kak 1, 2, 3, 4.

1 Cepsep ycrpoiicte momupukanun USB-ES 4 He mnpenHa3HaueH IS YCTAaHOBKH B CTOHMKY
TenekoMMyHuKanmonnyo. lllupuna Cepsepa ycrpoiictB USB-ES 4 cocrasnser 90 mm.
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1.4.1.10 Ha 3anneit manenu Cepepa yctpoiictB momuduxanuu USB-ES 4
PacroI0KEHBI:

- kHomKa «COpocy;

- KHOIIKa BKJIFOUCHMSI/BBIKITIOUEHHSI IPUOOPA;

- pa3zbeM IS OAKIIOYEHHS OJI0Ka MUTaHHUS.

1.4.1.11 Ha nepenueit nanenu CepBepa yctpoiictB mogudukanuit USB-ES 8 u
BBIIIIE PACTIONOXKEHBI:

- pazpbeMmbl HuUcxoasnmx moptoB Tmna USB-A B KonmuuecTse,
COOTBETCTBYIOIIEM MOJU(DUKAIIU TPUOOPA;

- JIByXIIBETHBIN CBETOMMOAHBIN MHAUKATOp «[InTanue» 3enéHOro/opaHKeBoro
(nu 3eJ1€HOT0/KPacHOro) BETOB.

1.4.1.12 Psamom c¢ xaxaeiM pazbemoMm Hucxomsmero USB-mopra Cepsepa
yctpoiicTB momudukanuii USB-ES 8 wu Belme pacronokeHbl CBETOIUOIHBIC
WHJIUKATOPhl BKJIIOUEHUS MOpTa (MOJa4u MUTAIOIIET0 HarpsbkeHust Ha pazbem USB-
MOpTa) KPACHOTO ILIBETA.

1.4.1.13 Tloptet CepBepa ycrtpoiictB momudpukauuii USB-ES 8 wu Beime
pacmoiIOKEHbI 10 8 B psiji, pa3MelleHne pa3beMOB TOPU30HTAIBHOE.

1.4.1.14 Tloptet CepBepa ycrtpoiictB Mmomudpukauuii USB-ES 8 wu Beime
pOHyMepoBaHbI Ha nepeanei nanemn kak USB 1, USB 2, ... USB N, cnea Hanpaso,
CBEpXy BHU3.

1.4.1.15 Ha 3anneii nanenu CepBepa yctpoiictB mogudukamnuiit USB-ES 8 u
BBIIIIE PACIIONIOKEHBDI:

- pa3bEM IS MOAKIIIOUCHHS K JIoKaabHOU cetu (Ethernet);

- kHomka «Copocy;

- KHOTIKA BKJIFOUEHUSI/BBIKJIFOUEHUS TIPUOOpa,;

- Iep>KaTesb IPeIOX PaHUTeNs;

- €BpOPO3eTKa /ISl IOAKIIIOUEHHUS CETEBOTO KaOes.

1.4.1.16 Ha GokoBbix u BepxHeil manenu CepBepa yCTpOWCTB MoaudUKaIUi
USB-ES 8 u Bbimie BeinonHeHa nepdopanus 1ist yaydIeHns TeI00TBO/A.

1.4.1.17 Bocxomsmme noptel (tuma USB-B), moctymHbIe mMOIB30BaTENIoO,
OTCYTCTBYIOT BO Bcex Monupukanusx CepBepa yCTpOICTB.

1.4.1.18 Macca npubopa 3aBUCUT OT MOJAU(HUKAIIMHU U IPUBEICHA B TabmuIle 6.

Tabnmia 6 — Macca Cepsepa ycrpoiictB USB-ES

No O6o3HaueHne MoaUpUKAIIUN Macca, kr

n/n
1 USB-ES 4 (c 61oxoM nuTaHus) 1,0
2 USB-ES 8 4.4
3 USB-ES 16 45
4 USB-ES 24 55
5 USB-ES 32 6,5
6 USB-ES 40 6,7
7 USB-ES 48 7,4
8 USB-ES 56 7,6
9 USB-ES 64 8,5
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1.4.2 DxeniryaTallMOHHbIE OTPAHMYEHUS M PEKOMEHIALMH

1.4.2.1 TIpubop obOecmeurnBaeT HEMPEPHIBHYIO KPYIIIOCYTOUHYIO padOTy W
SIBIIICTCSI BOCCTAHABIMBAEMBIM M OOCITYKUBAEMBIM.

1.4.2.2 ITpubop coxpaHsieT paboTOCIOCOOHOCTh MPH BO3JCHCTBHUHU:

- IOBBIIEHHOW TeMIIepaTyphl OKpY Karomien cpeast 10 +55°C;

- IOHI>KEHHOM TeMIepaTyphl OKpYyKarolien cpeasl He Hike - 10°C;

- MOBBILIEHHON OTHOCUTEIHHOM BIAXKHOCTU BO3ayxa 110 98% npu temneparype
mtoc 25°C;

- CHHYCOUJAJIbHOW BHOpanuu B auama3zoHe dactoT or 10 go 55 T'm mpm
amriatyae cmenienus g0 0,35 mm (B ar000M HampaBiI€HHUH) B COOTBETCTBUU C
tpedoBanusimu ['OCT P 52931-2008.

1.4.2.3 TlpubGop nomKeH OBITH YCTAHOBJIEH B MECTE, IJIe OH 3allUIIeH OT
BO3JICHCTBHS aTMOC(EPHBIX OCAJKOB, MEXaHWYCCKHX IMOBPSKICHUA W JOCTyNa
MTOCTOPOHHUX JIUII.

1.4.3 IloaroroBka npudopa Kk padore

1.4.3.1 Mepsi 6e30macHOCTH MpY MOATOTOBKE MpHOOpa:

- MOHTaX M TEXHHYECKOE 00CIyKMBaHUE MpHOOpa ciaenyeT NPOBOJUTH IpU
OTKJIFOUEHHOM HAIPSHKEHUN TUTaHMS;

- 3JIEKTPOIPOBOJIa JOJDKHBI OBITh MPEIOXPaHEHbl OT BO3MOXXKHOI'O HapyIIECHHUS
M30JIALIMY B MECTax OruOaHust OCTPhIX KPOMOK.

1.4.3.2 IloaroroBka mpubopa K paboTe BKIHOYAET B CeO0sl CIEAYIOIIHe
oTeparuu:

- MOAKIIOUUTH K Hucxomsaumm USB-mopram, pacroyiokeHHBIM Ha TepeaHen
MaHeIu Ipudopa, yCTPOHCTBa, oaAep)KuBaroIire mpoTokon USB;

- IOJIKITFOYHUTH TTPHOOP K JTOKAIBHOM CeTH;

- BKJIFOYUTH MUTaHUE TIpUOopa.

1.4.3.3 Tlpubop mnepexoguT B pabOYMil pPEXKHUM, BBIMONHAS TPH ITOM
OTIOBEIICHHE TOJIb30BaTelNs ¢ MOMOIIbI0 nHANKaropa «Ilutanue» (cm. Ilpunoxenue
B).

1.4.4 PaboTa npudopa

1.44.1 PabGora mnpubopa 3akirouaeTcsi B TIOCTOSSHHOM KOHTpPOJIE 3a
cocrostHusIMU USB-nopToB 1 noaximodeHHbIX K HUM USB-ycTpoiicTB, ycranoBieHnn
U TOAJAEPN AHUU COCAMHEHUM C KIMEHTCKUMH MPUIOKEHUSIMHU, OCYIIECTBICHUU
oOMeHa ¢ KIMEeHTCKUMHU NPUIoKeHUsIMU TanHbIMU USB-ycTpoiicTB, nepenaBaeMbIMU
no npotokosnaM USB, mpueme u o6paboTke KOMaH] ynpaBieHUs, MOCTYMAIOIIUX C
KJIIMEHTCKUX NPWIOKEeHUH, mnpenocraieHun c¢ nomouesio WEB-untepdeiica
BO3MO)XHOCTH aJIMUHHMCTPUPOBAHUS TOJb30BaTENe M MpaB JIOCTyNa, YIpaBICHUS
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USB-yctpoiictBamu (pa3MOHTHPOBAHUE) U MPOCMOTPA MX COCTOSIHUH, yIPABICHUS
nutanrneM USB-moproB!, ocymiecTBieHHM BHEUIHEW WHIWKAIIMA C ITOMOIIBIO
CBETOMMOAHBIX HHIUKaropoB (muranue USB-moproB!, pexum paboThI CEpBEPHOTO
[10).

1.4.4.2 Tlopsaok BKIIOYEHUS NpuOOpa ¥ BHIMIONHSEMAs MM B MpOIECCE
BKJTFOUCHUS MHIUKAIKS TipuBeeHb! B [Ipmnoxennn B.

1.4.4.3 Hactpoiika mapamerpoB CepBepa YCTPOHCTB OCYIIESCTBIACTCS C
nomoinpio ero WEB-untepdeiica (cm. [Ipunoxenue b).

1.4.4.4 CepBep yCTpONCTB BBINOJHAET CIEIYIOIIME OCHOBHBbIC (YHKIHU IO
OTHOILICHUIO K KJIWEHTCKUM KOMIIbloTepaMm, coOcTtBeHHbIM USB-mopram, USB-
YCTPOWCTBAM, OAKITFOYCHHBIM K HEMY HEMIOCPEICTBECHHO (aImapaTHo):

- paspeleHHe/3anpeT JOCTyna KIMEHTCKUX KoMmmbloTepoB K  Cepsepy
YCTPOMCTB uepe3 JIOKaIbHYIO ceTh Wi HTepHET;

- paspemieHue/3anper JoCTymna MOJKIIOYCHHBIX KIUEHTCKHX KOMITBIOTEPOB K
USB-niopram CepBepa yCTpOCTB;

- ¢usnueckoe BKItOYeHHE M BbIKItoueHne USB-ycrpolicTBa myTém momauu u
cusitus nutanus ¢ USB-nopral;

- paspemieHue/3arnper JOCTymna MOJKIIOYCHHBIX KIUCHTCKHX KOMITBIOTEPOB K
USB-ycTpoiicTBam;

- BUpTyanbHOe moakmoueHne USB-ycTpolicTBa K KIMEHTCKOMY KOMITBIOTEPY
yepe3 JIOKAJIbHYIO ceTh Wi MHTepHET 1o 3arpocy KIMEHTCKOTO MPUII0KEHUS;

- BUpTyasibHOEe OTKItoueHue USB-ycTpolicTBa OT KIMEHTCKOrO KOMIIBIOTEpA
yepe3 JIOKAJIbHYIO CeThb WM VHTEpHET Mo 3ampocy KIMEHTCKOTO IMPUIIOKEHHUS, a
takxke ¢ nomombio WEB-unTepdeiica;

- BbIJJaua KJIMEHTCKUM KOMITbloTepaMm uHpopmaiuu o coctosauu Bcex USB-
YCTPOWCTB, TOCTYI K KOTOPBIM pa3pemiéH (BUPTyaabHO MOAKIIOYCHHBIX K HUM U HE
MOJIKJIFOYEHHBIX);

- oTOOpakeHue MHQPOpPMALMU O MOAKIIOYEHHH KIMEHTCKUX KOMITBIOTEPOB U
coctostHH Bcex USB-yCTpoiCTB, HEMOCPEACTBEHHO MOJKIIOYEHHBIX K MPUOOPY, C
nomonisio WEB-unTepdetica.

1.4.45 Jloctyn Kaxaoro KJIMEHTCKOTO KomImbioTepa k CepBepy yCTpOICTB
OCYILECTBIISIETCS C IMOMOILIBIO OTAECIBHOIO AK3EMIUISIPA KIMEHTCKOIO MPUIOKEHHS
«Kmuenr USB-ES» wu yuérHoit 3ammcu monb30BaTensi, 3aperucTpUpOBAHHON BO
BHyTpeHHel ©Oa3e pganHbix CepBepa ycTpoiictB. KimeHTckoe mNpuiiokeHue
noakmodaercs k CepBepy yctpoiictB mo mportokony TCP/IP ¢ mcnosb3oBaHuem
TaHHOW yuéTHOU 3ammcu. B mporiecce paGoThl MPUIOKEHHS TMOCTE yCTAHOBIICHUS
coequHeHus U aBTopuzanuu Ha CepBepe OHO MOdy4yaeT MHPOPMAIMIO O COCTOSHUU
Bcex USB-ycrtpoiicTB, monmkimroueHHbIx Kk moptam CepBepa, MOCTyHn K KOTOPBIM
paspemi€éH g wcmoib3yemou  yu€tHoit 3amucu  (kpome  USB-yctpoiicTs,
HOJKIFOYEHHBIX K IIOPTaM, IUTAHUE C KOTOPBIX CHATOY).

1.4.4.6. YnupapneHue IOCTYNOM KIMEHTCKOTO KOMIIbIOTEpa (Takxke Aayee o
TEKCTY — MoJib3oBatelis) Kk CepBepy yCTPOMCTB ocCyIecTBIseTCs ¢ momorsio WEB-

! Vnpasnenne nuranmem USB-moproB HemocTymHo a1 Momudukarmuu Cepsepa ycrpoiicts USB-
ES 4. B WEB-unrepdetice npubdopa nannoit moaudukanum orcyTcTByer crpanuna «USB-mopTsi».
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untepdeiica Cepsepa. st pa3zpenieHuss 10cTyna HOBOTo mnosb3oBarensi Kk CepBepy
YCTPONCTB HEOOXOAMMO cO3/aTh Y4Y€THYIO0 3amuch Ha crpanuile «llomp3oBaTenn»
WEB-unTepdeiica (cm. nynkr b.2.4 Tlpunoxenus b). Jlns 3ampera moctymna
nonp3oBarensi K CepBepy YCTPOWCTB MOXKHO YHAQJIUTh €0 CYIIECTBYIOIIYIO YUETHYIO
3aIUCh WM U3MEHUTH €€ TapaMeTphl — JIOTHH WX TIapoJib (CM. TaM Ke).

1.4.4.7 VYupasnenue npoctynoMm monb3oBarenss k USB-mopram Cepsepa
YCTPOMCTB OCYIIECTBIIECTCA C MOMOIIBIO BBIOOpA OMPEAETEHHBIX MTOPTOB B pas3zese
«IIpaBuiia nmoCTynma K YCTPOWCTBAM» COOTBETCTBYIOWIEH YYETHOM 3allMCH  Ha
ctpanutie «Ilonp3oBarenn» WEB-untepdetica (cm. nmynkr b.2.4 I[Ipunoxenus b).

1.4.4.8 Ynpapnenue nutanueM USB-moproB' OCyIIECTBISETCS C MOMOIIBIO
M3MEHEHHUSI TIOJIO’KEHUSI COOTBETCTBYIOIIMX UM Tepekitouareneit Ha crpanuie «USB-
nopte»! WEB-unrepdeiica (cm. mynkr b.2.3 Ilpunoxenns b).

1.4.4.9 Bxurouenue u BbIKiItoueHue nutanus USB-mopral He mpuBOAHT K
3alpeTy AOCTyMa IMOJIb30BaTeNsd K JAHHOMY IOPTY, OH MPOJODKAeT 0TOOpakaThes B
KJIIMEHTCKOM TPHUJIOKEHNUN KaK BBIKITIOYCHHBIN.

1.4.4.10 VmopaBnenue pgoctynoM monbs3oBareneii k  USB-ycTtpoiicTBam
(pasperienue, 3ampeT) OCYIIECTBIACTCSA C TIOMOIIBIO KHOMOK «Paspemmutsy,
«3ampeTuThy, PACIIONIOKEHHBIX B COOTBETCTBYIOIINX CTPOKAX TaOIHUIIBI HA CTPAHUIIC
«YcrpoiictBay WEB-untepdeiica (cm. mynkr b.2.2 Tpunoxenus b). [Tpu stom USB-
YCTPOWCTBO, JOCTYIl K KOTOPOMY 3alpemiéH ¢ TMOMOIIbI0 3TOM HACTPOMKH,
CTAaHOBUTCS HEAOCTYIHBIM JJIsl BCEX MOJIb30BaTeNeH.

1.4.4.11 3anper noctyna k omnpenenéHHomy USB-yCTpoHCTBY Takke MOXKET
ObITh OcymiecTBN€H myTéM cHstus mnutaHus ¢ USB-mopral!, K KoTopoMy OHO
noJkiatoueHo. Ilpu 3ToM OHO TakKe CTAHOBUTCS HEIAOCTYHHBIM JUISL BCEX
noyib3oBarenei. OnHako, eciu HeoOxXoaumo ocTaBUTh HemoctynHoe USB-
YCTPOWUCTBO 3aMUTAHHBIM, CJIEIYET UCTIOIb30BaTh (YHKIIMOHA, ONTMCAHHBIN B MTyHKTE
1.4.4.10. Yto6s1 cnenats USB-ycTpoiicTBO HEMOCTYITHBIM JIJIsl YACTH TOJTH30BATENECH,
HEOOXOMMO OTPAaHUYUTH JOCTYN K cOoOoTBeTCTByromeMy USB-mopTy st y4€THBIX
3anMceit 3Tux nojp3oBarenen (cM. myHKT b.2.4 [Ipunoxenus b).

1.4.4.12 BupryansHoe mnoakmodeHrne USB-ycTpoiicTBa Kk  KIHMEHTCKOMY
KOMITBIOTEPY OCYIIECTBIISIETCS MO 3aMpOoCy KIMEHTCKOTO MPUIIOKEHHUS TOCIie BhI30Ba
B €r0 KOHTEKCTHOM MEHIO KOMaH bl « CMOHTHUPOBATh yCTPOUCTBO» (cM. myHKT b.3.5.2
[Mpunoxenus b).

1.44.13 BuprtyanbHoe otkimodeHue USB-ycTpoiicTBa OT  KIHMEHTCKOTO
KOMITBIOTEpA OCYILECTBISETCS 1O 3alpoCy KIMEHTCKOTO MPHIIOKEHUS MOCIE BbI30Ba
B €ro KOHTEKCTHOM MEHIO KOMaHIbl «Pa3MOHTHpOBAaTh yCTPOWCTBO» (CM. IyHKT
b.3.5.2 Tlpunoxenwus b).

1.4.4.14 BupryanbHoe otkiodyeHue USB-ycTpoiicTBa OT  KIMEHTCKOTO
KOMIIBIOTEpPA TAKXKE OCYIIECTBISICTCS C IOMOINBI0 KHOMKH «Pa3MOHTHPOBATHY,
PACIIONIOKEHHON B COOTBETCTBYIOIIEH CTPOKE TaOIMII Ha CTPaHUIEC «YCTPOUCTBa»
WEB-unTepdeiica (cm. nynkr b.2.2 [Tpunoxenus b).

! Vnpasnenne murannem USB-moproB HemocTymHo m1a Momudukarmuu Cepsepa ycrpoiicts USB-
ES 4. B WEB-unrepdetice npubdopa nanHoit Mmoaudukamnum orcyTcTByer crpanuna «USB-mopTsi».
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14415 Tlpocmorp wuHpopManuK O TOAKIIOUECHUH TMOJb30BaTelied U
coctrostHH Bcex USB-ycTpoiicTB, HemocpencTBeHHO MOAKIIOYeHHBIX K CepBepy, ¢
nomompto  WEB-unTepdeiica goctymen Tonbko ammuHHCTpatopy  Cepmepa
ycrporictB. Jloctym k. WEB-unTepdeiicy Cepepa ¢ HCHOIb30BaHUEM YUYETHBIX
3aMcen MoJIb30BaTeer He IMTPEAYCMOTPEH.

1.4.4.16 Tlopsaok BBIKIIOUEHHUS TpHOOpa U BHIMIONHSAEMAass UM B TIpoOIEcce
BBIKJTIOUEHUST MHAUKALMs TpuBeaeHbl B [Ipunoxenun B.

1.5 MapkupoBka

1.5.1 MapkupoBka npudopa BKIIOUAET:

— TOBapHBIN 3HAK WM HAUMEHOBAHHE MPEANPUATHI-U3TOTOBUTEIIS;
— HAaUMEHOBAaHUE U YCIOBHOE 0003HAYEHHE MPUOOpa;

— 3aBOJICKOM HOMED;

— oA (mocnenuue aBe Hudpol) U Mecsll (1€ HUpPhI) U3TOTOBICHUS.

1.5.2 MapkupoBKa NOTPEeOUTEINHCKONU Taphl CONECPHKUT:
— TOBAPHBII 3HAK MPEANPUITUI-U3TOTOBUTEIA;

— HAaUMEHOBAHUE U YCIOBHOE 0003Ha4YeHHE MPUOopa;
— 3aBOJICKOM HOMED;

— TOJl ¥ MECSII] YIIaKOBKH.

1.6 YnakoBka

1.6.1 ToToBo# mpomyKiuer cyuTaeTcss MpUOOpP, MPHUHATHIM MPEACTaABUTEIEM
TEXHUYECKOTO KOHTPOJISI ¥ YIIAKOBAaHHBIN B MOTPEOUTEIBCKYIO Tapy.

1.6.2 TloTpeOurensckast Tapa Ajisi MpuObopa MOJKHA WCKITI0YaTh BOBMOXKHOCTD
MEXaHUYECKUX TMOBPEKJACHUN W TNPSIMOE BO3JCHCTBUE BJIAard, MbUIH, TPSI3d H
COJTHEYHOW paauanuu. BHyTpu moTpeOUTEeNbCKON Tapbl COCTaBHBIE YacTH MpubOopa
YIAKOBBIBAIOTCS B TAKETHI M3 TMOJHMATUIICHOBOW IJICHKHA. B mOTpeOUTEIhCKYIO Tapy
BMECTE C MPUOOPOM YKIIaIbIBACTCS KOMIUIEKT TTOCTABKH.

1.6.3 B kaxaoM ynakoBOYHOM SIIIMKE CO CTOPOHBI BEPXHEW KPBILIKH
BKJIQJIBIBAETCS YIIAKOBOYHBIN JIUCT C YKa3aHUEM:

— YCJIOBHOTO 0003HaYeHUS MPUOOPOB U UX KOJIUYECTBA,

— MecsIla ¥ Tofia YIIaKOBbIBAaHUSI.

1.6.4 VYmakoBOYHBIM JIUCT 3aBEpsETCA TMOAMKHCHIO WU  IITAMIIOM
OTBETCTBEHHOTO 3a YITaKOBHIBAHUE.

1.6.5 Ha mnotpeOutenbCkoil Tape ITOMKHBI OBITH HAHECEHBI CIICTYIOIINE
HAIOUCHA U 0003HAYEHUS:

— «OCTOPOXKHO» (pPIOMKA);

— «IPEAOXPAHSTh OT MPSIMOTO MOMaAaHus BiIaru» (30HTHUK).
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2 Texnn4veckoe 00Cay:KMBAaHUE
2.1 O0mue Moy10:KeHUS

2.1.1 Texuuyeckoe OOCTY)XKHWBaHHE TPUOOpPa TPOBOAUTCS IO ITUTAHOBO-
MPENyNPENUTEILHON CUCTEME, KOTopasi MPEAyCMaTPUBAET €r0 MPOBEACHUE HE PEXKe
IBYX pa3 B rojl. PaboThl Mo TEXHUYECKOMY OOCITYKHBAaHUIO BBHITIONHSIOTCS JTUIIAMH,
OCYILIECTBIISIOMIMMH JKCIUTyaTaluio npudopa, Wid pabOTHUKAMHM OOCTY>KHBAIOIICH
OpraHu3allMU U BKJIIOYAIOT:

- POBEPKY BHEIIHETO COCTOSHUS TpUOOPa;

- MPOBEPKY pabOTOCTIOCOOHOCTH IIprbOpa.

2.1.2 Tlpu TexHUYECKOM OOCITYKHBAaHHH JIOJDKHBI COOJIIONATHCS TpeOOBaHMS
TeXHUKU Oe3omacHocTH, a Takke Tpeboanus ['OCT 12.1.006, TOCT 12.1.019,
I'OCT 12.2.003 wu [IIpaBmyi TEXHWYECKOW OKCIUIyaTalldd dJICKTPOYyCTAaHOBOK
norpeduteneit u [Ipukaza ot 24 utonst 2013 1. Ne 3281 «OO0 yTBepxknenuu [IpaBui o

OXpaHe Tpylda NpH AKCIUTyaTallMd 3JICKTPO-YCTAaHOBOK» (C HM3MCHCHHSIMH Ha 15
HOs10ps1 2018 1).

2.2 TIpoBepka pad6oTocnocooHOCTH NMPUdOpa

2.2.1 ]Ins mpoBepku pabOTOCIOCOOHOCTH MPpUOOpa HEOOXOIUMO YCTAaHOBUTH
Ha NEPCOHAJIBHBIN KOMIBIOTEP KIMEHTCKOE NMPUIOKEHNE U HACTPOUTh €T0 COINIACHO
uHcTpykimu (cm. nyHkT B.3 Tpunoxenus b).

2.2.2 lloaxrounuTh MPUOOpP K MEPCOHATBHOMY KOMITBIOTEPY C TOMOIIIBIO KpOCC-
kabens Ethernet. IMoaxmrounts npubop k mnuTaromieid cetn ~220B ¢ momoripo
ceTeBoro kabemns. BkmouuTs npubdop, cobmonas mopsAa0K BKIIOYSHHs], OTIMCAHHBIN B
[Tpunoxkennn B. JloxnaThecs 3aBepIiieHus mpolecca nepexoja nmpudbopa B padouuii
pexuM mMyTEM HaOMIOACHHUS 3a OMNOBEImIeHWsMU UHAMKartopa «[lutanue» (cm.
[Ipunoxenue B).

2.2.3 HactpouTs ipu0op 1 NmepcoHaTbHBINA KOMITBIOTEP TaKUM 00pa3oM, 4TOOBI
OHU HAaXOAWJIKCh B OJHOW TOJCETH JIOKAJIBHOH CETH COIIACHO HMHCTPYKIUH (CM.
nyHkT b.1 Tlpunoxenuss b), mpu HEOOXOIMMOCTH BBITIOJIHUB COPOC CETEBBIX
HACTpOeK mpubdopa K 3aBoACKUM 3HaueHusM (cM. [Ipunoxenue B).

2.24 B WEB-untepdeiice mpubopa co3naTh HOBYH YYETHYIO 3allHCh
MOJIb30BaTeNIsi U HACTPOUTH Jutis He€ moctyn ko Bcem USB-nopram mpubopa (cm.
nyHKT b.2.4 [Ipunoxenus b).

2.2.5 B mnHacTpoWkax KIHMEHTCKOTO NPWIOXKEHUS 3aJaTh JIOTUH W TapoJb
nonb3oBaresisi B pasmene «llapamerpel moctyma k cepBepy» (cm. myHkr b.3.3
[Mpunoxenus b).

2.2.6 B KJIMEHTCKOM NPWJIOKEHWU aKTUBUPOBATH MOAKIIOUEHUE K TPUOOPY
myTéM mojaun KoMaHabl «I[oAKITFOUNTRCS K CEpBEPY» C TTOMOIIBIO KHOTKU Ha IMTaHEeIH
OBICTPOTO BBI30BA WJIM C MOMOIIBIO ONMIIMKA MeHIO (cM. TyHKT b.3.4 I[lpunoxenus b).
Y6enuThes, 4TO KIMEHTCKOE TPUIIOKEHHE MOIKIIOYIIIOCH K TPUOOPY MO JIOKAJIBHOM
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cetu (uHaukarop «llomkimroueHue K cepBepy» B HW)KHEH YacTW IVIAaBHOTO OKHA
KIIMEHTCKOTO TIPUIIOKEHUSI TOJDKEH OBITh 3eJIEHOTO 1BETa (CM. TaM xKe).

2.2.7 Yoemutbes, uto Ha Bce USB-mopthl mpubopa momano mutaHue! — Ha
ctpanutie  «USB-nopter»  WEB-unTepdeiica Bce rpaduyeckue  AIEeMEHTHI
OPsIMOYTOJIBHON (POPMBI, OTpaskarollue COCTOosHHWE THUTaHus kKaxaoro USB-mopra,
JOJDKHBI OBITH 3en€Horo nBera (cM. myHKT b.2.3 [punoxenus b).

2.2.8 BcraBute USB-nakomurens B mro6oit USB-mopt mpubopa. Yoeautncs,
yTO0 B ToNie «JloCTymHbIe YCTpONCTBa» KIMEHTCKOTO MPWIOKEHHUS B CTPOKE,
cootBeTcTBytomed USB-mopty, B KoTopelii Obu1 BcTabieH USB-makomurens,
nosiBuiIach nHMopmaius 00 ycTpoicTBe U Kpyribiii uHaukarop «Ilopm» okpacuics B
3enéubii 1BeT (cM. nyHKT b.3.5.1 [Ipunoxenus b).

2.2.9 Ecmu undopmanusa o nojakiaroueHHOoM USB-ycTpoiicTBe B KIMEHTCKOM
NPWIOKEHUN HE MOSIBWJIACh M IBET HHAMKATOpa OCTAJCS CEPhIM, HEOOXOIHUMO
MpOBEpUTH Ha cTpanule «YcrpoiictBay WEB-untepdeiica nmpubopa, paspemén nu
noctyn k USB-yctpoiictBy (cM. mynkt 2.2 Ilpunoxenns b). B ciygae, ecnmm goctyn
HE pa3pemiéH, Haxarb Ha KHOMNKY «Pa3pemmTb», COOTBETCTBYIOIIYIO ITaHHOMY
YCTPOMCTBY.

2.2.10 Ilomkmrounte USB-HakomuTenb K TEPCOHATHLHOMY KOMIIBIOTEPY C
noMoIIeI0 o «CMOHTHPOBATh YCTPOMCTBO» KIUEHTCKOTO TPUIOKEHUS (CM.
nyHkt b.3.5.2 Ilpunoxenuss b). VYoemutscs, uro o0pa3 USB-Hakonwres
CMOHTHPOBAH Ha MEPCOHAILHOM KOMIIbIOTEPE.

2.2.11 Ortxmounts USB-HakonmuTenab OT MEPCOHANIBHOTO KOMIIBIOTEpA C
HOMOIIBI0 ONMIK «Pa3MOHTHPOBATh YCTPOWCTBOY» KIMEHTCKOTO MPHIOKEHHS (CM.
nyHkt b.3.5.2 Ilpunoxenuss b). VYoemutbcs, uto o0pa3 USB-Hakonures
Pa3MOHTHPOBAH Ha EPCOHAIIBHOM KOMIIBIOTEPE.

2.2.12 Beinyts USB-nakonutens u3 USB-nopra npubopa. IlocnenoarensHo
nogktodas USB-nakomutens k octainpHbiM USB-mopram mpubopa, BBIMOTHSATH
nyHKTH 2.2.8-2.2.11.

2.2.13 BBIKIIOYUTH IPUOOP, PYKOBOACTBYSICH MOPSAKOM BBIKITIOUEHHS TprOopa
(cm. [Ipunoxenue B).

2.3 Texunuyeckoe 0CBHAETEILCTBOBAHME

2.3.1 B skcruryatupytoiield opraHu3aliyd PelieHueM YIOJTHOMOYECHHBIX JIUIT
HA3HAYAETCsl TMPOBEICHHE TEXHUYECKOTO OCBHUCTEIHCTBOBAHUS TPHOOpA, KOTOpPOE
3aKJIIOYAETCS] B BU3YaJIbHOM OCMOTpE MPUOOPOB HA OTCYTCTBHE MEXaHHUYECKUX
MOBPEXKICHUI, a TakKe MPOBEICHUM MPOBEPKU PAOOTOCTIOCOOHOCTH Tpubopa B
COOTBETCTBHH C 1I. 2.2.

2.3.2 IIpubop cumTaercs roHBIM K DKCILTyaTalluu, €CJIU OH HE UMEET BHEITHUX
MOBPEXKJCHUM, BHEIIHUE COCIUHEHHS NPUOOpa BBIMOJHEHBI B COOTBETCTBUU C
HactosiuM PO, u oH siBisieTcst paboTOCIIOCOOHBIM.

! Vnpasnenne murannem USB-moproB HemocTymHo a1 mMomudukarmuu Cepsepa ycrpoiicts USB-
ES 4. B WEB-unrepdetice npubdopa nannoi Mmoaudukanum orcyTcTByer crpanuna «USB-nopTsi».
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2.4 KoncepBanus

Koncepgarus npubopa npu JJIMTETLHOM XpaHEHUU HE MPEyCMaTPUBAETCS.

3 TEKYIIIUA PEMOHT
3.1 O01mue moJ10:KeHUA

3.1.1 Texyuuit pemont CepBepa yctpoiictB momubukanuun USB-ES 4,
MPOBOJAMMBIN IOJIL30BATEIEM, MOXKET 3aKJIHOUaTbCs B 3aMeHE Oyoka mutaHus (Mpu
MTOBPEKICHUN ).

3.1.2 Texymmii pemoHT CepBepa ycTpoiicTB Mmogudukanuit USB-ES 8 u Brite,
MIPOBOJIMMBIH MOJIB30BATENIEM, MOXKET BKJIIOUATh CIAEAYIOINE ONEPALIUU:

- 3aMeHa CEeTeBOTro MIHYpa (P MOBPEIKIACHUN);

- 3aMEHa MPEIOXPAHUTETIS.

3.1.3 Jlpyrue BuUIBI PEMOHTHBIX pPabOT MOTYT MPOBOAUTHCS TOIBKO
PEICTaBUTEISIMU OpEeIIPUITUS-U3TOTOBUTES 170041 YIOJTHOMOYEHHBIMU
CEPBHUCHBIMU IIEHTPaMHU.

3.2 Mepsbl 6e30nacHOCTH

[Tpu TeXHUYECKOM OOCTYKUBAaHWUHU JOJKHBI COOTIONATHCS TPEOOBAHUS TEXHUKH
oe3omacHocTH, a Takke TpeboBanms ['OCT 12.1.006, I'OCT 12.1.019, I'OCT
12.2.003 u IIpaBui TeXHUUECKON IKCIUTyaTalllK IEKTPOYCTAHOBOK MOTpeOUTeNne u
[Tpukaza ot 24 utons 2013 r. Ne 328u «O06 yrBepxknenun [IpaBui o oxpane tpyaa
IIPU DKCIUTyaTallU 3JICKTPO-YCTAaHOBOK» (¢ u3MeHeHussMHU Ha 15 HosOps 2018 1).

4 XPAHEHUE, TPAHCIIOPTUPOBAHHUE U YTUIN3ALUA

4.1 Xpanenue mpubOpa pPEKOMEHIYETCS TMPOU3ZBOAUTH B OTAIIUBAEMBIX
CKJIa/ICKMX TMOMEIICHUAX. B moMenieHusx He JOKHO OBITh MapoB KUCIOT, HIeI0Yei,
arpecCUBHBIX T'a30B U IPYTUX BPEAHBIX MPUMECEH, BBI3BIBAIOIINX KOPPO3HUIO.

4.2 T'apaHTUHHBIN CPOK XpaHEHUS B OTAIJIMBAEMbIX CKJIAJCKUX MMOMEIICHUIX B
MOTPEeOUTEIBCKOM Tape — He MeHee 3 JIeT.

4.3 TpancnopTupoBaHHe MPUOOPA MOKET OCYIIECTBIATHCS JIOOBIMU BHIAMHU
ABTOMOOWJIBHOTO,  JKEJIE3HOJOPOXKHOTO  TpaHCIOpTa B 3aKPBITBIX  Ky30Bax
(KoHTelHepax, BaroHax).

4.4 VYcnoBus TPaHCHNOPTUPOBAHUS JOJKHBI COOTBETCTBOBATH YCJIOBHSIM
xpanennst 5 mo 'OCT 15150-69.

4.5 Tlocne TpaHCHOPTUPOBaHUS MPHOOp Mepel BKIOYEHHEM JOJKEH OBITh
BbIJIEpKaH B HOPMaJIbHBIX YCJIOBUAX HE MEeHee 24 4acoB.
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4.6 CneuualibHBIX TPEOOBAHUN K YTHIIM3AIIUKA MPUOOpa HE TIPEAbSIBIAETCS.

S TAPAHTHUU U3T'OTOBUTEJIA

5.1 OcHOBHbIE TOHATHS W ONPEACICHHS, HCIOJIb3YyEMbIE B TapaHTHIHBIX
00s13aTeNbCTRAX:

N3roroBuTenb — MNPOU3BOAMTENL TOBapa: OOIIECTBO C OrPAaHUYEHHON
OTBETCTBEHHOCTHIO «IIpoMTemMukay.

[Toxynarens (moTpeOUTeNh) — KOHEYHBINM MOTPEeOUTENh MPOAYKIIMU KOMIAHUU
«IIpomTemMuka»; MmOTpeOUTENh MPOAYKIMU, HEMOCPEICTBEHHO €€ HCIONb3YIOIIHMA
(pusnueckoe Ui IPUAUIECKOE JUIIO).

[IpomaBenr — HEMOCPENCTBEHHO HW3TOTOBUTENb, TOPTOBBIA MPECTABUTEIb,
MOCPEIHUK WM HHOE JUIO ((pU3HYEecKOe WM IOPUINYECKOE), OCYIIECTBUBIIEE
MPOJAXy MOKyNaTelto ToBapa(oB).

Wznemne (npubop) — ToBap (Ceppep ycrpoiicte USB-ES), npousBoauTenem
KOTOPOTO siBisieTcst komnanus «lIpoMreMuka.

["apanTuiiHoe cepBUCHOE OOCITyXUBaHUE (TrapaHTHUMHOE OOCIYyXHUBaHUE,
TrapaHTUUHBIA PEMOHT) - MOJHOCTBIO OECIUIaTHOE Jisi MOKYyIaTeds yCTpaHEHHE
IIOJIOMOK H3JI€Us, KOTOpPbIE BO3HUKIIM MO BUHE KoMmnaHuu «IIpomremuka», HO npu
YCIJIOBUU COOJIIO/ICHNUS TOKYTIaTeIeM BCEX YCIOBUM JaHHOM ["apaHTuu.

[TocnerapaHTUHHBII PEMOHT - YCTPAaHEHHUE IOJIOMOK W3JEJHs, BBINOJIHAEMOE
Ha TJIATHOM OCHOBE MOCJIC OKOHYAHUS JEHCTBUNM FapaHTHIHBIX 0053aTeIbCTB.

["apaHTHiTHBIN CPOK 3KCIUTyaTalMu (TapaHTUHHBINA CPOK) - ITO CPOK, B TEUCHUE
KOTOPOTO U3JIEHE MOJJICKUT TAPAaHTUIHOMY CEPBUCHOMY OOCITY>KMUBAHHUIO.

5.2 WsrotoBuTenb TapaHTUPYET COOTBETCTBUE M3HCNIUSA TEXHUYECKUM
XapaKTepUCTUKaM, IPUBEAEHHBIM B TY, pyKOBOJCTBE WJIM B MACIOPTE HA U3JENHE, a
TaKXke paboTOCIOCOOHOCTh M3/ACIHS M 0€30MaCHOCTh B JKCIUTyaTalldd B TEUEHUE
BCEr0 FapaHTHUIHOIO CPOKA MPHU COONIIOIEHUN TOTPEOUTENEM YKa3aHUI 0 MOHTAXY,
AKCIUTyaTallly, TEXHUYECKOMY OOCITY>KUBAHHIO, TPAHCHIOPTUPOBAHUIO U XPAHEHMIO,
YCTAaHOBJICHHBIX HACTOAIUMU TY ¥ pyKOBOACTBOM IO SKCILTyaTalluu.

3a  mocnencTBHs, BO3HHUKIIME  TPU  HEMNPAaBUIBHOM  TEXHHUYECKOM
OoOCITy’KMBaHUM, OKCIUIyaTalldd, TPAHCHIOPTHUPOBAHMM W XPaHEHUHU U3JENUs
OTBETCTBEHHOCTh HECET MOTPEOUTE.

[apanTuiinpie 00s3aTENBCTBA M0 KAaU€CTBY MOHTaXkKa W HACTPOWKH MpuOopa
HECET OpraHM3allysl, BEIIOTHSIONIAs TaHHbIE PaOOThI.

M3roroButens HE HECET OTBETCTBEHHOCTH 3a BCe YOBITKHM, ymepOd u T.II.,
CBSI3aHHbBIE C MOTepeH, MOBPEXKICHUEM, U3MEHEHHEM JaHHBIX U MHPOpMAIMU Ha
YCTPOMCTBAX XPaHEHUS W 3aIMCH JAHHBIX, UCIIOIb3yEMbIX COBMECTHO C MPUOOPOM, B
TOM YHCJI€ CBSI3aHHBIE C TMOTEpEW, MOBPEKICHUEM, W3MEHEHUEM JaHHBIX U
uH(popMaIu B mpolecce peMoHTa mpudopa.

Hukakoit mnpsiMON WM KOCBEHHBIM yiiepOd OT NPUMEHEHHS U3JENUs He
ABIIAETCS. TPEIMETOM OTBETCTBEHHOCTH W3TOTOBHUTENSA. M3roroBuTEns HE HECET
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OTBETCTBEHHOCTH 3a BO3MO)KHOE HApyLIECHHWE MATEHTHBIX, ABTOPCKUX W WHBIX MPaB
TPETHUX CTOPOH IyTEM HCIOJIB30BaHHS MOTpeOUTENneM MpuOopa, MPOU3BEACHHOIO
U3TOTOBUTEJIEM.

W3roroButens  HE  MPEAOCTABIAET  TapaHTUM  HAa  COBMECTUMOCTh
npuodperaeMoro mpubopa M 00OPYIOBaHUS MOKYIATENsA, HCIOIb3YEMOTO0 C HHUM
COBMECTHO.

5.3 l'apanTuitHblii CpoK XpaHeHus mpubdopa 3 roja ¢ IaThl U3TOTOBICHUS TPU
COOJTIOIEHUH YCIIOBUM XpaHEHUs!, yCTAHOBIEHHBIX HacTOSIIIUMU TY.

5.4 TapaHTuiiHBII CpOK SKCIUTyaTallud MpUOOpa COCTaBISET JBEHAATh
MECSIIeB C JaThl MPOJAXKU KOHEUYHOMY MOoTpeduTento. JaTtoil mpomaku KOHEYHOMY
NOTPEOUTENIO CUUTAETCS J1aTa, yKa3aHHas MMPOJABIIOM B TapaHTUHOM TaJlOHE.

B cnyyae oTcyTCTBHS rapaHTUHWHOIO TAJIOHA WIM OTCYTCTBUSL B TapaHTUHHOM
TaJOHE OTMETKM TMpoJaBla O JaTe MpoJaXu MpuUOOpa TrapaHTUHHBIM CPOK
AKCILTyaTaluy MpUOOpa COCTABISIET IBEHAAIATh MECSIIEB C AaThl U3TOTOBIICHHUS (JaTa
M3TOTOBJICHUS YKA3bIBAETCS C MOMOIILI0 MAPKUPOBKH Ha KOpITyce nmpudopa).

5.5 B TeueHue rapaHTHIIHOIO Ccpoka B clly4ae BbIXOJa MpUOOpa U3 CTpPOs
M3rOTOBUTENH 00S3aH MPOU3BECTH PEMOHT, JIMOO 3aMEHUTh MPUOOP HA UCTIPABHBIM.

['apaHTHiTHBIN, a TAKKE MOCIETAPAHTHUWHBIM PEMOHT IPOU3BOAMTCS OTAEIOM
CEPBUCHOTO OOCITY>KMBaHUSI U3TOTOBUTENS, a TAK)KE€ B aBTOPU30BAHHBIX CEPBUCHBIX
LEHTpaX, YKa3aHHBIX B TAPAHTUWHOM TaJOHE, NACMOPTE WM HA CANTE U3TOTOBUTEIIS.

B  TedueHue rapaHTMHHOrO Cpoka IpH  OOHApyKEHUH  JAEPEKTOB
(HeucrpaBHOCTEM) WM HapylleHUH B pabore mnpudbopa MNOTPEOUTENb MOXKET
oOpaTuThCsi B  OTHEN CEPBUCHOTO  OOCTYXMBaHUsI HW3TOTOBUTENS WU B
ABTOPU30BAHHBIM CEPBUCHBIM LIEHTP. B wmomeHT oOpameHuss mnoTpeOuTens
IIPEIOCTABIISET:

- pubop ¢ AedEeKTOM WU TPU3HAKOM HaApYIICHHS B €ro padoTe;

- xomruiekTHhIH  akceccyap (USB-ycTpoiicTBo), BMecTeé ¢  KOTOPBIM
MPOSBIIAETCS HapyIllIeHHe B paboTe npudopa (pu HAIMYUK);

- MHUCBMEHHOE YBeIOMJIeHHE (peKJIaMalliio) ¢ TMOAPOOHBIM OMUCAHUEM
ne(exkToB WM MPU3HAKOB HapylleHHs B paboTe npubopa (M OOCTOSTETBCTB UX
MOSIBJICHUS );

- TApaHTUUHBIA TaJlOH, B KOTOPOM, pa300pUMBO 3amMcaHa MapKa, MOAEIb U
CEpUITHBI HOMEp M3/ENHsl, HAMMEHOBAaHUE U aJpec MPOJIaBlia, COAEPKATCA NedaTh U
MOAINKCH npeacTaButTens npogasua, PO u moanuce NMOKymaress, Aara MPOJIAXH,
WIM TOKyMEHT (KOMHs TOKyMEHTa), KOTOPBIM MOATBEpXkKAAaeTCA (PakT mpruoOpeTeHHs
npudopa (KOHTPOIHLHO-KACCOBBIN Y€K, cUeT-(pakTypa u mp.).

[IpeTeH3nn MO KOMIUIEKTAlMM W BHEIIHEMY BHJY H3IEJIHS NPUHUMAIOTCS
TOJILKO TPU €ro Mokyrke. HemonHas KOMIUIEKTalMs U3ENUs, KOTOopas MOIa ObITh
oOHapy)XeHa NpHU TMpOJaXe U3JCNUs, HE SBISIETCS MPEAMETOM TapaHTUHHOTO
00CITyKUBaHMUSI.

[IpeTeH3un NMo Ka4ecTBY W3JEIUS MPUHUMAIOTCS TOJIBKO MPH YCJIOBHUM, YTO
HEJAOCTaTKu OOHAPY>KEHbI W TMPETEH3WU 3asBJICHbl B TEUYEHHE YCTAHOBJIEHHOTO
rapaHTUIHOTO CPOKA CO AHS MPOAAXKU.

Nnentudukanus wu3aenus OCYIIECTBISIETCS IO BHEIIHEH MapKUPOBKE
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(TabnuuKu, HAKJICUKH, HAJIIUCH ).

[Ipu orcyrcTBumM wHpOpMAUKU O JaTe MPOAAXH (OTCYTCTBHUU TapaHTHMHOTO
TaJloHa, OTCYTCTBUU B TAPAHTUMHOM TaJOHE JAThl MPOAAXH WIM MeYaTH MpoAaBLaA)
TapaHTUIHBIA CPOK UCUUCIISIETCS C JaThl BBIITYCKA U3/ICIIHSL.

W3roroButens HE OOECIEUMBAET CTOMMOCTb IEPECBUIKM WM WHOIO BHJIA
JNOCTaBKH, IIOYTOBBIE PACXOJIbI, CTPAXOBbIE B3HOCHI, 4 TAK)KE TPAHCIIOPTHBIE PACXO/BI,
CBSI3aHHBIC C JOCTABKON M3/IETHS B OTNE] CEPBUCHOTO OOCTYKMUBAHUS M3TOTOBUTEIS
U aBTOPU30BAHHBIE CEPBUCHBIC LIEHTPHIL. JlOcTaBKa W3IEnus B OTIEN CEPBUCHOIO
0oOCITy’>KUBaHMSI M3TOTOBUTENIS, ABTOPU30BAHHBIC CEPBUCHBIE LIEHTPHI U OOpaTHO
OCYILECTBIISIETCS MOTPEOUTENIEM CaMOCTOSITENIBHO, 32 CBOM CUET.

B cpox He 6omnee Tpéx pabounx JHEH ¢ MOMEHTA MOCTYIUICHUS OT MOTpeOnuTEeNs
U3JIENMd W pEKJaMallMi MW3TOTOBUTENIb WM CEPBUCHBIA LIEHTP MIPOBOIUT
pEKIaMallMOHHYI0 3Kcrieptu3dy. Ilo e€ pe3yinbraram NPUHUMAETCS OKOHYATEIIBHOE
pelIeHue O XapakTepe HEUCHpPaBHOCTH WM JAcdekta (IMPOU3BOACTBEHHBIA WIU
AKCIUTyaTallMOHHBIN), a TaKXe OIpenessiercs, KTO HECET OTBETCTBEHHOCTh 3a
BO3HUKHOBEHUE HEUCIPABHOCTH WK AcPeKTa (TIPOU3BOAUTEIb UIH TOTPEOUTEID).

OKCnepTu3a BBIIEAIIETO W3 CTPOSI M3ACHMS M 3AKIIOUEHUE O IPUYMHAX
HEHCIIPAaBHOCTU NPOU3BOIATCS W3TOTOBUTENEM (WJIM ABTOPU30BAHHBIM CEPBUCHBIM
[ICHTPOM) CBOMMH CPEICTBaMU. Eciy moTpeOuTeNh HE COTIaceH C pe3ylbTaTaMu
AKCIIEPTU3BI, TIPOBEICHHONW M3rOTOBUTENEM, OH BIIPaBE 3a CBOM COOCTBEHHBIM CueT
IIPOU3BECTH MOBTOPHYIO IKCIIEPTU3Y, OOPATUBIINUCH K HE3aBUCUMOMY JKCIIEPTY.

[apanTuiineiii pemMoHT mnpousBoautcss B TeueHue 30 gHelt ¢ MoMeHTa
MOJIYYEHHUSI W3JIeNIMd U3TOTOBUTENEM WJIM aBTOPU30BAHHBIM CEPBUCHBIM LIEHTPOM.
['apaHTHIiHBIN CPOK DKCIUTYaTAlMU MPOJJIEBACTCS HA BPEMsI HAXOKJICHUS U3JIEIINS B
FapaHTUMHOM PEMOHTE.

N3rotoBuTeabr OCTaBIIeT 3a COO0OM TIpaBO 3aMEHUTh H3JACIHE, JIHMOO
MPOU3BECTH €r0 TapaHTUIHBIM PEMOHT, IPH YCJIOBUU COOIIONEHHUS MOTPEOUTEIEM
BCEX ycioBHM maHHOW ['apantun. 3ameHa mpubOopa TakKe MPOU3BOAMUTCS TOJBKO
Mocjie pEeKJaMallMOHHOM HKCHEPTH3bl W MNpPU TOATBEPKICHHH OOCTOSTENbCTB,
U3JIOKEHHBIX TOTPEOUTENIeM B THCHBMEHHOM YBEIOMIICHHH (pEKIaMaluu) |
ABJIAIOIIMXCS OCHOBAaHUEM ISl UCTIONHEHUS TapaHTUMHBIX 00s13aTENIbCTB.

B cnydae mnoBpexIeHMS W30MALMM IIIHYpa MHUTAaHUS OH IOIJIEKUT
o0s13aTeIbHOM 3aMeHe 0e3 cortacus nmoTpedurens (yciayra riaTHas).

5.6 T'apaHTUlHBIN PEMOHT HE MPOM3BOAUTCS W TapaHTHHHBIC 00s3aTEIHCTBA
M3TOTOBUTENS HE PACIIPOCTPAHSAIOTCS HA U3/ENINE B CIEAYIOIIMX CIIydasax:

- ICTEUYECHHE TAPAHTUITHOTO CPOKa HKCILTyaTallnu;

- HalW4Yue TOBPEXKICHUNW ¥ HEHUCHPABHOCTEH B MpuOOpe, BHI3BAHHBIX
HapylieHueM TpeOOBaHUHN U TIPABUJI PYKOBOJICTBA MO IKCIUTyaTaIluu, 00CITyKHBaHUS,
TPAHCIIOPTUPOBKU WIIM XPAHCHHUS;

- HallM4yue TOBPEXIACHUN M HEUCIPABHOCTEW B NPHUOOpE, BBI3BAHHBIX €r0
UCIIOJIb30BaHMEM 0€3 COIVIaCOBaHMS C W3TOTOBUTEIEM [0 HA3HAYEHUIO, HE
YKa3aHHOMY B JaHHOM PYKOBOJCTBE;

- HaJIMUMe BHEIIHUX WM BHYTPEHHUX MEXAHUUYECKUX MOBPEXKICHUN (3aMATHIX
KOHTAaKTOB, TPEILMH, CJIEI0OB yAapa, CKOJIOB U T.I1.), BOHUKILIKX IO BUHE TOTPEOUTEINS
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(B pe3ysbTare yaapoB, HEMPABUIBHON KCIUTyaTallul, YCTAHOBKHU, TPAHCIIOPTHPOBKU
U T.IL);

- IpUOOp YaCTUYHO WM MOJTHOCTBIO Pa3o0paH;

- HaJM4HME CJEI0B CAMOCTOSATEIBLHOTO BCKPBITUS (MOIBITOK BCKPBITHUSA),
peMoHTa mnpubopa BHE TAPAHTUITHON MAaCTEpCKOM, MOJACPHU3ALMM, aJanTaluu
CHEUUAJUCTaMU, HE YIOJHOMOYEHHBIMH M3TOTOBHUTENIEM HpuOOpa (HapyLIEHBI
MIOMOBI, HUTMIGI BUHTOB COPBAaHBI UM UMEIOT 3aJIOMbI, KOPIIYC COOpaH HEBEPHO H
T.IL);

- Hajguuue y npubopa BHEIIHUX WM BHYTPEHHUX MEXaHUYECKUX
MOBPEXKJICHUM, MOJYYCHHBIX B Pe3yJIbTaTe €ro paboThl C MPEBBIIICHUEM MPEICIIOB
UCIIOJIb30BaHMS M HATPY30YHBIX XapaKTEPUCTHUK, 3asBICHHBIX U3TOTOBUTEIIEM;

- HaJW4YMe TOBPEXACHUN W HEUCIpaBHOCTEH B NpuOOpe, MOJYyUYEHHBIX B
pE3yNbTaTe SKCIUTyaTalluu MPU HEAOIYCTUMOM HaIPSKEHUH WM YaCTOTE MUTAOLIEH
CETH, MPU HAJIMYUHU CKAYKOB HAIPSIKEHUS B MIUTAIOUIEH CETH;

- HaJu4yue TOBPEKICHUN W HEUCIPABHOCTEH B NpUOOpEe, TMOJYyYEHHBIX B
pe3yabpTare €ro HENpaBWIBHOIO NOJAKIIOYEHUS K MUTAIOMIEH CETH, OTCYTCTBHS
(BBIMOJTHEHHOTO € OTKJIOHEHUSMH OT CTaHJapTa) 3a3eMJICHUs, HCIOJb30BAHHEM
HEHCIIPABHOI'O CETEBOTO IIHYpa WM CETEBOT0 IIHypa HE U3 KOMIUIEKTA IMOCTABKY;

- HaJuMyue TOBPEXKICHUHN, BBI3BAHHBIX HECOOTBETCTBUEM CTaHAApTaM
apaMeTpoOB TEJIEKOMMYHHKAIMOHHBIX CETEH;

- HaJIUYMUE DIIEKTPUUYECKUX M XUMUYECKUX MOBPEKIACHUN Y3JIOB WM JeTaneil
npubopa, CBsI3aHHBIX C TIOMAJaHUEM Ha HUX BOABl W JIPYTUX >KUIKOCTEH,
MCIIOJIb30BAaHUEM HECTaHIAPTHBIX YUCTAIIUX CPEJCTB U METOJIOB UUCTKU PUOO0PA;

- HaJIW4YME TIOBPEXKJICHHM, BBI3BAHHBIX TMOMAJaHUEM BHYTpPh MpuOOpa
MMOCTOPOHHUX TMPEAMETOB, XKUIKOCTEH, HACEKOMBIX, HCIIOJIb30BaHHMEM NpubOopa B
YCJIOBHSIX CHJIBHOTO 3allbUICHUSI (3arps3HEHBI BHYTPEHHUE Y3IIbI U JIETAIA MPUOopa,
3a0UThl BEHTUJISIIIUOHHBIE OTBEPCTHUSI, BEHTHISITOPHI);

- HEHCNPABHOCTEHW, BO3HUKIIUX B pe3ylbraTeé HOPMAJbHOTO HM3HOCA WJIHU
OKOHYAHMSI CpOKa CIyKObl KOMIIOHEHTOB mpubopa (pacXOomHBIX MaTepHalioB,
Oarapeek, aKKyMyJIsITOPOB, MPEIOXPAHUTENICH U TOMY MOJOOHBIX KOMIOHEHTOR);

- HalluuuMe TOBPEXKICHUW, BBI3BAHHBIX TMOJAKIOYEHUEM K MIpudopy
HECTaHJapTHOTO 00OpPY/I0BaHMS,

- MIOBPEXJICHBI UJIK OTCYTCTBYIOT TapaHTUIHBIE TIJIOMOBI;

- B TapaHTUHWHOM TaJOHE WJIM TACIOpTe CHENaHbl KaKue-In00 W3MEHEHUS
(mOTMONTHEHUs, TOAYUCTKY, UCIIPABICHUS U T.I1.), TAPAHTUUHBIA TaJIOH WJIM MACHOPT
HE MMPUHAIJIEkKAT IPEACTABICHHOMY U3/IEIHIO;

- BHENIHSS W BHYTPEHHSST MapKUpOBKa (TaONWYKH, HAKJICWKH, HAAMHCH Ha
MOBEPXHOCTAX KOpIyca W T.II., BKIIIOUAIOIIWE CEPHitHbIe HOMEpa, MHPOPMAIUIO O
JlaTe WM3TOTOBJICHUS U JPYTHE JaHHBIC) TMOBPEXKICHA, M3MEHEHA, Hepa30opurBa WM
OTCYTCTBYET, OOHAPY>KEHBI CJIE/bl IEPEKICUBAHMS HAKJIEEK;

- W3JeNIMe YTPaTWIO TOBAPHBIM BUJ BCJIEACTBUE €CTECTBEHHOIO HM3HOCA NPH
AKCILTyaTalluu;

- WU3/eJIMe BBIIUIO U3 CTPOSI B pe3y/ibTare yCTAaHOBKU, CMEHBI WIHM yIAJCHUS
napojed  (KomoB)  uw3nenus, MoaupuKauuu W (WIM)  TEepPeyCTaHOBKU
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npenycradHoBieHHoro 1O u3nenus, ycranoBku M ucnonb3oBanus [1O Tperbux muig
(HeopuruHaANBHOTO), hOPMATUPOBAHS BCTPOCHHBIX HAKOITUTEIICH;

- W3JETUE BBIIUIO U3 CTPOSI B PE3YJIBTATE JICUCTBUN HEMPEONOJIMMOMN CHIIbI
(mokap, HABOAHCHHE, ITONAJaHWE MOJHHWH WU JPYTHE MPUPOJHBIC KaTaKIU3MBI,
OBITOBBIC (haKTOPHI, BO3ICHCTBHE arpeCCUBHBIX CPEM, OTHS, BHICOKUX TEMIIEpaTyp |
T.IL).

5.7 I'apa"THs pacpoCTpaHIETCS TOIBKO Ha MPUOOP.

["apanTust pacnpocTpaHseTcss Ha HEAOCTaTKu Mpudopa, BhI3BaHHbIE Je(EKTOM
IPOU3BOCTBA UIIM MAaTEPUAJIOB.

["apanTuiinoe 00CTyKUBaHUE HE PACIPOCTPAHSACTCS:

- Ha pacXO/IHbIE MaTepUalibl U JAECTANIU, UMEIOIINE OTPAHUYEHHBIN CPOK CITYKObI
(Takue Kak OaTapeiku, aKKyMYJISITOPBI K TOMY TIOJI0OHBIC KOMITOHECHTHI);

- Ha MOHTaX, HaJIaJIKy Ipuodopa,

- Ha BO3MOXHBIA yimiep0d, TPUUYUHEHHBIA JpPyroMy 0O0OpYIOBaHUIO,
paboTarolleMy B CONPSHKEHUH C IAaHHBIM PUOOPOM.

Ha oOopynoBanue, WHCHONB3YyIOIIEECS COBMECTHO C HOpuOOpPOM, HO
M3TOTOBJICHHOE JAPYTMMHU MPOU3BOJIUTEISAMH, PACHPOCTPAHSIOTCS UX COOCTBEHHBIC
rapaHTHUH.

[Tocne okoH4YaHMS TAPAHTUHHOTO CPOKa IKCILTyaTalluy pudopa o0s3aTebCTBa
10 €ro rapaHTUITHOMY O0OCITY’KWBAHHIO TIOJTHOCTBIO MPEKPALAIOTCA.

5.8 MW3zroroBuTenb BIpaBe MEHATh TEKCT TapaHTUHHOTO COMJIAIICHUS,
aKTyajbHas BEpCUs TapaHTUHHOIO COMIAILICHHS MPUBOAUTCA B MACIIOPTE HA U3JEIUE.
[ToTpeOutens MOMKEH PYKOBOJCTBOBATHCS TEKCTOM TapaHTHUIHOTO COIJIAIICHUS,
MPUBEIACHHBIM B MACTIOPTE HA MPUOOPETEHHOE UBJIEIHE.

6 CBEAEHUS Ob U3T'OTOBUTEJIE

OO0111eCTBO C OrpaHUYEHHOM OTBETCTBEHHOCTHIO «IIpomMTeMukar

396313, Boponexckas 00:1., HoBoycmanckuii p-H, c. babsakoso, yi. Jlaunas, a. 89/2
ten.: (473) 291-91-30

e-mail: mail@promtemica.ru
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HPUJTOKEHUE b

KoH(purypupoBanue u ynpasJjieHue
Bb.1 Hoakaouenue k WEB-untepdeiicy npudopa

[lepen mnonkitoueHueM npubOoOpa K JIOKAJIBHOM CE€TH HEO0OXOAUMO, YTOObI
CUCTEMHBIH aJIMUHUCTPATOP, OOCIYKHUBAIOIIMNA JAHHYIO CE€Th, Ha3HAYWI MJis
MOJIKITIOYaeMOTo TpuOopa, Kak I CETeBOrO yCTpokcTBa, IP-ampec (3HaueHue 1o
ymomganuto  192.168.10.200), IP-agpec mmmo3a (3HaAUYeHUE 110  YMOJIYAHHIO
192.168.10.1) u macky mojcety (3HaueHUE 1Mo ymoirdaHuio 255.255.255.0).

[Topsimok cOpoca cereBbIx HacTpoek npuodopa (IP-ampec, macka moaceru, IP-
azipec I1LII03a, TMapoibh aJIMUHUCTPATOpPA) K 3aBOJICKAM 3HAUCHUSAM (3HAYCHHUSAM IO
YMOJYaHHIO), @ TaKXKE BBINOJIHsIEMasi UM B Ipoiiecce cOpoca HACTPOEK WHIUKAIIUS
npusezieHsl B [Ipunoxxenun B.

st Toro, 4ToObl YCTAaHOBUTH Ha3HAYEHHBIE CHUCTEMHBIM aJMUHUCTPATOPOM
HacTpoiiku, HeoOxogumo BoutH B WEB-untepdeiic npubopa, BBIOIHUB
CIICIYIOIIYIO TTOCJIEN0BATEIILHOCTD JICUCTBUM.

1. TlomkirouuTh NPUOOP K CETEBOM KapTe MEPCOHAIBHOIO KOMIIBIOTEPA,
UCTIONIb3ysl Kpocc-kabenb Ethernet. Bxmounts mnpubop, coOmronas MOpsiIoK
BKJIFOUCHUS, onucaHHbll B IIpunoxkenun B. Jloxxkmarbecs 3aBepmieHHsi mporecca
nepexoaa npubopa B pabouuil pekuM NyTEM HAOMIOACHUS 3a OIOBEIICHUSIMU
unaukaropa «lluranue» (cm. [punoxenue B).

2. OTKpBITH OKHO BBIOOpA CETEBOTO ajanTepa Ha MEePCOHAIBHOM KOMIIBIOTEpPE
(ma mpumepe Windows 10): «Ilyck» — «Ilapamerps» — «Cetb u UHTEpHETY —
«Ethernet»y — «Hacrtpoiika mapameTpoB ajanrepa.

3. BriOpare anmanrtep, K KOTOPOMY TMOACOCIMHEH CETeBOM Kabenb, marnee
BBI3BATh €r0 KOHTEKCTHOE MEHIO MyTEM Ha)KaTHsl Ha MPaBYH KHOIKY MBIIIM Ha
COOTBETCTBYIOIIHI 3JIEMEHT, BEIOpaTh MyHKT «CBO#CTBaY (cM. pucyHOK b.1).

&/ Ceresnie nogkntoueHna - [m] hed
A 1®) 5 Nanensynpaenerna > CeTh u HTEPHET > CeTEBHIE NOAKIHOUEHNA [rJ]

YnopagounTe ¥ OTKtOHEHME CETEBOTD YCTPOCTER [narHecTuka nogIoHeHs B~ M @

..5 Ethernet Lﬂ' VPN - VPN Client

T Cens SIS Ceresoii kabens ne noginouen
27 Realtek Gamina GhE Family Contr... | 3§ @ VPN Client Adapter - VPN
) Omcnrounts
Cocronmnme

[Jwarnocika
) Hacpoiixa mocta

CosaaTs ApAbIK

® Vi

) Mepeumenosars

) Cooiiciea

3nementoe: 2 BuiBpan 1 3nement ==

Pucynok b.1 — CBolicTBa ceTeBOro ycTpoicTBa

4. BoiOparps nyHKT «IP Bepcuum 4», Haxxarb kHONKy «CBoicTBa». Hactpouth
napameTpsl nporokona TCP/IP nnst cereBoro moakIOUeHUss TaKUM 00pa3oM, YTOOBI
23
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IEPCOHAJIBHBIN KOMIBIOTEP HAXOAWJICS B OIHOM moxacetu ¢ npudopoM. s storo, B
OONBIIMHCTBE  Clly4aeB, JOCTaTOYHO MPHUCBOMTH  Kommbiotepy  [P-ampec,
OTIIMYAIOUINICS TONMBKO TocieaHen uudpoii ot [P-anpeca npubopa. Haxxare KkHOMIKY
«OK» B okne «Croiicta: IP Bepcuu 4 (TCP/IPv4)» (cm. pucyrok b.2).

U Ethernet: ceoiicTea *

Cem  Mocmyn OBwme
MonknioyeHWe yepes: MapamMeTpel IP MOXHO HASHAYETE BBTOMATUHECKH, SCM CETh
- ; NoALEPHUBAET 3TY BOIMOMHOCTE, B NpoTHBHOM cnyyae ysHaiTe
@ Realtek Gaming GbE Family Controller napametpel IP y cETEBOro agMMHMCTPaToPa.
(O DonyumTe IP-aapec aBTOMATHHECKM
OTMEYEHHBIE KOMNOHEHTE! MCNONB3YIOTCA 3TAM NOOKNIOYEHNEM: (@ UcnonbaosaTs cneayowi IP-agpec:
[e=] i

- KnwenT ana cetei Microsoft ~ IP-aapec: 192 . 168 . 10 . 87
E'Oﬁu.mm LOCTYN K chainam u npuHTepam ana ceteit Mi =
I3 Nnarmposwk nakeTos QoS Macka noaceTu: 255 .255.255. 0
M cepc B /P

) OCHOBHOA Wk
4. [lpoTokon MynsTnnexcopa ceTesoro anantepa (Mai

. Opaisep npotokona LLDP WaikpocodT) i anpec DNS- - - -
"+ 1P apcwm 6 (TCP/IPvE) v onyunTe anpec DNS-cepBepa aBTOMATHHECKH

N RIE

> @ WmonbsosaTe cneayowme agpeca DNS-cepsepos:

YoTaHOBMTE ... Yoanuts CeolicTea | MpeanounTaenkii DNS-cepsen: I:I
Onucanwe b AnNbTepHaTHBHEIR DNS-cepeep: l:l

MpoToken TCP/IP. CraHaapT™eli npoToken rioBansHsts
ceTel, ofecneuvBaIoWMA CEASE MEXIY Pa3NMYHBIMM [ MonTsepauTs napamerpsl npn seixone
B3aMMOSACTEYIOLLMMA CETAMM. ATEEPA PEMETREI NP BlioA

JononHUTeneHo. ..

Ok OTmeHa

oK Ommena

Pucynok b.2 — Hacrpotiku nporokona TCP/IP

5. OTKIIIOYUTH BO3MOKHOCTbD MCIIOJIb30BaHUsl Opay3epoM Impokcu-cepsepa. s
ATOTO OTKPBITh COOTBETCTBYIOIIEE OKHO Ha MEPCOHAIHFHOM KOMITbIOTEpE (Ha mpuMepe
Windows 10): «Ilyck» — «Ilapametpby — «Cetb u HMHTEepHETY — «IIpOoKcH-
cepBep». B mosiBuBIIeMcss okHe (cM. pucyHOK b.3) mepeBecTu mepexiroyaTeiu
«OmpenensaTe mapaMeTpbl aBTOMaTUdecKn» M «VIcmonb3oBaTh MPOKCHU-CEPBEP» B
NojoxkeHue «OTKIL.Y.

6. B ampecHoii ctpoke Opaysepa Habpath |P-agpec mpubopa u HaKaTh KHOIIKY
«Enter» na xnmaBuarype, mocje 4ero B OKHE Opay3epa JOHKHO TOSBUTHCS OKHO
aBTOpHU3aluu (CM. pUCYHOK B.4), B KOTOpOM HEOOXOAMMO BBECTH JIOTMH U IapoJib
(3HaueHus 1O yMmomuaHurp: JoruH — admin, mapoms! — start). Ilocie atoro
HE0OX0IMMO HaXaTh KHOTIKY «Bxom.

[Ipu coBepmiennn mnonbsiTku Bxoga B WEB-unTepdeiic ¢ ucnoib3oBaHHEM
HETMPaBUJILHOTO TMapoJii, B OKHE Opay3epa mosBisercs coobmenne «Ommbka
aBTopu3anuu! HenmpaBuibHBIM JTOTUH WU Maposib. [1OMBITOK 10 OIOKHPOBKHU: 3.
[Mocne coBepiieHUs TPEX? HEyNaYHBIX IONBITOK BBOAAa mapons goctyn B WEB-
unTepQeiic mpubopa Gnokupyercs®. Bpems 610kupoBku cocrapisger 15 munyt?. Ipu
ATOM BpeMsi, OcTaBlleecs A0 Pa30IOKUPOBKU, OTOOpa)kaeTcs B OKHE Opaysepa Ipu
coBeplileHrnu nonbITkU Bxona B WEB-unrtepdetic.

! BBomuMBIif MaposTs MOKHO 0TOOPA3UTH, HAXKAB HA 3HAYOK «IJIa3» B TOJIE BBOJA MAPOJIS.
2 3pech omMCaHO TIOBEJEHHE OKHA ABTOPHM3AIMH JUIS HACTPOEK MO yMmondanuio. KommuecTo
TIOTIBITOK aBTOPU3AIMM M BpeMsl OJOKHPOBKH MOTYT OBITh M3MEHEHBI, OTPAaHUYCHHE KOJIMYECTBA
MOMBITOK aBTOPH3AIMU MOXeET ObITh BbIKIOueHO B WEB-unTepdeiice (cm. myHkt b.2.5).
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MapameTpsl

ot

[nasHas

| Halitv napametp pel

CeTb 1 MHTEepHeT

CocTosHue

Ethernet

Habop Homepa

VPN

Kcnons3oBaHWe AaHHbIX

MNpokcu-cepsep

[Npokcn-cepBep

ABTOMaTUUecKas HacTpolKa NPoKCU-cepBepa
Wenonb3oBaHKe Npokcu-cepeepa ANA NOAKNKOUeHWIA K Ethernet
wnm cetam Wi-Fi. 31w napameTpel He npumensatoTca ana VPN-

NOAKNHOUEHKMA.

OnpeaenaTs NapaMeTpsl aBTOMaTUUECKM
@ o

WMcnonb3oBath CLUEHaPWIA HACTPOMKK

@ Otk

Aapec cueHapua

CoxpanuTe

HacTpoiika npokcK BpyUHyLo
Wcnonssosaruie npokcu-cepsepa AnA nogkatodeHuni K Ethernet
wnu cetam Wi-Fi. 3w napametpel He npumensatoTca ana VPN-

MOAKAHOUEHHIA.

Mcnonb3oBaTe NPOKCK-cepeep

@ Otk

Anpec Mopt

He ucnonbzoBate NPOKCKU-CEPBEP ANA adpecos, KOTOpkbIe

HAUMHAKTCA € YKa3aHHBIX HYXKe 3anvcei. [lnA pasaeneHua zanvcei

WMCNoNL3YATE TOUKY C 3anaToM ().

¥ Bac NOABMAUCL BONPOCHI?

I'Ionyumb NOMOLLE

MNomornTe ycoBeplEHCTBOBATL
Windows

OcraBuTb 0T3bIB

Pucynok b.3 — OTkiroueHne ucnoiib30BaHus POKCH-CEpBEpa

PROMTEMICA

production development service

USB-to-Ethernet Server (USB-ES)

Pucynok b.4 — OxHo aBTOpU3aniviu
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7. Tlocnme ycHemrHoro MpPOXOXKAEHUS MPOLENypbl AaBTOPU3ALUHN JOJDKHA
oTkpbIThCs cTpannna WEB-unTepdetica mpudopa «Cocrosiaue» (cMm. pucyHok b.5).

QT O o010

USB-ES | PROMTEMICA LLC

USB-ycTpoicTBa

YnpasneHne

Mopt WiuHa HaumeHoBaHue MpouzeoauTEnNs YcTpoucTeo CocTosHue

KoHdurypaums

HeT fanHbix

* Cepsuc

AKTUBHbIE Nonb3oBaTenu

1 »ypHan coBbiTHi

ToruH wwma CocToRHMe Tun ceaHca IP-agpec CMOHTHPOBAHO
WHpopmaima

admin AIMHHHCTDATOP ABTOpUz08EH WEB-KnueHT 192.166.10.46 0

Pucynok b.5 — Crpanuiia WEB-unTepdeiica «CocrosiHue»

8. B maBuom mento WEB-unrtepdeiica, pacrnonoxeHHOM B JIeBOM (peiime, B
paznene «Kondurypamus» BeiOepute myHKT «Cetb». IIpu sTOM Oymer OTKpbITa
onnoumennass WEB-ctpanuna (cM. pucyHok b.6).

USB-ES/PROMTEMICALLC [EEETEEN Il e eI Q X d 2 0601

& CocrosaHue

CeTb
= Vnpaenenue
HacTtpoWku ceTeBoro aganrepa:
USB-nopThl
HaszHayaTk napameTpel aganTepa: aBToMaTH4ecku (DHCP) (; BRYYHYI0
& Monk3osatenu
* IP-agpec: 192.168.10.197
#  Kondurypauma
. . * Macka nogceTy: 255.255.255.0
— HacTpoHku
& Hocryn * Winko3: 192.168.10.1
HazHayaTte DNS: NO YMOM4aHUID \) BPYYHYIO
B ssH 3
Hactpowkm mDNS:
% Cepsuc
* CeTeBoe UMA: usbes-a7582d

[0 KypHan coBbwii

. oo | romesn. |
B  Uudopmalms -

Pucynok b.6 — Crpanunia WEB-unTepdeiica «Cetb»
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9. Brmounte omiuio «ABromarnuecku (DHCP)» wnm 3amonuurte momst «IP-
anpec», «Macka mnoacetn» u «l1lmr03» 3HauUEHUSMU, BBIIAHHBIMH CHCTEMHBIM
aJIMUHHUCTPATOPOM.

10. ITpu HeoOxoammocTH, TOMEHsITe 3HaYeHus1 nojiei «Ilopt cepsepa USB-
yctpoiictB (TCP)» (3Haduenue mo ymomdanuto: 5070), «IlopT cepBepa KIUCHTOBY
(3nauenue mo ymomyanuro: 5090). s storo BeiOepute myHKT «Hactpolikm» B
pasnene «Kondurypanus» mmaBaoro meHio WEB-untepdeiica. Ilpu stom Oymer
oTkpbiTa oqHouMeHHass WEB-cTpanuiia, comepikalias coOTBETCTBYOIINE MO (CM.
pucyHok b.7). ITocne BHeceHUsT U3MCHEHUH HAKMUTE KHOTIKY «[I[pUMEHHUTBY.

USB-ES | PROMTEMICA LLC = KoHdurypayus Q :: TT D (') []

& CocToAHne

Hactpoikn cepeepa

B YnpaBneHue

#  KoHdurypauma
HacTpoiku coeAMHEHWA KNHMEHTOB:

MopT cepeepa USB-ycTponcTe (TCP): 5070 v
@ [Jocryn
MopT cepBepa KNMEHTOB: 5090 V
i Cems
- WHTepBan NnpoBepkn coeduHEHMA (CeK.): 5 :
=] SssH P P P A ( ) -
% Cepsuc TafimMayT coegMHEHHA (CeK.): 10 V
[0 >KypHan coBbITHi HacTpoikn ceaHCcOB KNWEHTOB:
B  WudopMauua BKMHOYMTE OFPaHUYEHHE KONWYECTBA NOMLITOK ABTOPU3ALINN: a
Konu4ecTEo NONbITOK aBTOPU3ALMK: 5 V
BpemMnA ENokMpoBKH OCTYNA NO MCTEYEHHIO NONLITOK (MMH.): 15 v

Pucynok b.7 — Crpanuiia WEB-unTepdetica «Hactporiku»

11. McnipaBbTe CeTeBbIE HACTPOWKH TMEPCOHATHLHOTO KOMITBIOTEpA HA TIPEKHHEC
(cM. myHKTBI 2-5).
12. ToaxmrounTte MpUOOP K JTOKATHHOU CETH.

Bb.2 O630p WEB-unrepdeiica npudopa
I'maBHoe menro WEB-untepdeiica (cM. pucyHok b.8) pacnonoxeHo B jeBOM
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USB-E5 | PROMTEMICA LLC

=  VYnpaeneHue
i Yerpoiictea
USB-nopTbl
& MMonb3oBarent
#  KoHdurypaLms
= Hacrpoiiku
a Hoctyn
& Cem
=1 ssH
* Cepsuc
# OOHoBneHKe

B [wardocTuka

[0 >KypHan cobbiTuii

B Wndopmaumsa

B Bepcun

Cnpaeka

A -
CalT npou3BoaAMTENA

Pucynok b.8 — I'maBHoe merro WEB-unaTepdeiica

¢dpetime kaxao WEB-ctpanuisl u BriatodaeT B ceOsi NyHKTHI. «CocTosiHHEY,
«Ynpaenenue» (pasneln, BKIOYAOMUN B ceOs MyHKTB: «YcrpoucTBay, «USB-
nopThe», «Ilonb3oBarenny), «Konburyparws» (pasaesn, BKIOUAOIIANA B ¢e€OsT MyHKTHI
«Hactpoiikuy, «Jloctym», «Cetb», «SSH»), «CepBucy (pa3me, BKIIOUAIOIIHA B ceOs
nyHKThI: «OOHOBIEeHHEY, «J/narHoctuka»), «XypHan coObiTuit», «HHbopmarms»
(pasmen, Biirowaromuii B ceOs  myHKTHL  «Bepcus», «CnpaBka», «Caiit
IPOU3BOTUTEIIN).

Kaxnmprii u3 mnyHkToB MeHIO (kpome «Kondurypamms», «CepBuc» u
«Mupopmanus») sBisgercs ccbuikord Ha otaeiabHyo WEB-crpanuiy. [lpu Haxkatin
Ha Ha3BaHus paszaenoB «Kondurypamusy, «Cepsucy u «ubopmanusy npoucxoaut
pa3BOpayMBaHUE WJIM CBOPAYMBAHUE CIMCKOB M3 IYHKTOB JIJII COOTBETCTBYIOIIMX
pa3lenos.
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CoBpeMEHHbIE CpelCTBAa WHIAUKALMU U YIpPaBJICHUS MO3BOJSIOT OTOOpa)arb
u3MeHeHus anementoB WEB-cTpanun B peanbHoM Maciitabe BpeMEHU C 4acTOTOM
aBTOMaTu4yeckoro oOHoBieHus 1-2 pa3a B cekyHIy 06e3 He0OXOIUMOCTH OOHOBICHHUS
Bcer WEB-ctpanuupbl. Takum oOpaszom, mpu mnoxakmtodeHun k CepBepy WM
oTkioueHun ot CepBepa Moib30BaTeNe, N3MEHEHUH COCTOSHUS MOJKIIOUEHUS WIIH
moHTupoBanust USB-yctpoiicte B WEB-unaTepdeiice cpasdy otobOpakaercs
akTyajgpbHas wuHopmarmsa. 1o Kacaercsa Bcex cTpanunl WEB-untepdeiica,
comepxkamux Tabmunbl (crpaHuipl «CoctosiHUE», «YcTpoiicTBay, «USB-mopth»,
«[Tonp3oBarenny).

DOnemeHThl uHAMKaMu U ynpaeieHus WEB-untepdeiicom pacnonoxensr B
BepxHeM (peitme kaxnoil WEB-cTpanuupbl. IlepedeHp 3TuX 371€MEHTOB MPUBENEH B
tabmure b.1.

Tabnuua b.1 - DnemenTsl unaukanyu u ynpasineaus WEB-untepdericom

No | I'padpuueckuit Haznauenue
n/n DJIEMEHT
1 = KHomka /it cBopaunBanus JeBoro (peiima (T1aBHOTO MEHIO)
2 = KHomnka mnms pa3BopauuBaHuisi JIeBOTO (¢periMa (IIIaBHOTO
MECHIO)
3 (B BUIIE IToge, comepxamiee  HaumeHoBanue  WEB-cTpanuiipi,
TEKCTAa) OTKPBITON B TEKYIIUHA MOMEHT
4 Q Knonka gnns  mnoucka WEB-ctpanun mno ¢parmeHty
HAaMMEHOBAHUS
5 | Ilone ngna  noucka WEB-ctpanun no  dparmenty
HaMMEHOBaHUs (TIOSIBIISIETCS PH HAXKATHU KHOIKHU TTOHMCKA)
6 he Kunonka s mepexoga B TOJHOSKPAHHBIM — peXHUM
(oToOpaskaeTcst MPH HAXOXKICHUU B OOBIYHOM PEIKUME)
7 = Kuormka 1y1st mepexosia B OOBIYHBIN peskuM (0TOOpaXkaeTcst pu
HAaXO)KJICHUH B TIOJTHOIKPAHHOM PEXHME)
8 - KHomka st TMEpeKIlodYeHus pasMepoB  MCIOJIb3YEMBIX
mpudToB
9 ) Knonka s mepesarpy3ku’ npubopa
10 Q] KHomKa 1715 BRIKIIOUEHHUS ' mpubopa
11 D Knonka as Beixoga uz WEB-unTepdeiica

! Tosenenne mpuGopa npu HaKaTUM KHOMKM IS MEPe3arpy3kd M KHOMKM Il BBIKTIOUEHHUS
onucano B [Ipunoxennn B.
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b.2.1 Crpanuna «CocrosiHue»

Crpanuna «Cocrostaue» (cMm. pucyHok b.9) conepxut nBe Tabmuiel. BepxHsis
tabnmuia ortoOpaxkaer cocrostaust USB-ycrpoiicts, mogkimoueHHbix K USB-mopram,
Ha KOTOphle TOJaHO mwuTaHue. HwkHAs Tabnuma oroOpaxkaeT aKTUBHBIX
MOJIh30BaTEleH, MOMKITIOUEHHBIX K CepBepy uepes3 JOKaIbHYIO CeTh Wi HTEpHET.

2T O 00D

USB-ycTpoicTBa

1 1-1.21

2 1122

3 1123

4 1-1.2.4

5 1-1.41

[] 1142

drewka @
tnewka &
TokeH &
prewka @
TokeH 3aHaT ¢ D no ©

TokeH Dyxrantepa @

Transcend Information, Inc.

Transcend Information, Inc.

Aktiv

Transcend Information, Inc.

Aktiv

Aktiv

JetFlash

JetFlash

Guardant Stealth 3 Sign/Time

JetFlash

Guardant Stealth 3 Sign/Time

Rutoken lite

CmoHTWpoEa

CMOHTHpOSE

CmoHTWpoEa

HO

HO

HO

7 1143 thnewka anmuHa @ Kingston Technology DataTraveler G3 [ocTynHo

AKTHUBHEIE NONb30BaTENM

useri-2 Cuaopos Desktop-KnueHT 192.168.10.46 3

admin AQMUHUCTPATOP WEB-knueHT 192.168.10.46 0

Pucynok b.9 — Crpanuiia WEB-unTepdeiica «CocrosiHue»

Crpoku Tabmuipl coctossHuid USB-yCTpOWCTB COOTBETCTBYIOT KOHKPETHBIM
USB-ycTpoiicTBam, a CTONOIIBI - TapaMeTpaM U cocTostHusAM 3Tux USB-ycTpoiicTs:

- «[Topt» - mopsiakoBeiit HOMep USB-nopra npubopa;

- «[una» - Homep USB-mopra B nepapxuueckoii rononorun USB;

- «HanmmenoBanme» - yclOBHOE HaWMeHOBaHWE, mpucBoeHHoe USB-
YCTPOMCTBY TOJIb30BaTENIeM MPUOOpa (aIMUHHCTPATOPOM);
- «lIpousBomutenby - uHpopmanus o mpousBoautene USB-yctpoiicTa

(\Vendor ID);

- «YcTporcTBo» - nHpopmMaius o HaumeHoBanuu USB-ycTpolicTBa, BbIJaHHOM
npousBoauteiaem (Product I1D);

- «CocrosiHe» - WHAMKATOp, OoToOpaxarommii coctosaue USB-yctpoiicTra:
pPa3pellI€H WM 3alpeliéH K HeMy JOCTYI, MOJKIIOUYEHO WA HE TMOAKIOYEHO OHO
BUPTYaJIbHO K KIIMEHTCKOMY KOMITBIOTEPY.

Tabnuia UCTUHHOCTH )11 MHAUKATOpa B cTojbO1e «CocTosiHUe» TMpHUBEACHA B
tabmuue b.2.

30



Cepeep ycmpoiicme USB-ES. Pykosoocmeo no sxennyamayuu

Tabnmuua b.2 — Tabmuila MCTUHHOCTH JUIsi MUHAMKaTopa B croiidne «CocTosHue»
tabmunpl «USB-ycTpoiictBay Ha cTpanuie « COCTOSHUE)

USB-ycTpoiicTBO Hoctyn k USB- USB-ycTpolicTBO WNunukarop B ctondIie
MOJIKITIOYEHO K YCTPOKICTBY BHUPTYaJIbHO «CocrossHUE»
npudopy u USB- paspeméH MTOJIKJTFOUEHO K
MOPT 3aUTaH KIIUCHTY
Crpoka mst USB-ycrpoticTea
Her Her Her (USB-mopra) ue
oroOpakaercs
Ha Her Her
[a Ha Her
Ha Ha Ha CMOHTUDOBAHD

Ecmu k USB-nopty npubopa He nogkiroueHo USB-ycTpoiictBo (B TOM uucie,
ecimn USB-ycrpoiictBo noacoenuHerno k USB-nopty mpubopa, Ho Ha USB-iopt He
MOJIAHO MMUTaHKE), Tabmuia Ha cTpanule «CocTosiHEe» He OyeT comepKarh CTPOKY,
COOTBETCTRYIONTYIO anHOMY USB-ycTpoiicTBy (1, cooTBeTcTBeHHO, USB-TI0pTY).

Ecmu USB-ycTpoiicTBO MOAKIIOYEHO K IPHOOPY, HO TOCTYI K HEMY 3aIlpeIéH,
B cronbine «CocTossHHe» OTOOpa)kaeTcsi MHAMKATop Oenoro ILBeTra € TEKCTOM
«l'oToBOY.

Eciu USB-ycTpoiicTBO MOAKIIOUEHO K MPUOOpY, TOCTYyH K HEMY pa3penic¢H u
OHO BUPTYaJIbHO HE MOAKIIOYEHO HU K OTHOMY KJIMEHTCKOMY KOMIIBIOTEPY, B CTOJIOLIE
«CoctostHre» oToOpakaeTcs HHIAMKATOP 3eJIEHOT0 LBETA C TEKCTOM «JloCTymHOM.

Eciu USB-ycTpoiicTBO MOAKIIOUEHO K MPUOOpY, TOCTYyH K HEMY pa3penicéH u
OHO BHUPTYaJbHO TOIKIIOUEHO K OJHOMY M3 KIMEHTCKHUX KOMIBIOTEPOB, B CTOJOIE
«CoctostHre» 0TOOpakaeTcs NHINKATOP CUHETO IBeTa ¢ TeKCTOM « CMOHTHPOBAHOY.

Ctpoku TaOMMIBI COCTOSHUS «AKTHUBHBIC TIOJIb30BATENIN» COOTBETCTBYIOT
MOJKITIOYeHHBIM K CepBepy yCTPOMCTB MOJIB30BATENSIM, a CTOJIOIBI - TapaMeTpam |
COCTOSIHHSIM THX TI0JIb30BaTelIeH:

- «Jlorun» - TOTHH Y4ETHOM 3aKCH MOJIb30BaTENs;

- «Ims» - nms, 3a1TaHHOE B HACTPOMKAX YYETHOM 3aIIMCH IOJIB30BATENSA;

- «Tum ceanca» - TUI ceaHca MOAKIIOYCHHS TMOJIBH30BATENs (IS KIMEHTCKUX
KOMIIbIOTepOB — «Desktop-kmueHt, Wi «Aamuauctparopay — « WEB-kineHT»);

- «IP-aapecy» - IP-anpec koMmbroTepa, ¢ KOTOPOTrO MOJIB30BATEIb MOIKIFOUHIICS
k Cepsepy;

- «CMOHTHPOBAHO» - KOJUYECTBO CMOHTHPOBAHHBIX Moib3oBarerem USB-
YCTPOWCTB.

[Ipu pa3BopauMBaHWK CTPOK B TaOMUIE «AKTHUBHBIC TIOJH30BATEIIN
CTaHOBUTCSI IOCTYITHA JONOJHUTEbHAS HHPopManus (cM. pucyHok b.10).

Jis  «oObIYHOTO»  moyib30Bareist (HE «AJIMHHUCTpATopa») JOCTYIHA
CIIeyIoIas JOTOHUTENbHASI MH(pOpMAaLIUS:

- BpeMsi TIOCIICAHETO MOIKITIOUEHHUS KIIMEHTCKOTO Npuiioxenus k Ceppepy;

- BpeMsl MOCJICHETO OTKJIFOUYCHHUST KIMEHTCKOTro npuiioxkenust ot Cepsepa (T.e.
BpEMsI 3aBEPIIICHUS MMPOILIOTO ceaHca moakiroueHus Kk CepBepy);
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-

AKTUBHBEIE Nonb3oBaTenu

Norux UmA CocToRAHMe Tun ceaHca P-appec CMOHTHPOBAHO

user1-2 Cunaopos ASTODK30E3H Deskiop-Kn1eHT 192.168.10.46 3

Bpewms nocnegHero nogknioyenwa: 21.11.2023 09:43:34
Bpems nocnegHero oTknidenua: 16.11.2023 09:40:41
Bpems nocnegHero MonTMpoBanua: 21.11.2023 09:44.05
CeaHcbl Nnonk3oBaTens:

P-agpec Mn CeaHca Bepcua BpemA NoaxniYeHns

Knuent USB-ES x84 v 12737 1 Win
192.168.10.46 Desktop-knneHt 21.11.2023 09°43:34
dows 10 Home 22H2 x64

CMOHTHPOBAHHLIE YCTPOWCTEA:

2 chrewsa & (Transcend Information, Inc. / JetFlash)
4 chnewrka @ (Transcend Information, Inc. / JetFlash)
6 Toked Gyxrantepa @ (Aktiv / Rutoken lite)
admin ALMHHWCTPATOP ABTOpH30BEH WEB-KnneHT 192.166.10.46 0

Bpems nocnegHero nogknioyennn: 21.11.2023 09:25:01
Bpems nocnegHero otkniMenua: 17.11.2023 14:51:48
BDEMH nocnegHero MOHTUPOBaHWA: —

CeaHchl NONLI0BATENA:

P-agpec MN CeaHca Bepcua BpemA noaxnyeHna

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleW
192.168.10.46 WEB-KnneHT ebkKit/537.36 (KHTML, like ko) Chrome/119.0.0. 21.11.2023 09:25:01
0 Safari/537.36

Pucynok b.10 — JlononautensHas nHGpoOpMaIys TaOIuIbl K AKTUBHBIC
10JIb30BATENIN»

- Bpems mocneaHero MoHtupoBaHus USB-yctpoiicTBa B KIMEHTCKOM
MIPWIOKECHUH;

- Ta0NHIIa C MapaMeTpaMu TEKYIIEro ceaHca MOAKIIOYCHHUS:
- IP-agpec, ¢ KOTOPOTO MPOU3OILIO MOAKIIOUEHUE KITUEHTCKOTO MPUIIOKECHHUS,
- TUI CE€aHCca MOJKIJIIOUCHHS;
- BEpPCUS KIIMEHTCKOTO MTPUIIOKEHUS;
- UMs1 yYETHOM 3alUCH B ONIEPAIMOHHON CUCTEME MOJIb30BaTEIs;
- BEpCUs ONEPALIMOHHON CUCTEMBI,
- BpeMs IMOCJIeIHEro MoAKIoueHus npuiokeHuss k Ceppepy (T.e. Bpems
Hayaja TeKyIIero ceanca nojakiatoueHus k Cepsepy);

- TabJMIIa CMOHTHUPOBAHHBIX B KJIMEHTCKOM MPUJIOKEeHUH mojib3oBarens USB-
YCTPOMCTB:

- - Homep USB-nopra;

- - YCJIIOBHOE HamMeHOBaHHe, npucBoeHHoe USB-ycTpoiicTBy monb3oBareiaem
npubopa (aAMUHUCTPATOPOM);

- uadopmanus o nmpoussoautene USB-ycrpoiictsa (Vendor ID);

- uHbopmanmsi 0 HauMeHoBaHuUU USB-ycTpoiicTBa, BBIJAHHOM MPOU3BOIM-
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tesnem (Product ID).

Jlnsg  mosbp3oBarenss TUNAa  «AJIMUHHCTpPAToOp»  JOCTyIHA  CJEAyOLIas
JOTIOJIHUTEbHAS UH(DOPMALIUS:

- BpeMs MOCJEIHEro MOAKIIOYEHHs Mosb3oBarenss Kk CepBepy C IMOMOILBIO
WEB-unrepdoeiica,

- BpeMs TMOCJEIHEr0 OTKIoYeHUs monb3oBarens oT Cepeepa (T.e. Bpems
3aBepILeHHs TPOIIOTO ceanca MoAKIrodeHus K Cepaepy);

- Ta0NHIla C MapaMeTpaMu TEKYIINX CEaHCOB MOAKITIOUCHUS:

- - IP-anpec, ¢ xoroporo mpou3sonuio nojkitodeHue Kk CepBepy € MOMOIIBIO
WEB-unTepdeiica;

- - TUII JIAHHOTO CE€aHCa MOAKIIOUEHHUS;

- - Bepcus Opaysepa;

- - BpEMs IIOCJIEIHErO IOAKIKYEHHs Moab30BarTesst K CepBepy € IOMOIIBIO
WEB-untepdetica (T.e. BpeMs Hadajia JaHHOTO ceaHca moakiodeHus k CepBepy).

[Tonb3oBareny THUNAa «AJIMUHHUCTPATOP» MOXKET OTKPBITH ¢ momouisio WEB-
uHTepdelica OTHOBPEMEHHO He OoJiee AT ceaHcoB noakiatoueHus k Cepaepy.

b.2.2 Ctpanuua «YcrpoiictBay

Crpanuna «YcrpoictBa» (cM. pucyHOK b.11) cimyXuT Ui BBIOJHEHHS
HECKOJIbKUX (PYHKIUH:

- otoOpaxkenue cocrostHuii USB-ycTpoiicTs;

- ynpasjieHue aoctynoM (paspeiieHue / 3ampeT) KIUSHTCKUX KOMIIBIOTEPOB K
USB-ycTpoiicTBam;

- BUpTyalibHOE OTKIIoueHne USB-yCTpONCTB OT KIMEHTCKUX KOMITbIOTEPOB;

- pENaKTUPOBAHHE TEKCTOBBIX METOK-KOMMeHTapueB «HammeHnoBanue» st
nanubeix USB-ycTpoiicTs.

‘Ynpasnexue Q :: TT O (D [I

CopTuposka: (10 BO3pacTaHNio

Ynpasnenue USB-ycTpoicTBaMu

Mopr WnHa HanmeHoBaHHe MpouseoguTene YeTporcTEO CocToAHHe OeicTenA

1 14121 dreura @ Transcend Information, Inc. JetFlash Foroso
2 1-1.2.2 dnewka £ Transcend Information, Inc JetFlash CMOHTUPOBaHD
3 1-1.2.3 TokeH & Aktiv Guardant Stealth 3 Sign/Time LoctynHo
4 1124 dneuka @ Transcend Information, Inc. JetFlash CMOHTHPOBaHO
5 1141 Token 3anaT ¢ ) no © Aktiv Guardant Stealth 3 Sign/Time [octynHo
6 1-1.4.2 TokeH OyxranTepa @ Akdiv Rutoken lite CMOHTUPOBaHD
7 1-143 Drewka anMuHa @ Kingston Technology DataTraveler G3 LoctynHo

Pucynok b.11 — Crpanunia WEB-unTepdeiica npudopa «YcTpoiicTBa
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Ha nanHo#i ctpanuiie pacnosoxeHa Tadnuia, CTPOKH KOTOPO COOTBETCTBYIOT
koHKpeTHbIM USB-ycTpoiicTBaM, a cTonoIb! - mapaMerpam u coctossHusaM 3tux USB-
ycTrpoiictB. ComepKuMoe TaHHOW TaOIHIIBI ITOBTOPSIET coaepkumoe Tabmuinl «USB-
ycTpolicTBay Ha cTpanmie «CocTosHUE», Takxke nobaBieH ctoiben «JleicTBus»,
KOTOPBIM COMEPKUT KHOMKHU JJs1 BBIMONHEHUs naerictBuii ¢ USB-ycrpoiictBamu u
COIEP>KUMBIM 0a3bl JaHHBIX IpHOOpa.

B 3aBucumoctu ot Ttoro, moakiroueHo s USB-yctpoiicTBo k mpubopy,
pPa3pelI€H WM 3alpeli€éH K HEMY JOCTYH U MOAKIIOYEHO JIM OHO K KIHEHTCKOMY
KOMITbIOTEPY, Trpaduyeckue 3jaeMeHThl B cronduax «CoctosHue» U «JledcTBUs»
OPUHUMAIOT COOTBETCTBYIOUIMN BUJ M (PYHKIIMOHAJIIbHOE Ha3HaueHue. Talmuia
UCTUHHOCTU JJIg HMHAUKaropa B cToibme «CoCTOsHHE» W KHONKH B CTOJOIE
«JleicTBus» nmpuBeaeHa B Tadnuie b.3.

Taomuma b.3 — TaOnmuma ucTUHHOCTH I DJIEMEHTOB B CTOJIONAax «CoOCTOsSTHHE» WU
«JlerucTBUs HAa CTPAHULE « YCTPOUCTBAY

USB-ycrpoiictBo | Hoctyn k USB- | USB-yctpoiictBo | Wuaukarop B Knormka B
MOJKJIIOYEHO K YCTpPOICTBY BUPTYaJIbHO cTosoue cTonoue
npubopy u USB- paspenéH MOJIKJIFOUEHO K «CocrostHue» «JlericTBus»
MIOPT 3allUTaH KITUCHTY
Crpoxka mst USB-ycrpoiicT
Her Her Her poKa i yCTpoucTBa
(USB-niopra) He oTobpaskaeTcs
Ha Ja Her [oCTyNHE 3anpeTvTh
Ha a Ha CMOHTUPOBAHD

Ecmu USB-ycTpoiicTBo mogkroueHo K mpuOopy, HO AOCTYM K HEMY 3ampeniéx,
B crosbie «CocTosiHue» OTOOpakaeTcss WHIUKATOP Oeloro IBeTa € TEKCTOM
«T'otroBoy», B cronbue «JletictBus» mna ganHoro USB-yctpoiicTBa pacmonoxeHa
3enéHas kHomka «Pa3pemuTsy.

Jlnst pazpemieHusi JA0CTyna KIMEHTCKUX KoMIbioTepoB K USB-yctpoiicTBy
HE00X0MMMO HakaTh Ha KHOMKY «Pazpemmts» nns mannoro USB-ycrpoiictsa. [pu
TOM OHO CTaHET JOCTYIHO TOJBKO JJIsi TE€X IO0JIb30BaTesiel, KOTOPBIM pa3peniéH
nocTyn kK coorBercTByromemy USB-mopty (cm. myHkT b.2.4).

Ecimu USB-ycTpoiicTBO MOAKIIOUEHO K MPUOOpPY, TOCTYyH K HEMY pa3penic¢H u
OHO BHUPTYyaJbHO HE MOIKIIOYCHO HHM K OJHOMY KIHMEHTCKOMY KOMITBIOTEPY (HE
CMOHTHUPOBAHO), B cTos011e «CoCTOsTHUE» O0TOOpa)kaeTcsi MHAMKATOP 3€JIEHOTO IBETA
¢ texkctoM «JloctymHo», B ctonbue «/leiictBus» mus nanHoro USB-yctpoiicTa
oTtoOpa)kaeTcs KpacHasi KHOTIKa «3ampeTHTh.

Jlnst 3ampenieHust AOCTyNa KIMEHTCKUX KoMmibioTepoB k USB-yctpoiicTBy
HEO0OXOIMMO HaXaTh Ha KHOMKY «3anpeTuTh» s nanHoro USB-yctporictsa. [lpu
ATOM OHO OydeT HEMOCTYNMHO [JIsi BCEX IOJIb30BaTeliel, HE3aBUCUMO OT TOTO,
pa3peméH i UM JocTyn K cootBercTBytomemy USB-nopry (cm. myHkt b.2.4) wim
3arpemicH.
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Ecau USB-ycTpoiicTBO MOAKIIOYEHO K MPHUOOPY, TOCTYIl K HEMY pa3peliéH u
OHO BHUPTYaJbHO MOAKIIOUEHO K OJHOMY W3 KIMEHTCKUX KOMIBIOTEPOB, B CTOJOILIE
«CoctostHre» oToOpa)kaeTcsi MHAUKATOP CUHETO IBETa ¢ TEKCTOM «CMOHTHPOBAHOY,
B croibue «JledictBus» ans ganHoro USB-yctpoiicTBa oToOpaxkaercst >kéntas
KHONKa «Pa3MOHTHPOBATHY.

Jnsa orkmoueHust USB-ycTpoiicTBa 0T KIMEHTCKOTO KOMIBIOTEPA € TIOMOIIBIO
WE B-I/IHTep(l)eﬁca1 HEO0OXOMMMO HaXKaTh Ha KHOTKY «Pa3MOHTHPOBATHY ISl TAHHOTO
USB-ycrtpoiicTra.

Ecim x USB-niopry He moaxmroueHo USB-yctpoiicTBo (B TOM YHClIE, €CIIH
USB-ycrtpoiictBo moncoenuneno k USB-mopry npubopa, Ho Ha USB-mopr He
MOIaHO TIMTAHKUE), TAOJIUIAa HA CTPAHMIIC « YCTPOHCTBAa» HE OyIET ColepiKaTh CTPOKY,
COOTBETCTBYIOMIYI0 1anHHOMY USB-mopty.

B cronbue «/lelicTBus» Takke pacmojiaralorcs KHONKU «PemaktupoBarhby,
MO3BOJISIIOIME  PENAKTUPOBATh  CONEPKUMOE TEKCTOBBIX METOK-KOMMEHTApHEB
«HaumenoBanme» mns kaxmoro u3z USB-ycTpoiicTB, TO ecTh 3adaBaTh 3TUM
YCTPOWCTBaM  yCJIOBHBIE  HaWMEHOBaHWS.  JlaHHBIE  METKH-KOMMEHTapUU
oToOpakaloTcsi B CTpoKax cooTBeTCTBYIOMUX USB-yCcTpolCTB B KIMEHTCKUX
npuwiokeHusx, a takke B WEB-untepdeiice - B cronbmax «HamMmeHoBanue» Ha
cTpaHunax «Ycrpoicta», «Cocrossaus» U « USB-mopTei» (BO BCILIBIBAIOIIEM OKHE).

[Tpu HaxxaTnm Ha KHOTIKY «PemakTupoBaTh» OTKPBIBACTCS CHEIUAILHOE OKHO C
mojeM Juis BBOJA METKH-KOMMeHTapusi (cM. pucyHok b.12). JlnuHa MeTku-
KOMMEHTapusi HE JOJDKHA TpeBbIlarh 64 CcuUMBONA, MOpU DTOM JOIYCKAETCs
MCIIOJIb30BaHUe IUGP, JATUHCKUX U PYCCKUX OYKB, a TaKXKe Pa3IMYHBIX 3HAKOB U
smo3u. [t BBoJa 3M0/131 HEOOXOAMMO HakaTh koMOuHaiuio kiasuin Win+kO (cwm.
pucynok b.13). Ilocie Toro, kak 3agaHO HOBOC 3HAY€HHE, HEOOXOAHUMO HAXKATh
kHOTKy «IIpumeHuTsh» BHH3Yy OKHA. [locie 3TOro MeTka-KOMMEHTapuil OyaeT
nepeqaHa B KIMEHTCKUE TMPHIIOKEHUsS (eciau paspeméH nocTyn Kk ganHomy USB-
YCTPOMCTBY M pa3peni€H JOCTYIl COOTBETCTBYIOLIUX TMOJIb30BaTenel k nanHomy USB-
MOpTy), a Takxke OyneT oToOpaxkeHa Ha CTpaHUIAx «YcTpohcTBay, «CoCTOSHUSY U
«USB-mopte» B cronbmax «HammenoBanme» st coorBercTByromero USB-
ycTpoicTBa. JlaHHas METKa-KOMMEHTApHUil COXPAHSETCS B DJHEPrOHE3aBUCUMOU
namMaTu npuOopa, OTKyJa aBTOMATUYECKH BOCCTAHABIMBAETCS MPHU KAXKIOM €ro
BKITFOUCHHH.

PenaktupoBaHue ycTpoiicTea newka (Transcend Information, Inc / JetFlash)

HaumeHoBaHMe: | dqnewa|

m Omena

Pucynok b.12 — Oxkno WEB-untep@eiica «PenakrupoBanue ycTpoiicTBay

! PasmoHTHpOBaHWE Gonee KOPPEKTHO OCYIIECTBISTH HEMOCPEACTBEHHO HA KIHMEHTCKHX

KOMITIBIOTCPAX, UCIIOJIb3Yys KIIMCHTCKOC IIPUIIOKCHUC.
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Pepnaktupoeanue ycTpoinctea newka @ (Transcend Information, Inc. / JetFlash) X

Hammexosawue: | dnewka & |

3mMoa3wm - NpoaonxaiTe nevatartb, UTOBLI x
HaWTK 3MOA3K1

S =2 -
CHRAVH OO
BO0OOBOB
BROOORV®
N RCRONCRONONO
pPo@ @b e

CoBeT: HamuTe Knasuwn il +"Touka” (), yTobm
WCMIOAB30EaTE IMOA3H B AS0M NPUACKEHMA

Pucynok b.13 — BBox smoa3u

B BepxHeli dacTH CTpaHUIBI «YCTPOWCTBa» PACIOIOKECHBI JJIEMEHTHI
yIPaBJICHUS CIIUCKOM YCTPOMCTB (cM. pucyHOK b.14):

- mosie «COPTHPOBKA» - JIJISl IEPEKITFOUEHUSI COPTUPOBKH CIHCKA YCTPOUCTB 110
BO3pacTaHuo/yosiBanuio Homepa USB-nopra;

- none «DunbTp» - I BbIOOpa CTONOIA, MO 3HAYEHUIO KOTOPOTO
NpOU3BOAUTCS  (QUIBTpalust  chnucka  (BapHaHTHI: «Ilopt»,  «lllunay,
«HaunmenoBanuey, «[Ipou3Boauteib», « YCTpocTBO», «COCTOSHUEY);

- TI0JIe BBOJIA 3HAYCHUS TS (DUITBTPAIINH CTTHCKA,;

- kHomka «CoxpaHuTh B (ail» - I COXpaHCHHS TMONYYUBIIETOCS B
pesyibrate ¢unbTpanun crnucka USB-yctporicts B daiin  «devices.xIsx» (mpu
Ha)KaTHUHW Ha JJAHHYIO KHOIIKY OH CKa4MBAeTCs B IMAIKY JIJIs 3arpy30K Opay3epa).

= Vnpasnewne | Yoipoiiciea Q 2T O b 0

CopTuposka: 10 yObiBarHo

Gunip: | HarmeRosae e

Mopt
T, Ynpaenenwe USB-ycTporcTBaMmn
HaumeHosakue

Mop' HauMmeHoBaHMe TNpon3soAuTenNE YetpoiicTeo CocToAHue DelcTausa
Mpoussoaurents

7 YcTpoRcTBO prewka agMita @ Kingston Technology DataTraveler G3 RoctynHo PepakTvposate 3anpetuts
CocTostne

4 cnewka @ Transcend Information, Inc. JetFlash CMOHTHPOBaHD

2 1122 newra £F Transcend Information, Inc JetFlash CuonTHpoBaHD

1 1121 dnewra @ Transcend Information, Inc. JetFlash Toroso Pejacmposars | PaapewmTs

Pucynok b.14 — Dnements! ynpasnenus cnrckom USB-ycrpoiicTs
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b.2.3 Crpannua «USB-noptbi»

Ha crpanune «USB-nopter»y WEB-unTepdeiica (cm. pucynok b.15)
PacmoiI0KeHbI rpapUuecKUe 3JIEMEHTHI, C TOMOIIBIO KOTOPBIX MOJIb30BATENb MOXKET:

- yOpaBisaTh nuTanueM kaxaoro USB-mopra;

- OIPEJIENIUTH COCTOSIHUE BKJIIOUEHUS uTanus kaxxkaoro USB-mopra;

- ONPEJICNIUTh COCTOSTHUS MOAKIIOUEHHBIX K moptam USB-ycTpoiicTs.

= V¥npasnetue Q 2T 2 6 0

Ynpaenenue USB-nopramu

usB1 usB 2 usB3 usB4 UsB 5 usB7 usB 8

UsB 9 UsB 10 USB 11 USB 12 usB13 USB 14 UsB 15 USB 16
use17 UsB 18 use19 USB 20 usB 21 use 22 usB 23 UsSB 24
UsB 25 USB 26 usB 27 UsB 28 UsB 29 USB 30 UsB 31 UsSB 32

Pucynok b.15 — Crpanunia WEB-untepdeiica «USB-mmopTh»

[IpssMmoyTonbHBIC AMEMEHTHI, BbIoMHEeHHbIE B Buiae USB-paspémos, cmyxar
JUTSI MHIUKAIIAA COCTOSHUS BKitoueHus nutanus USB-moptos. Ecnm ma USB-nopt
MOJIaHO TUTAaHUE, COOTBETCTBYIOUIUN €My MPSIMOYTOJbHBIM 3JEMEHT OKpallleH B
3en€HbIN 1BeT, eciu nuTanue ¢ USB-mopra CHITO — B KpacHBIH 1IBET.

C moMOIIIBIO TIEPEKITFOUATEN S, PACTIONOKEHHOTO TOJT KAXKIBIM MPSIMOYTOIBEHBIM
AIIEMEHTOM, OCYIIECTBIISETCS Mo/1a4a KOMaH/ ] Ha BKJIFOYCHUE U BBIKITIOUCHUE TUTAHUS
USB-niopra. IIpu cMeHe COCTOSHUS TMUTaHUs TOpTa MEePEKITIoUaTeN b TAaKKe MEHSET
cBoil nBer: ecnu Ha USB-mopr momano mnwuraHme, mepekiIrodaTeslh OKpallieH B
3enéHblil 1BeT, ecnau nutanue ¢ USB-mopra cHATO, mepekiodarenh OKpaiieH B
KPAaCHBIM 1BET.

Eciu va USB-nopt nomano nutanue u k coorBercTByromemy USB-pazbémy
npubopa nogxioueHo USB-ycTpoiicTBO, B TpaBOM HUYKHEM YIJTy COOTBETCTBYIOIIETO
JAHHOMY TOPTY MPSIMOYTOJIBHOTO DJEMEHTa OTOOpaKaeTCsi JOMOJHUTEIbHBIN
nHauKatop. OH CIYXKHUT JJIsi OTOOPaXeHUS] COCTOSTHUS TOAKIIOYEHHOTO K JIAHHOMY
nopty USB-ycTpoiicTa:
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- MHJIUKATOp CBETIO0-3€JIEHOro 1BeTa, eciiui USB-ycTpoiicTBO MOAKIIIOUEHO K
[IOPTY, HO JOCTYII K HEMY 3allpellCH;

- WMHJUKATop TEMHO-3eJEHOr0 1BeTa, eciu USB-yCTpoCTBO MOAKIIOYEHO K
MOPTY, AOCTYN K HEMY Pa3peuiéH U OHO BUPTYyaJbHO HE MOJKIIOYCHO HU K OJHOMY
KITMEHTCKOMY KOMITBIOTEPY (HE CMOHTHPOBAHO);

- UMHJUKATop cuHero 1Bera, eciu USB-ycTpoilCTBO MOAKIIOYEHO K TOPTY,
JOCTYN K HEMY pa3peli€éH U OHO BHPTYaJIbHO MOJAKIIOYEHO K OTHOMY U3 KIMEHTCKUX
KOMITBIOTEPOB (CMOHTHPOBAHO).

JI1st mosy4eHus: TONOJHUTEIbHON MH(OPMAIIUN O COCTOSIHUU MOAKIIOYEHHOTO
k nopty USB-ycrpoiicTBa ciyxuT BcemibiBatomiee OkHO. OHO MOSBISAETCS MPH
HOXaTUM U yIAEp)KaHUM B HaXaTOM COCTOSHUM JIO0OM KHONKM MBIIIKA Ha
npsiMmoyrosibHoM 3rieMente USB-mopTa unu ero JOmoaHUTENbHOM HHAMKATOpE (CM.
pucyHok b.16).

YnpaeneHue USB-noptamm

™\ \ A g g g g g
] ] ] ]

uUsB 1 USB 2 USB 3

TokeH Oyxrantepa @ (Aktiv / Rutoken lite) CMOHMTHpPOBaHO

Ung USB10 USB 11 woD 1L woD v oD 1% woD 1w woD 1w

Pucynok b.16 — BemmsiBaroriiee OKHO COCTOSTHUS TOJKIIF0deHHOTO K opty USB-
yCTPOMCTBA

B nganHOM  BCIUIBIBAaIOIIEM OKHE OTOOpakalOTCS  TEKCTOBas  MeETKa-
komMMmeHTapuii nanHoro USB-yctpoiicTBa, HammenoBanue mnpousBoautenss USB-
ycrpoiictea (Vendor ID) u HaumenoBanue ycrpoiictBa (Product ID), pasnenénnbie
KOCOM uepToi, a Takxke uHaukatop «CoctosiHue» (Tadiauia UCTUHHOCTH ISl JaHHOTO
WH/IUKATOpa COOTBETCTBYET Tadnuie b.2).

B cnygae, ecniu USB-ycTpoHCTBO MOAKIIOUEHO K MOPTY, AOCTYN K HEMY
pa3pemi€éH M OHO BHUPTYaJbHO TMOAKIIOYEHO (CMOHTHPOBAHO) K OJHOMY W3
KJIIMEHTCKUX KOMIIBLIOTEPOB, TIPH MTOMBITKE TOJa4l KOMaH/Ibl Ha BBIKITFOUCHHUE ITUTAHHS
USB-niopra ¢ mOMOIIBIO COOTBETCTBYIOIIETO MEpekitouaTesass OyaeT OToOpaxeHO
BCILUTBIBAIOIIEE OKHO C TMpemynpexacHueM: «Ha mopTy MMEITCs CMOHTHPOBAaHHBIC
ycrpoiictBa! Beikarouuts mopt?» (cM. pucyHok b.17).

[Ipu Haxkatuu Ha kHOMKY «Jla» ¢ mannoro USB-mopta OyneT CHITO mUTaHUE.
[Ipu Haxxatnm Ha KHOTMKY «HeT» wnm 3a mpenensl TaHHOTO BCIUIBIBAIOIIETO OKHA
cocrosianre USB-nopra He nomensiercs. BeruibiBaroiee OKHO OyAeT 3aKphITO.

Custue nutanus ¢ USB-mopra aBroMaTmyecku O3HA4aeT, 4To AOCTYN K
nonkiroueHHOMY USB-ycTpoiicTBy OyneT 3ampenién (0HO mepecTaHeT 0ToOpaxaThCs

B criirickax «COCTOsSTHUE» U « YCTPOMCTBay, a TAKKE B KIIMEHTCKUX MPUIOKECHUSX).
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Ha nopTy MMEKTCA CMOHTHPOBaHHLIE
YCTPOACTEA! BLIKNHOYMTE NopT?

USBE 6 UsB7 UsB 8

Pucynok b.17 — [Ipenynpexienue rnpu NonbITKe BHIKIIOYUTE TuTanue USB-nopra

Bo uzbexanue norepu ganusix Ha USB-ycTpoiicTBe nepes CHATHEM TUTAHUS C
USB-nopra pekoMeHayeTCsl MpeBapUTEIbHO Pa3MOHTUPOBATh JTAHHOE YCTPOUCTBO
Ha KJIMEHTCKOM KOMITBIOTEPE, UCTIONB3YS KIUEHTCKOE MPUIIOKEHHUE.

Bb.2.4 Crpannna «Iloab3oBaTem»
Crpannma  «Ilonp3oBarenm» WEB-untepdetica (cm.  pucyHok  b.18)

IpeJHa3HAauYe€Ha I CO3JaHus, yjaajdeHus nosb3oBareseld CepBepa yCTpPOMCTB,
PENAKTUPOBAHUS UX HACTPOEK U MPOCMOTpPa COCTOSIHUSA UX noakiatoueHus k Cepaepy.

= Ynpasnetue Q 2T 9 & 0

CopTUpoBKa: Mo Bo3pacTaHuio

Monbsoeatenun

NorvuH Wmn COCTORAHME OencTEMA

test MBeaHos OTKNIOYEH n
user MneTpos OTEMHOYeH n
useri-2 Cupopos ABTOpPM30BaH u
user2 OTKNHO4EH n
user3 OTknoueH n

w

Pucynok b.18 — Crpanuna WEB-untepdeiica «Ilonp3zoBarenm»

Ha nanHoli cTpaHuiie pacrnojioxkeHa Tadiuia, CTPOKH KOTOPOM COOTBETCTBYIOT
y4ETHBIM 3aIllUCSAM TOJb30BaTeNiel (IK3EMIUIAPOB KJIIMEHTCKOTO TPUJIOKEHUS), B
CTOJIOLIbI BBIBEJIEHBI HEKOTOPBIE MMApaMETPhl 3TUX MOJIB30BATENEH

- «Jlorun» - yHHKaIbHOE 3HAYEHUE JIOTUHA MOJIb30BATENS,

- «IMsD» - yCIIOBHOE HAMMEHOBAHUE T10JIb30BATEIS;
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- «CocTostHuE» - COCTOSIHUE TOAKIIOUEHUS KIMEHTCKOTO IPUJIOKEHUS C
y4€THOM 3anuchio mnoawp3oBarenss K CepBepy ycTpouctB («OTKIIOUEH» WU
«ABTOPH30Ban»).

B mpaBoit wactm TaOmUILI HaXoOmWMTCS CcToNOer «JleMcTBUS», KOTOpBIH
COJIEPKUT KHOIIKH JJIS1 BBIITOJIHEHUS JEUCTBUM C KAKJI0M YYETHOM 3aINCHIO:

- cHHAA KHOINKa «PemaktupoBarsy» - IS pPEAAKTHUPOBAHMS NAHHOW YYETHOM
3aIucy;

- 3enéHas KHomKa «JlyOnupoBarh» - JJis CO3/laHUs KOMHMHM Ha OCHOBE JTAHHOMU
YUYETHOM 3aIUCH;

- KpacHasi KHOIIKa « YIAIIUThy» - JJIs YAAJICHUS TAHHOW YYETHOM 3aIUCH.

B neBoil yactu TabIUIBI PACIIONIOKEHBI 3JIEMEHTHI, TTO3BOJISIIOLIUE CBEPHYTh U
pa3BepHYTh CTPOKU Tabnuipl. [lpu pa3BopauuBaHUM CTPOKH OTOOpPAXKAIOTCS
JIOTIOJTHUTEIIbHBIC MTapaMeTpPhl TaHHOW Y4ETHOM 3amucu (cM. pucyHok b.19):

- «E-mail» - snexTpoHHas moyTa MOIK30BATEIIS;

- «KomMeHTapuit» - npousBoJibHast HH(YOpMAIIUS O MOIb30BaTEE;

- «Bpems cozmanusy - BpeMs co3aaHus JaHHOW YYETHOM 3allNCH;

- «Bpems nmepBOro MOAKIFOUEHUS» - BPEMsI, KOTA KIUEHTCKOE MPUIIOKEHHE C
JAHHOW YYETHOM 3aMMCHIO MOAKIIOUMIOCH K CepBepy YCTPOMCTB BIIEPBBIE MOCIE €€
CO31aHNs;

- «Bpems mocnenHero MOAKIIOYEHUS» - BPEMS NOCIEAHETO MOAKIFOUYCHHS
KJINEHTCKOT'O IIPWJIOKEHUS ¢ JaHHOW Y4ETHOU 3anuchio K CepBepy yCTPOMCTB;

- «Bpems mocienHero OTKIIOYEHHs» - BpPEMSA IMOCIEAHETO OTKIIFOYEHMS
KJIMEHTCKOTO TprtoxkeHus: ot CepBepa yCTpoHCTB (T.€. BpeMsl 3aBEPIICHUS MPOIILIOTO
ceaHca nonkirodeHus k Cepsepy);

- «Bpemsa mnocnenHero MOHTHPOBaHMs» - BpeMsA, KOIZa C IOMOIIBIO
KJIIMEHTCKOTO TIPWIOKEHHS C JTaHHOW YYE€THOW 3amuchio ObLIO B TOCJEIHUN pa3
cmoHTHpoBaHO USB-ycTpoiicTBO;

- Tabnuna «AKTUBHBIE paBUjIa JOCTYNA K yCTPOUCTBAM» (CM. HUXKE).

useri-2 Cuaopos ABTOPW30BAH nu

E-mail:

KommeHTapmid:

Bpema cospanua: 07.11.2023 11:40:00

Bpems nepeoro nogknwyenua: 07.11.2023 11:40:17
Bpems nocnegHero nogknioveHna: 04.12.2023 10:27.58
Bpems nocneaHero oTknio4enna: 01.12.2023 16:30:49
Bpems nocnegHero MoHTHpoBaHuA: 01.12.2023 16:15:33

AKTHMEHEIE NPABWUNA AOCTYNA K YCTPONCTEAM:

USB-nopThi: 1 — 8
USB-nopThi: 12 — 13

USB-nopt: 15

Pucynok b.19 — Oto6pakeHue T0MOTHUTEIBHBIX TapaMETPOB YUETHOM 3aIlucH
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B Bepxueit uwactu crpanuubl «llonb3oBarenun» pacrmoiaokKeHbl AIEMEHTbI
YOpPaBJICHUS CIHCKOM TIojib3oBareieii (cM. pucyHok b.18), oHM (QyHKIMOHHPYIOT
AQHAJIOTMYHO TAKUM K€ JIEMEHTaM, ONUCAaHHBIM B MyHKTE b.2.2:

- mnone «CopTUpoBKa» - JIS TEPEKIIOYEHUS COPTHPOBKU  CITHCKA
MOJIb30BaTeNel 10 Bo3pacTanuio/yobiBanuto JloruHa,
- mnone «@DuneTp» - s BeIOOpa CTONOLA, TO 3HAYEHHIO KOTOPOTO

POU3BOAMTCS DUIBTpAIUs circka (BapuaHThl: «Jloruay, «Ms», «CocTostHHE»);

- IT0JIC BBOJIA 3HAYCHUS JIUIS (PHITBTPAIIM CIIHCKA;

- kHomka «CoxpaHuTh B (Qalm» - I COXpaHEHHUS TOJYYUBIIETOCS B
pe3yibraTe (UIBTPALMK CIIHMCKA IoJb30Bareiicii B (ain «Users.XIsx» (mpu HakaThu
Ha TaHHYIO KHOIMKY OH CKa4MBAaeTCs B IMAIKY JIJIs 3arpy30K Opay3epa);

- KHOMKa «J[00aBUTH MOIB30BATEIISD» - JAJIS IOOABICHHUS HOBOM YUETHOM 3aITUCH
MIOJIH30BaTE.

[Ipn Haxkatum Ha KHONKY «Jl0OaBUTH TIOMB30BATENS» TOSBISACTCS OKHO
«Jlo0GaBnenwue mosb3oBates» (cM. pucyHok b.20).

[obaBneHne NonL3oBaTens

* NloruH:

3apaTk NapoNk NpH MOAKMYEHNH: a
Umn:

E-mail:

KoMMeHTapHii:

Mpaeuna gocTyna K yCTpoiHcTBam:

O-’r.: e

Pucynoxk b.20 — OxnHo «/lob6aBrnenue moiap30BaTems

B 1aHHOM OKHE HaxOIATCS IMOJIs I 3aJaHMs IapaMeTpPOB YUETHOM 3armucH
TI0JTb30BaTEIs.

B mone «JloruH» HeOOXOMMMO BBECTH YHHKaJbHOE 3HAYEHHE JIOTHHA
HoJIb30Barelisl. Takke ATOT JIOTHH HEOOXOAWMO BBECTH B HACTPOMKAX KIMEHTCKOTO
npuiaoxenus (cMm. myHkT b.3.3).

Omust «3a1ath Mapoiib IPHU MOAKIIOYEHUN» JaéT BO3MOXKHOCTb 3a/1aTh IapoJib
yU€THOM 3alMCH I0JIb30BaTEls Ha CTOPOHE KIMEHTCKOrO IPUIIOKEHHUs. Takum
o0pa3oMm, eciaM JaHHas OMNIKSA BKIIOYEHA, II0JB30Barellb BHOCHT B HACTPOUKH
KJIMEHTCKOTO MPHUJIOKEHHS BBIJIAHHEBIM €My JIOTHH W CAMOCTOSTENBHO IPUIYyMEIBAET
apoib, IOCIIE 4Yero OH MOXeT moakmounThesi Kk CepBepy. B sToM ciyuae
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aamuHucTtparop CepBepa He OyeT 3HATh MapoJib MOJIb30BATETIS.

Ecin omums «3agarb mapoib OpH HOAKIIOYEHHH» BBIKIKOYEHA, B OKHE
«JlobaBieHrEe MONB30BATENH» MPUCYTCTBYIOT JBa JOMNOJIHUTENBHBIX TOJS —
«ITaponb» u «IloBTOpHTE MAPOIB», KOTOPBIE CIIYXKAT JJI 3aJaHHs IAPOJIL HA CTOPOHE
CepBepa. B ciyyae HCHONIB30BaHHA [JAHHBIX TNOJIEH, aJAMUHUCTPATOpP JOJDKEH
IepeaaTb HOBOMY I1OJIb30BATEIIO U JIOTHH, U TIAPOJIb.

B mnome «Mms» MOXKHO BBECTHM YCIOBHOE€ HAMMEHOBAaHME IIOJI30BATENS,
Hanpumep, ero uMms u damunuio. JlaHHoe mosie He 00s3aTeNbHO NJIsi 3alOJHEHUS U
CIYXHUT JJIsi ynoOcTBa UACHTU(UKAIMK  TOJIb30BaTeNeld  aJIMUHUCTPATOPOM,
uH(popMalMs He nepeaacTcsi B KIMEHTCKUE MPUIT0KEHUS.

B mone «E-mail» M0o)XHO BBECTH BJIEKTPOHHYIO MOYTY TOJb30BaTeis. JJanHoe
nojie He 00s3aTeNbHO JUIs 3aroidHeHUs, UHpopMalus He nepenaércs B KIMECHTCKHE
MIPUIIOKEHHUS.

B mnone «KomMmeHTapuil» MOXHO BBECTH NPOU3BOJIBHYI0 HH(MOpPMAIUIO O
nosib3oBarene. JlaHHoe mosie He 00sA3aTeNbHO IS 3alojHEHUs, MHpopManus He
Nepenaércs B KIIMEHTCKUE MPUIIOKECHHUS.

B HmwxHell 4actu okHa pacnojiokeHa Tabnuna «lIpaBunma goctyma K
ycTpoiictBam». M3HauanbHO B JaHHOW TaOiavile HET HU OJHOW cTpoku. Jlis
n00aBlE€HUsT HOBOW CTPOKM HEOOXOJMMO HaXKaThb 3€JIEHYI0 KHOIIKY «+»,
PaCIIOIOKEHHYIO HaJl TaOIULICH.

Kaxnas ctpoka tabmuipl (cM. pucyHok b.21) ciyxut mis onpenenenus USB-
noptoB CepBepa, K KOTOPbIM JaHHBIA IOJb30Bareiab OyneT uMmerh goctyn. C
ITOMOILBIO NIEPEKIIIOYATENS], HAXOASIIETOCs B JIEBOM YaCTH CTPOKH, MOKHO BKJIFOUUTH
WINA BBIKIIOYUTH TpaBuiio. Eciu mpaBuiio BBIKIIOUEHO (IepeKiroyaresib OKpAIleH B
KPaCHBIH 1IBET), MOJIb30BATEII0 HEOCTYHbI Yka3anHble B HEM USB-moptel CepBepa,
€CJIM UX JIOCTYITHOCTh HE 00€CTIEYMBAETCSI C TOMOIIBIO APYTUX aKTUBHBIX MTPABUIL.

B cpenmHelr 4WacTH CTpPOKM HaxXOAMTCS TPYyIIa 3SJIEMEHTOB Uil OTKPBITHS
noctyna kK mopram — monsi «USB-mopt» m mepekimtouarens. Eciam mepekiodarenb
BBIKJIFOYCH (OKpAIIIeH B CEPBIi IBET), rpymma coaepxut oxHo noie «USB-mopt», u
JAHHOE MPABUIIO NPENOCTABISAET NOCTYIl K OAHOMY MOPTY, YKa3aHHOMY B JAHHOM
none. [Ipu mepeBonme mnepeknrodaresss BO BKIIOUYEHHOE IIOJOKEHHE MOSABISIETCS
gononHuTenbHOe Tone «USB-mopt», 94TO MO3BOMSET 3amaTh B paMKax JIaHHOTO
IIPaBUJIA TUAMIA30H PA3PEMIEHHBIX MOJIb30BATEIIO TOPTOB.

B npaBoM cT0s1011€ TaOMUIBl HAXOAATCS KHONKU YAAQJIEHUSI COOTBETCTBYIOLIUX
MIPaBHUIL.

Ecnu B yu€THOM 3amWcu HET HU OJHOTO TMpaBWia WM BCE MpaBuia
BBIKJIIOUEHBI, COOTBETCTBYIOIIEMY MOJb30BATENI0 HeAocTyneH HU oauH USB-mopr
CepBepa yCTpOUCTB.

Jlis mpuMeHEeHHs] HAcCTpOeK YYETHOM 3alucu HEO0OXOJUMO HaKaThb KHOIKY
«IIpuMeHUTHY.

Jnsa  pemakTupoBaHMsT ~ HACTPOEK  CYLIECTBYIOLIEW  YYETHOM  3alucH
MOJIb30BaTeNsl HEOOXOIMMO Ha)kaTh Ha CHHIOK KHONKY «PenaktupoBaTh» B
COOTBETCTBYIOIIEH cTpoke Tabnuibl «Ilonb3oBarenu» (cMm. pucyHnok b.18). [Ipu atom
OTKpoOeTCcs OKHO «PenakTupoBaHue MoJIb30BaTeNs», HA0Op MoJIel KOTOPOro aHAJIOTHU-
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[obaeneHwne nons3oearena

* Noruu: useri-2
3a4aTh Naponk NPy NOAKNYEHNM: ()

ms: Byxrantep @
* E-mail: 1@mail.ru

KOMMEHTapHM: kabuHeT Ne22, Tenedpon 1-22

MpaEuna gocTyna K ycTpoHcTBaMm:

USB-noprhi: c -:)
USB-noprwi: [ 12 -:)

USB-nopt: 15

vaaa

USB-nopt:

Pucynok b.21 — Jlo6aBneHue npaBuiia JOCTyIIa

yeH HaOopy moneid okHa «JloOaBineHue moNb30BaTENs», HO BKIIOYAeT B ce0s
JOTIOJIHUTENbHOE TI0J1e «COpOCUTH Mapoiiby (cM. pucyHok b.22). BriroueHue nanHoi
OMILIMU MO3BOJIIET COPOCUTH MAPOJIb K JTAHHOW YYETHOM 3alUCH JBYMsI CIIOCOOaMHU:

1) BxirouuTh oniuio «3aaaTh Mapojib MPU MOAKIIOYCHUN». B 3ToM ciydae
II0JIb30BATENb MOXKET IPUIYMATh HOBBIN MTAPOJIb U CAMOCTOATENBHO BHECTHU
€r0 B HACTPOMKM KIHMEHTCKOTO IIPUJIOKEHHUsI, IIOCIE 4YEero OH MOXKET
noaktounThes k Cepaepy.

2) BBIKJIIOYHTH OMINIO «3a1aTh Maposib MPH MOAKIIOYeHUNY. B 3TOM ciydae B
JJAHHOM OKHE TOSBISETCA JBa JOMOJHUTENbHBIX moyst — «llapons» u
«IToBTOpUTE MapOIB)», KOTOPBIE CIYXKAT JUIA 3aJaHUsS Iapojsi Ha CTOPOHE
CepBepa. B cimywae uCHoONb30BaHHS JAHHBIX MOJEH, aIMHHUCTPATOP
JOJKEH MEePEaTh MOJIb30BATEN0 HOBBIW MApOJIb.

JInsi mpuUMEHEHMs] HOBBIX HACTPOEK YYETHOM 3amucu HEoOXOJMMO HaXKaThb

KHOTIKY «[IprMEeHHUTHY.

Jnst co3manus KONMMK YYE€THOM 3aluCcy TOJIb30BaTesl HEOOXOMMO HaXKaTh Ha
3eN€Hy0  KHOMKY «/lyOnmupoBaTe» B  COOTBETCTBYIOLIEH CTpPOKE  TaOJIUIIbI
«ITonwp3oBatemm» (cMm. pucyHok b.18). [Ipu 3TomM oTkpoercs okHo «JlyOonmupoBanwue
MOJIb30BaTeNs», HA0Op TMOJNed KOTOpPOro aHajorMuyeH Halopy mojied OkHa
«PenaktupoBanue monb3oBarens». B mone «JloruH» OyneT BHECEHO YHHMKAIHHOE
3HAQUYEHHE, CTEHEPUPOBAHHOE HA OCHOBE JIOTMHA YYETHOU 3allUCHU-IOHOPA MYTEM J10-

43



Cepeep ycmpoiicme USB-ES. Pykosoocmeo no sxennyamayuu

PepakTvpoBadve nonks3oeaTtens userl-2

* NOruH: user1-2

C6pOCHTE Naponk: " @)
334aTk NAPONEL NPU NOAKNIOYEHUM: ()
NMA: Gyxrantep @
* E-mail: 1@mail ru
KommeHTapui: kabuHet Ne22, Tenedon 1-22
P

Mpaenna gocTyna K yeTPOHCTEaM:

USB-nopThL: c 1 4 ‘) no g

USB-nopThi: C 12 ‘)

USB-nopT: 15

USB-nopT:

_|
[

BN,

Pucynoxk b.22 — C6poc naposns monb3oBatens

Oasienust mUdpsl yepe3 aeduc (eciau UCXOAHBIA JOTUH 3aKaHUYUBAETCS MUBPOH, Yy
HOBOTO JIOTMHA OHAa TIOJMEHSAETCS JApPYyroil, C coOJoneHnueM TpeOOoBaHUS
YHHUKaJILHOCTH JIOTHHA).

Jlsi mpuMeHEeHHsI HAaCTPOEK HOBOM YUY€THOUM 3amucu HEeoOXOIWMO HakaTh Ha
KHONIKY «[IprMeHnTDY.

VYuéTHbIE 3amuUCcH BMECTE CO BCEMHU HX HACTPOMKAMU COXPaHSAIOTCS B
HYHEPTOHE3aBUCUMOM MaMSITH MPUOOPa, OTKyda aBTOMATHYECKH BOCCTAHABIMBAIOTCS
MIPH KaXJJI0M €0 BKITFOUYCHUH.

Jlnst  ymaneHuss yd€THOW 3allMcH  TOJIb30BaTelsli HEoOXOIMMO HaXkaTh Ha
KpPacHYIO KHOTIKY « YIaJlUTh» B COOTBETCTBYIOIIEH cTpoke Tabmuibl «Ilomp3oBaTenmny.

b.2.5 Crpannuna «Hacrpoiikmw»

Ha crpanune «Hactpoiiku» WEB-unTepdeiica pacnonokeHbl JIBE TPYIIITbI
HacTpoek (cMm. pucyHok b.23). B rpymmy «HacTpoliku COEIMHEHHH KIMEHTOB)
BXOJIAT TMOJIS:

- «IToprt cepBepa USB-ycrpoiicte (TCP)» - mopT, depe3 KOTOPbIil KIMEHTCKOES
MPWIOKEHHE OyIeT OCYIEeCTRBISThH «mpodpocy USB-ycTpotictB ¢ Cepepa;
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= Konpurypaus QT O o001

HacTtponku cepeepa

HacTpoikn coeqUHEeHWUIA KNWEHTOB:

NopT cepeepa USB-ycTpoicTe (TCP): 5070
MopT cepeepa KNMEHTOE: 5090
WHTepBan npoBepkn cOeaWHEHUA (CeK.): 5
TalMayT coeqWHEHMA (CeK.): 10
HacTpoWku ceaHcoB KNUEHTOB:

BKNHOYUTE OrpaHu4YeHWe KONWYeCTEA NONLITOK AETOPH3aLMK. ()
Konu4yecTeo NONbLITOK AETOPHU3aLMH: 5

Bpemsa GNOKMPOBKH QOCTYNA NO MCTEYEHWIO MONBITOK (MMWH.): 15

Pucynok b.23 — Crpanunia WEB-unaTepdeiica «Hactpoitkm»

- «IlopT cepBepa KIMEHTOB» - MOPT I NOAKIIOUEeHUs KineHTckoro [1O k
Cepsepy;

- «MuTtepBan mpoBepku coenuHeHUs (CEK.)» - HMHTEpBal BPEMCHHU
MEPUOINYECKON OTHPaBKM KIMEHTCKOMY MPUJIOKEHUIO CIIEIMAJIbHOIO 3arpoca
MIPOBEPKH COCIUHECHMUS;

- «TaitmayT coemuHeHus (CE€K.)» - BpeMsl OXHIAHUS OTBETa KIMEHTCKOTO
MPWIOKEHHs Ha JIF000# 3arpoc ot Cepsepa. Eciu B TeueHne 3Toro BpeMeHH OTBET OT
CepBepa He OyJeT MoTy4YeH, TPOUCXOAUT Pa3PhIB CBS3H.

B rpynmy «HacTpoiiku ceancoB KIMEHTOB» BXOASAT SJIEMEHTHI:

- mepekirouareab  «BkaoyuTh  OrpaHMYEHHE — KOJMYECTBA  MOMBITOK
aBTOpU3aALUM» - JJISI BKJIIOYEHUsI OJOKHUPOBKHM JocTyna k CepBepy MO HCTEUEHUIO
MOMBITOK aBTOPU3ALUU KJIUEHTCKOTO MPUJIOKECHHUS,

- nosie «Koau4ecTBO MOMBITOK aBTOPHU3ALMKUY) - KOJIMYECTBO HEYJAuHbBIX
MOMBITOK aBTOPU3AIMK KJIMEHTCKOTO mpuiiokeHus: Ha CepBepe Tepesl HaCTyIUICHUEM
OJIOKMPOBKH JIOCTYTIA,

- mosie « BpeMst OJI0KMPOBKY T0CTyTIa MO UCTEYCHHIO TIOTIHITOK (MUH.)» - BpeMms,
B TEUEHHWE KOTOPOTOo JOCTyN KIHMEHTCKoro mpmwiokenus kK CepBepy Oyaer
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3a0JJ0KUPOBaH (aJTOPUTM aBTOpPHU3ALIMHU pabOTaTh HE OYIET).

Takum 006pa3oM, mpu BKIIOYEHUH MepekirouaTens «BKIo4nTh orpaHudeHue
KOJIMYECTBA TMOMBITOK aBTOPU3ALIUNY, €CIIU B HACTPOMKAX KIUEHTCKOTO MPUIOKEHHUS
3aJlaH HEBEPHBIH Maposib YYETHOM 3allMCH, OHO COBEPUIUT KOJIMYECTBO IMOIBITOK
aBropu3anuu Ha CepBepe, ykazaHHoOe B mose «KommuecTBO MOMBITOK aBTOPU3ALIANY,
nocie yero CepBep MepecTaHET OTBEYaTh HA MAKEThl aBTOPU3ALIMKA B TEUCHHE
BpPEMEHH, YKa3aHHOTO B mosie « BpeMs OlIOKHPOBKHU JOCTyIa O UCTEYEHUIO TOTMBITOK
(muH.)». [lo ucTeyeHUo BpeMeHU OJIOKMPOBKH AOCTyIA KIHMEHTCKOE MPUIIOKEHUE
CHOBAa CMOXXET COBEpIIATh MOMNBITKM aBTopu3anuu Ha Cepsepe. Cepum NOIBITOK
aBTOpU3ALMK U OJOKMPOBKU JOCTYIMA MPOJOJDKATCA O TeX MOop, MOoKa He Oyaer
cMeHEH (WM cOpolleH) Napoib YYETHOM 3aiCH MOJIb30BaTENs.

Jlnsi mpyMeHEeHUsT HacTPOEK HEOOXOAMMO HakaTb Ha KHONKY «lIpuMeHUTHY.
JlaHHbIE HACTPOWKHM COXPAHSIIOTCSI B SHEPrOHE3aBHUCUMOM MaMsiTU ImpuOopa, OTKyAa
aBTOMAaTUYECKA BOCCTAHABIMBAIOTCA TPH KaXJAOM €ro BKIodeHnH. Hakatme Ha
KHONIKY «COpOCHTBY» Tak)Ke MPUBOAUT K UTCHUIO MOCIETHIUX COXPAHEHHBIX 3HAYCHHMA
HAaCTPOEK W3 3HEPrOHE3aBUCMMON NaMATH MpUOOpa W 3alOIHEHUI0 MU IOJIeH
crpanunbl «HacTporkuy.

[Topsimox cOpoca HacTpO€K K 3HAYCHHUSIM 10 YMONYaHHWIO TPHUBEAEH B
[Ipunoxennn B.

b.2.6 Crpanunua «/Joctym»

Ha crpanune «J/loctym» WEB-unTepdeiica pacnoliokeHbl JBe TPYIIIbI
HacTpoek (cMm. pucyHok b.24). B rpymmy «I[laponb aaMuHHCTpaTopay BXOIAT OIS
T U3MCHEHMs Mapolisi ajaMuHucTparopa. JlormH amMuHHCTparopa — «adminy,
Mapojb Mo yMOJI4YaHuio — «Starty. [[ns ocyuiecTBiieHUs CMEHBI MApoJis HEOOXOIUMO
BBECTH 3HayeHus B noiad «Tekymwmii maponb», «HoBbelidi mapons» n «IloBropure
HOBBIM Mapoiby», IOCIE YEro HaxaTb KHONKY «lIprMeHUTH», pacroNoXEeHHYIO B
JAHHOM TpyIIIIE.

[Topsimok cOpoca mapoyis aJIMUHHCTPATOpa K 3HAYEHHUIO M0 YMOJYAHHIO
npuBen€EH B [Ipunoxenun B.

B rpynny «Hactpoiiku ceaHca agMUHHCTPAaropa» BXOHAT JJIEMEHTHI,
IIO3BOJIAIOIIME CHU3UTh PUCK HECAHKIMOHMPOBAHHOIO JOCTyIla K HACTPOUKaM
CepBepa yCcTpOKHCTB.

[Ipn BKIIIOUEHHM TEpeKIroyaTess «BKIIOUNTh OrpaHUYeHHE BPEMEHHM CEaHca
NPy HEAKTHBHOCTH» OyJIeT MPOU3BOIUTHCA aBTOMaTudeckuid Beixon u3z WEB-
uHTep(elica Mo MCTEUYEHHI0O HMHTEpBaJla HEAKTUBHOCTH IOJIb30BaTend. BemumunHa
VHTEPBaJla HEAKTUBHOCTH 3a0a€TCid HACTpOWKoW «Bpems orpaHudeHus ceaHca
(MUH. )».

Ilepexmrouarens  «BKIHOYUTH ~ OrpaHUYEHHE  KOJIMYECTBA  MONBITOK
aBTOpHU3ALMK» MO3BOJSIET oOe3onacuTh CepBep YCTPOMCTB OT moadopa mapois K
WEB-untepdeiicy. Eciu nanHbplii nepekiitoyareslb BKIIOYEH, BOBMOXKHO BBIMOIHUTH
OTPaHUYEHHOE KOJIMYECTBO MONBITOK BBOAA HEMTPABWIBHOTO MAPOJIs B OKHE aBTOpH3a-
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= Kowpurypauun QT O ordb

HacTpo#Kku gocTyna agMUMHUCTpaTopa

Maponb aaMUHKUCTpaTopa:

* TeKyWMA naponk:

* HoBelii Naponk: ek

* MoBTOPMTE HOBbIA Naponk:

HacTpolikn ceaHca agMMHMCTpaTopa:

BKNIOYMTE OrpaHUYeHNe BEPEMEHH CEAHCA NPH HEAKTHEHOCTH: ()
BpemMs orpaHM4YeHUA ceaHca (MMUH.): 10 v
BKMNIOYMTE OrpaHUYeHNE KONMMYECTER NONBLITOK AETOPHUIALNK: ()
Konu4ecTEO NONBITOK AETOPM3ALIMK: 5 v
BpeMA GNOKMPOBEKA AOCTYNA NO MCTEYEHMIO NONBITOK (MHH.): 15 v

Pucynok b.24 — Crpanunia WEB-uraTepdeiica «Joctym»

un (cM. pucyHok b.4). JlanHoe koimuecTBO 3a1aétes B molie «Komu4ecTBo MmonbITOK
ABTOPU3ALIANY.

B cayuae ucuepnanusi momnbeITOK aBropuszanuu noctyn B WEB-untepdeiic
Onokupyercs Ha BpeMms, 3aJaHHOe B Tmoiie «Bpemst OnoOkuMpoBKM JOCTynma IO
HCTEUEHUIO TIOTIBITOK (MHH.)».

JInst mpyMeHeHusl HACTPOEK CeaHca aJMUHUCTpATOpa HEOOXOAMMO HaXKaTh Ha
KHONIKY «IIpumenuTts». [laHHBIE HACTPOMKM COXPAHSIOTCA B DHEPrOHE3aBUCHUMOM
namsiTd Npudopa, OTKyla aBTOMAaTWUYECKH BOCCTAHABIMBAIOTCS MPH KaKIOM €ro
BKitoyeHn. Haxarne Ha kHOnKy «COpOCUTBY» Takke MPUBOAUT K UYTEHUIO
IIOCIEHUX COXPAaHEHHBIX 3HAYEHWW HACTPOEK CeaHca aIMUHHCTparopa Wu3
HHEPrOHE3aBUCHUMOM TMaMATH MNpudopa U 3aMOJHEHHIO HWMHU TIOJIed TPYIIIbI
«Hactpoiiku ceanca aiMHUHUCTPATOPa» CTpaHULBI «JloCcTym.
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B.2.7 Crpannua «CeTb»

C nomompio ctpanunsl «CeTh» (cM. pucyHOK b.25) MOXHO OCyIIecTBUTH
HAaCTPOMKY CETEBBIX MapaMeTpoB MpuoOopa, Takux kak IP-agpec mpubopa, IP-agpec
nuTr03a, Macka rmoacetu, DNS-anpeca, cereBoe nmsi.

= KoHdgurypauus Q 32 adJ 9 60

CeTb

HacTpoiku ceTeBoro agantepa:

HasHayaTk napameTpel aganTepa: asTomaTuyeckn (DHCP) (} BPY4HY1D
* IP-agpec: 192.168.10.197

* Macka nogceTH: 2552552550

* LLnsos: 192.168.10.1

HazHayaTe DNS: no YMOM4aHU (} BPY4HY1D

* Mpegno4ynTaemMblit DNS:

* AnkETepHaTUMEHBbIA DNS:

Hactpoiku mDNS:

* CeTeBoe UMA: usbes-a7582d

EE3 B3

Pucynoxk b.25 — Ctpanunia WEB-unTepdeiica «CeTb»

[Tonoxkenne «ABtomarmueckun (DHCP)»  mepexmouarens «Ha3nayarb
nmapaMeTphbl ajamnrtepa» IO03BoJsieT HAacTpouth CepBep YCTPONCTB Ha TMOJy4YEHUE
sHauennit |IP-agpeca, macku moacetu u 1nwumoza ot DHCP-cepsepa. Ilpu
MEPEKIIIOUCHUN B TOJIOKEHUE «BPYUHYIO» HEOOXOAMMO BPYYHYIO 3aIllOJHUTH OIS
«IP-aapec», «Macka noacetn» u «Imro3y.

[Tonoxkenne «BpyuHyto» mnepexmrouatenss «Hasnauate DNS» npuBogut
MOSIBJICHUIO JOTOJHUTENbHBIX Toiel «IIpeanountaemprit DNS» u « AlbTepHAaTUBHbBIN
DNS», xotopble agMHUHUCTPATOP MOJDKEH 3alloIHUTH Bpy4dHYH0. [lonmokeHue «Imo
YMOJIYaHHIO» MPHCBAMBACT JIaHHBIM IMapaMeTpaM 3HAYEHUs [0 YMOJTYaHUIO (CM.
tabnuiy B.1 INpunokenus B), npu 3ToM JaHHBIE MOJIS HE OTOOPaXKAIOTCS.
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CereBoe ums (MDNS) cnyxut mns oOHapykeHUs cepBepa YCTPOWCTB B
JIOKaJhbHON CETH C TIOMOIIBI0 MpoTOKoiIa oOHapykeHusi cepucoB Avahi. JlanHoe
3HaueHue mnpucBauBaeTcsi CepBepy YCTPONCTB MpH NPOU3BOJACTBE U SIBIACTCA
YHUKAJIbHBIM, OJTHAKO OHO MOXKET OBITh H3MEHEHO B ToJie «CeTeBOE UMy,

CereBoe uMsI MOXET OBITh HCIIONB30BAHO B HACTPOMKAX KIMEHTCKHUX
npuioxennii BMecto |P-agpeca CepBepa ycTpoiicTB. Takke ceTeBO€ MM MOMKET
OBITh BHECEHO B aJIpecHyI0 CTPOKy Opaysepa Bmecto IP-ampeca Cepmepa s
noctyna k ero WEB-unTepdeticy.

Jlnst TpUMEHEHUsT CETEBbIX HACTPOEK HEOOXOAMMO HaXaTb Ha KHOIKY
«IIpumennTs». JlaHHBIE HACTPOMKU COXPAHSIIOTCS B SHEPrOHE3aBUCUMOM MaMSTH
npubopa, OTKyJa aBTOMaTUYECKU BOCCTAHABIMBAIOTCA MPHU KaXJJIOM €ro BKIIOYCHUH.
Haxxatne nHa kHOMKYy «COpOCHUTH» TakKe NPUBOJUT K YTCHHIO MOCIEIHUX
COXpaHEHHBIX 3HAYEHUI CETEBBIX HACTPOEK M3 PHEPrOHE3aBUCUMOM MaMsTH Mpuodopa
Y 3aI0JHEHUIO UMH TOJEN cTpaHuLbl «CeThby.

BHUMAHME: Usmenenue nacmpoex cemu TCP/IP moocem svizeams nomepio
ceszu WEB-uumepdgheiica ¢ npubopom!

B caydae cmensl IP-agpeca mpubGopa WM CETEBOr0O UMEHH HEOOXOJIUMO
OTpENaKTUPOBATh aIPECHYIO CTPOKY Opay3epa U HaxkaTh «Entery.

[Topsimox cOpoca CeTeBBIX HACTPOEK K 3HAYCHHSIM 0 YMOITYAHUIO MPUBEAEH B
[Ipunoxennn B.

b.2.8 Crpanuua «SSH»

Ha crpanune «SSH» WEB-untepdeiica (cm. pucyHok b.26) pacronioxeHs
AJIEMEHTBl sl HacTpoiikum SSH-coemmuenmst ¢ CepBepoM yCTPOWCTB, KOTOPOE
npenHa3HaueHo s ynpasinenus: nuranuem USB-nopros. Hcnonb3oBaHue NaHHOTO
¢dbyHkmoHnana onvucano B [Ipunoxenun /.

[Tepexmrouarens «Pa3pemuts ynpasnenne mo SSHy ciy>KuT 7151 BKIIOUSHHS U
BBIKJTIOUEHUS paspenieHus goctymna k Cepsepy ycrpoictB no SSH. Jlna npuMeHnenust
M3MEHEHHS JIaHHON HACTPONKH HE0OXOMMMO HakaTb KHOMKY «IIpuMenutsy. JlanHas
HACTpOMKa COXpaHsSeTCS B DHEPrOHE3aBUCUMOW MaMsITH Mmpubopa, OTKyaa
aBTOMATHYECKU BOCCTAaHABIMBAETCA MPU KaXKIOM €ro BKIoYeHHH. Haxkarue Ha
KHONKY «COpOoCUTBH» Takke NPUBOAUT K YTEHHIO MOCJIEIHEr0 COXPaHEHHOTO
3HAYEHUS U3 IHEPTrOHE3aBUCUMOMN MaMsITH NpuOOpa U MPUBEACHUIO MTEPEKII0YATENs B
COOTBETCTBHE 3TOMY 3HAYEHHUIO.

B rpynny «llapons ynpasnenust mo SSH» BXoast mosis st U3MEHEHHUs apoJis
noctyna k Cepepy ycTpoiicTB mo SSH. [l ocyiiecTBiIeHUsS CMEHBI MHapoJst
HEe0o0XonuMO BBecTH 3HadeHusi B mois «HoBeiii maponb» u «lloBropute HOBBII
Mapojby, MOCIAE Yero HaxaTh KHOMKY «[IpuMeHuTH», pacroioKeHHYI0 B JaHHOU
rpymre. [Tapons o ymon4anuto: «starty.

[Tonp30BaTeNb TAKIKE MOKET CMEHUTH MApOJib ¢ MMOMOIIBIO YTHIIMTHI Passwd B
KoHcomu Linux.

[Topsimok cOpoca HacTpoek SSH-coenuHeHMs] K 3HAYEHHSIM 1O YMOJTYAHHIO
npusenéH B [Ipunoxenun B.
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= Konourypayus Q T 9 00D

HacTporku ynpasneHua ycTponctsom no SSH

Hactpoiku SSH:

PaspewnTs yNpaenexue no SSH: [ @)

EE3 B3

Maponb ynpaenesnsa no SSH:
* HoBbIi Napone: el

* MoBTOPUTE HOBLIW Naponk:

Pucynok b.26 — Ctpanunia WEB-unTepdeiica «SSH»

Bb.2.9 Crpannna «O0HOBJIeHHE»

Crpanuna «O6Hoenerue» WEB-untepdeiica (cm. pucynok b.27) cimyxurt ans
OOHOBIIEHUSI TPOTPaMMHOTO oOecrneueHusi mnpubopa. Hcmonmp3oBaHue TaHHOU
CTpaHHUIIBI TPU BBHIMOTHEHUH OOHOBJIEeHHs BcTpoeHHoro [1O mpubopa ommcano B
[Ipunoxenun I.

= Cepauc QHETO o0

O6HoBNEHHME NporpaMMHoro obecneyeHus

(a»
[
=
e
L
=
—
L
LEl
=
E.
L=
L=\
=
=
g
=
(D
T
=
o

Pucynok b.27 — Ctpanunia WEB-unTepdeiica «O6HOBICHHE)
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b.2.10 Crpanuna «/Ilnarnocruka

Crpanuna «/luarsocrukay WEB-unTepdeiica (cMm. pucynok b.28) cimyxut mist
BBITPY3KH JUATHOCTUYECKUX JAHHBIX, coOupaeMbix CepBepoOM YCTPOMCTB, C IIEJIbIO
X Tepefadyd B OTAeN pa3padOTKu MpOM3BOAMTENsS Tpubopa. Takke Ha JaHHOU
CTpaHHIE COACPKUTCS HWHPOpMAIMs O TEKYIIUX CETeBBIX HacTpoirkax CepBepa
ycrpotictB (MAC-aapec ceteBoro amanrtepa, |P-anpec, Macka moaceTu, CETEeBOE MMs)
Y CUETYMKH OTIPABIICHHBIX U MPUHATHIX | CP-makeToB.

[Ipu HaxkaTuK HA KHOMKY «BBIrpy3UTh AMArHOCTUYECKUE JAHHBIC) MOSBISETCS
nauanoroBoe okHo «IloaTBepkacHue» (cM. pucyHok b.29).

[Tocne Haxxkatusi KHONKHU «J/la»y NaHHOE OKHO 3aKphIBaeTCs, B BEPXHEW 4YacTu
CTpaHMIIBI  TOSIBISIETCS  cooOlieHre  «BblmonHsgeTcss MOAroToBKa  apXxuBa.
[Toxainylicra, IOLOXKIUTE. .. ».

[Tocie okoHUaHUS TpoIiecca MOATOTOBKY apXUBa OH CKAYMBACTCS B TIAIKY JIJIS
3arpy3ok Opay3epa B Buae (aiima ¢ pacmmpenuem «udatay wu mpedukcom
«diagnostic» B umenn. Taxoke ums Qaitia comepkKuT aary (rox, Mecsil W JCHb) U

BpeMst (4achl, MUHYTBI, CEKyHJIbI) (opMHpOBaHUs apxuBa. [Ipumep nmeHu Qaiina:
diagnostic_20231205 184142.udata.

= Cepanc Q¥ TOoor

AwnarHocTuka

WUHdopmauma o ceTu:

AfanTep BKNKOYEH: 0a

MAC-agpec: 02:07:ab:3e:5d:f1

IP-agpec: 192.168.10.197

Macka noncetn: 255.255.255.0

MNakeToB NpuHATO: 15372 (1441372 DaAT)
MNakeToB oTnpaeneHo: 1785 (1702998 baiT)

WUHdopmaumna mDNS:
CeTeBoe UMA: usbes-a7582d

OeWcTBUA:
Bhirpy3nTh AWarHOCTHYECKHE AaHHbIE

Pucynok b.28 — Crpanuna WEB-untepdeiica «/Iuarnoctuka
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MNoaTeep:#aeHue

COopMUPOBATE apXHMB OWArHOCTUYECKUX JaHHBIX ANA Nepenaqyv Npou3soauTeno?

Pucynok b.29 — /Tuanorosoe okHo «IloaTBepxaeHuE

b.2.11 Ctpanunna «’KypHaJj coObITHI»

Crpanuna «Xypuan coosrtuiiy WEB-unTepdetica (cm. pucynok b.30) ciryxut
IUIsL TIPOCMOTpPa COOBITUH, KoTOopble mpoucxonunu ¢ CepBepoM yCTpOWCTB B
BBIOPAHHBIN TPOMEKYTOK BPEMEHH.

= QX d 90 00D
[Ou1ana3oH cobLITW: 21.11.2023 00:00:00 - 21.11.2023 23:59:59 Tun cobbiTA:  Oumbka &  +4
dunkTp No cobbITUAM: OtofpakaTs C NocNeaHeR 3anucu:
N2 n/n Data/epemA Tun CobbiThe
Device "Aktiv Rutoken lite" (UID: 4899484643168419877) connected to US
101 © 21.11.2023 09:42:04 WHopMaLIMA
B port 6.
Device "Aktiv Rutoken lite" (UID: 4899484643168419877) on USE port 6 n
102 © 21.11.2023 09:42:07 WHchopmaLms
ow shared.
103 © 21.11.2023 09:43:34 Wrdhopmawma Client 192.168.10.46:35328 with login "user1-2" authorized
~ Device with bus 1D 1-1.2.2 (UID: 4172517260937924608) was mounted by
104 © 21.11.2023 09:43:53 WHopMaLIMA ) ]
user with login: "user1-2".
~ Device "Transcend Information, Inc. JetFlash" (UID: 417251726093792460
105 © 21.11.2023 09:43:53 WHopMaLIMA
8) on USB port 2 now mounted.
_ Device with bus 1D 1-1.2.4 (UID: 6695949498119884800) was mounted by
106 © 21.11.2023 09:43:57 WrdhopmaLma ) )
user with login: "user1-2".
~ Device "Transcend Information, Inc. JetFlash" (UID: 669594949811988480
107 © 21.11.2023 09:43:57 WHopMaLIMA
0) on USB port 4 now mounted.
Device with bus ID 1-1.4.2 (UID: 4899484643168418877) was mounted by
108 © 21.11.2023 09:44:05 WHopMaLIMA
user with login: "user1-2".
Device "Aktiv Rutoken lite" (UID: 4899484643168419877) on USE port 6 n
109 © 21.11.2023 09:44:06 WHodropmaLma o

1o e ndod

Pucynok b.30 — Crpanuna WEB-unaTepdeiica « Kypuan coObrTrii»

B BepxHeli yacTH cTpaHUIIBI HAXOIUTCS T10JIe BEIOOpa «JlMama3oH coObITHI, C
ITIOMOIIBI0O KOTOPOTO MOXXHO 3aJIaTh BPEMCHHOM JWAIa30H OTOOPaKCHHS JTaHHBIX
)KypHajla, B TOM 4YHCJI€ BBIBECTH JaHHBIC TEKYIIEro ceaHca paboTel mpubopa (¢
MOMEHTa €ro IMOCJCIHEr0 BKJIFOYCHHUS WM Iepe3arpy3ku). Psgom pacronokeHsbl
noias Juisl 3amaHus  (UIBTPOB COOBITMH - 1O THUMy CoObITHS  («OmuoOkay,
«IIpenynpexnenue», «upopmanmsy», «Otnanka», «TpaccupoBka») U 10
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MPOU3BOJILHOMY (PparMeHTy B TEKCTE COOBITHSA (ero HEeOoOXOOMMO BHECTH B IIOJIE
«DunbTp MO coObITHSIMY). [lepekmouarens «OToOpaXkaTb ¢ TMOCIEIHEW 3aIHChy
MO3BOJISIET IOMEHSTH MOPSA0K 0TOOpakeHHst UH(OPMAIIMKU B )KypHAJIE.

Tabnuua xypHana coObITHii comepkut nomst «Ne n/m», «Jlata/Bpemsi», «Tun» u
«CoObITHE». B HMXKHEH YacTH CTpAaHMIIBI PACIIOJIOKEHBI 3JIEMEHThI YIIPABICHUS IS
IIEPEKIIFOUCHMS] MEXy CTPAHULIAMH JKypHasa.

[Tpu naxkatun kHOMKH «COXpaHUTH B (haill» comepKUMoe TaOIHIIbl KypHaa
COOBITUH CKauMBaeTcss B MANKy M 3arpy3ok Opaysepa B Buae (¢aiina
«usbes_logs.xIsx».

XKypnai coObITHI XpaHUTCS B SHEPTrOHE3aBUCUMOM MaMsTH Ipuodopa.

b.2.12 Ctpanuna «Bepcus»

Crpanuna «Bepcuss» WEB-untepdeiica (cm. pucynok b.31) ciyxut ms
O0TOOpakeHUsl MapaMeTpPOB, HE HU3MEHSIONIMXCA B mpouecce (YyHKIMOHUPOBAHUS
npuoopa:

- «CEpUMHBIA HOMEP» - cepUiHBIN HOMep CepBepa yCTPOUCTB;

- «uMs cepBepay - cereBoe ums Cepsepa (MDNS);

- «BEpCUs cepBepay - BEpCcHUs NporpaMMHoro ooecneuenus Cepsepa;

- «Bpemst cOOpKM» - BpeMs cOOpKHU ITporpaMMHoOro odecnedenus Cepaepa.

= VH(popMauns Q2 TJ9595 00

Bepcus u cBegeHun

CeepeHuns ob ycTponcTee:

CepulHbil Homep: 032202209010002

Mmsa cepeepa: usbes-87528b

EBepcus cepeepa: 1.0.10.1-20231101-0-32-release
Epema cbopku: 01.11.2023 08:53:10

Pucynok b.31 — Crpanunia WEB-unTtepdeiica «Bepcusi»

b.2.13 Crpanuna «CnpaBkay

Crpanuna «CmopaBka» WEB-untepdeiica cuyxur g1 ortoOpaxeHUs
pykoBoncTBa MO dKciutyaraiuu CepBepa ycTpodcTB. OHO XpaHUTCS B TMaMSTH
npubopa B Buae pdf-paiina m orkpeiBaeTcs B HOBOM OKHe Opaysepa. Jlanuwii pdf-

(daiin MoXeT ObITh CKauaH Ha MEPCOHATBHBIN KOMIBIOTEP C MOMOIIBIO CTAHAAPTHBIX
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CpeacTB Opay3epa.

W3-3a Toro, uro nporpammHoe obecnedenne CepBepa yCTPOMCTB U KIIMEHTCKOE
nporpammuoe obecrneuenne «Kmmentr USB-ES» mocrosstHHO — pa3BUBaroOTCH,
PEKOMEHIYETCSl 3amlpalliiBaTh CBEXYIO BEPCHIO PYKOBOACTBA IO AKCILUIyaTalldd Y
MPENCTaBUTENCH KOMIAHUU-TIPOU3BOIUTES UM KOMIIAaHUH-THJIEpa.

Bb.2.14 Crpanuna «CaiT npou3BoauTe s»

Crpanuna «Caitt  npousBogutens»  WEB-untepdeiica cayxutr s
NIepeHaNpaBICHUS MOIH30BATENSI HA CAUT KOMITAHUU-TIPOU3BOUTEIS WIM KOMITAHUH-
JuIIepa, Tae pa3MelleHbl KOHTaKTHasT HHPOPMAIUS U JOTIOTHUTEIbHBIC CIIPABOYHBIC
Marepuaibl. JlaHHBINA caliT OTKpBIBaeTCs B HOBOM OKHE Opay3epa.

b.3 O030p KJIMEHTCKOT0 NPUJIOKEHUS

Knuenrckoe mnpunoxkenne «Kmment USBES» (takke manee MO TEKCTy -
NPUJIOKEHUE),  YCTAaHOBICHHOE HA  KIMEHTCKUH  KOMIIBIOTEp,  IO3BOJISCT
OCYIIECTBIIATH!

- moakmroueHue kK m3nenuto «Cepsep ycrpoiicts USB-ES» ¢ ncmons3oBanmem
JIOTUHA ¥ TapoJisl YIETHOH 3aiCH MOJIb30BaTells, 3aJaHHBIX B HacTpoiikax Cepsepa;

- mpocMoTp uH(popmanuu o USB-mopTax, pa3pemeHHbIX K HCIOJIb30BaHUIO
JUIS1 YYETHOM 3aITUCH TIOJIb30BATEIS;

- ipocMOTp HHpOpMaIuK o craryce noakioueHuss USB-ycrporicTB (moctym k
KOTOPBIM  paspemiéH), ycraHoBiAeHHbIX B  USB-moprax, paspeiieHHBIX K
WCIIOJIb30BAHUIO JUIsl YUYETHOM 3amuCH TIOJB30BaTENs, a TAaKXKe JOMOJHUTEIHLHON
nHpopManuwy,

- BHUPTyaJbHOE TMOAKIIOUcHHEe (MOHTHpoBaHue) HTHX USB-ycTpoiicTB K
KJIIMEHTCKOMY KOMIIBIOTEPY;

- BHUPTyallbHOE OTKIIOYeHHe (pasMoHTHpoBaHue) 3tux USB-ycTpoiicTB OT
KITMEHTCKOTO KOMIIBIOTEPA;

- 3alIUTY JECVCTBUN MOJIb30BATENS B PUIOKEHUH C TIOMOILBIO MTAPOJIA.

Bb.3.1 YcranoBka npujio:kenust u apaiisepa (OC Windows)

[Tepen Tem, Kak yCTaHOBHUTh KJIHUCHTCKOE TPUJIOKCHHE Ha KOMIIBIOTED,
HeoOXoauMo mpoBepuTh paspsanocte OC Windows, ycTaHOBIEHHOW Ha JTaHHOM
kommprorepe. Hampumep, 8 OC Windows 10 mms 3Toro HeoOXOAMMO IEPEHTH B
«Ilycx» - «ITapamerpnr» Bl - «Cucrema» - «O cucreme». B rpade «tun cucreMbi»
(cMm. pucynok b.32) 6yner ykazana paspsaHocts OC (32- wim 64-paspsiaHas).

[Tociie 3TOr0 HEOOXOTUMO YCTAHOBUTH JipaiiBep. i 3TOro HY)KHO BBHIOpATh U
3alyCTUTh HEOOXOMMMBIA (aitm M3 TpuiIaraeMblX YCTAaHOBOYHBIX (ailioB B
3aBUCUMOCTH OT Bepcuu u paspsaHoctu OC. Hampumep, ycTaHOBOUHBINA (aiii Jis
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32-paspsignoii Bepcun Windows 7 nMeeT B CBOEM Ha3BaHUM coueTaHue «Windows-7-
x86», daitn mns 64-pazpsgaori Bepcuu Windows 10 mmeer B cBOEM Ha3BaHHUH
coueranue «Windows-10-x64». YcraHoBouHbIe Qailyibl IS ApaiiBepa MOXKHO
HOJYYUTh Y MPEIACTABUTEIICH KOMITAHUH-TIPOU3BOIUTENS (MM KOMITAHUU-IUIIEPA).

Napamerpsi - o x
@ TnasHas O cucteme
| Halitm napameTp »p | Bal koMnbioTep 3alinLieH. ConyTcTsytolme napameTpel

Ceeaetna o cucteme

Cuctema © 3awwra ot BUPYCOB 1 yrpo3

[] Bpanamay3p 1 6e3onacHocTb CeTn
L] Yeenomnenus u aeiictaua Y Bac NOABMAKCE BONPOCHI?

A NpoussoauTenbHocTs U n

paBoTOCNOCOBHOCTL YCTPOACTR OJTy4UTH MOMOLLb

2 Dokycuposka BHUMAaHMA

(] Ynpasnenue NnpuaOKEHUAMU/Gpay3epom
Y MwTanne u cNAWWA pesaam @ 3awura yuerbix sanvced ToMoruTe YCOBEPLIEHCTBOBATE

Windows

@ EesonacHocTs ycTpoiicTBa

= [amATb yﬂpDﬁCTBa OcTaBuTb OT3LIB
lMpocmoTpeTs ceefetua & pasaene

"besonacHocts Windows”

&

Pexum naaHweta

n

| MHOro3aauHocTs

XapakTepucTuki ycTpoiicTsa

L]

MpoeunpoBaHne Ha 3TOT KOMMLIOTEP

Wma yerpoiictea

Mpoueccop ntel(R) Core(TM) i5-8400 CPU @
2.80GHz 2.81GHz

Ofwme BO3MOXHOCTA

i bygeplobuera Onepat1BHas NaMaTb 16,0 I'B (moctynHo: 15,9 TE)

i o Koa ycTpoiictea
X Yaanenhbii pabouni cron

Koa npogykra
@ O cucreme
Tun cuctembl

lMepo 1 ceHcopHbIA BBOA  [L1A 37070 MOHUTOPa HeAoCTyneH
BBOA C NOMOLLB0 NEPa W CEeHCOPHbIF
BBOJ

Pucynok b.32 — Uuadopmarus o paspsaaocta OC Windows

B ciydae nosiiaeHust okHa « KOHTpOJIb yUETHBIX 3amucei» (cM. pucyHok b.33)
HEOOXOJIMMO Ha)KaTh KHOMKY «/[a».

KonTpoae yueTHeix 3anucei >

PaspelunTb 3TOMY NPUNOXKEHUIO OT
HeW3BeCTHOro M3jatens BHOCUTb M3MEeHEeHWA
Ha BalleM ycTpoucTee?

usbes_client_driver_installer-2.1.1.7-
windows-10-x64.exe

Wzpatens: HeT naHHBIX
Wcrounuk datina: Xectknid AMCK KOMNBHOTEDa

MoapobHee

Pucynok b.33 — OxHo «KOHTpOJIb YUETHBIX 3alIUCEil»

[Tocme 3amycka ycTaHOBOYHOro (haityia HEOOXOAUMO O3HAKOMHUTBCS C
JUIICH3UOHHBIM COTJIAllIEHHEM U HaXKaTh KHOMNIKY «[IpuHumaro» (cMm. pucyHnok b.34).
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. Ycranoeka Jpaisep «USBES RDVCs wnuenta U, — it

PROMTEMICA

production development service

~_ MMepen ycTaHoBKo [palieep «ISBES RDVC: knueHTa USB-ES v.2. 1. 1.7
[l O3HEKOMETECE C MIMUEHZMOHHEIM CornaweHen. Ecnin Bel npuHmMmMasTe
* YCNOBWA COrNEWEHNA . HEPKMUTE KHOMKY TIDUHUMED ",

,ljopyright D 2021-2023, 000 «[lpoMTeMUKa» ~

Bre npaBa Ha NporpaMMHoe obecnedeHue «fpakeep «JSBES RDVC:# KnMeHTa
cepeepa yerpoicTe USB-ES=» npuHagnesat Q00 «MpoMTemikas,
HecaHKUMOHMPOBaHHOE KONWPOBaHWE W PAMPOCTPaHeHWE AaHHOro
NPOrpaMMHOro NPOAYKTA MOKET NOENEYs 33 coDoi AAMMHMCTDETHBHYD MK
YrOnoBHYHD OTBETCTBEHHOCTL,

PaspellasTcd MONonb30BaHKE NporpaMMHoro obecneyera «flpalieep
<« ISBES RDVC: knmeHTa cepeepa ycTpoicTe USB-ES» npu cobniogermm
CNEnYIoWKK YONOBMIA:

1) Mone30BaTENE MMEET MPEED MCMONE30EATE KOMMKD NPOrPaMMHOro
nfEMAUAHWA . AnAYUEHHVID AT OO0 S TNOMTEMUKA S UAW Bro

OTMeHa MpHHKMMEKD

W

Pucynok b.34 — JIuiieH3n0HHOE COTTIallIeHHE

I[aﬂee HCO6XOIII/IMO HOKOAThCA 3aBCPIICHUA IIPOHCCCa YCTAHOBKHU apaﬁBepa u

HakaTh KHONIKY «OK» B mosiBuBIIEMCst OKHE (cM. pucyHOK b.35).

PROMTEMICA

production development service

1 o Apakeep «USBES RDVCe v.2,1,1.7 YCNELWHD YCTAHOBAEH,

oK

OTMEHE < Hazan 3aKPEITE

Pucynox b.35 — 3aBepiienue mpoiiecca yCTaHOBKH ApaiBepa
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[Tocne ycraHoBKM [JpaiiBepa HEOOXOOUMO  YCTAHOBUTb  KIMEHTCKOE
npuiokeHue. Jlyis 3TOro Hy)XHO BBIOpAaTh M 3allyCTUTh HEOOXOAWUMBINA (aln u3
MPUJIAraeMbIX YCTAHOBOYHBIX (DaiijIOB B 3aBUCHUMOCTH OT Bepcuu U paspsanHoctu OC.
Hanpumep, ycranoBouHblit daiin s 64-paspsaHoi Bepcur Windows 10 umeer B
cBoéM HaszBaHuu coderanue «10-X64». YcraHoBouHble (aliabl AN KIMEHTCKOTO
NPUJIOKEHUSI MOXKHO TIOJyYUTh Y TIPEACTABUTENCH KOMITAHUH-ITPOU3BOMUTENS (HITH
KOMITAaHUH-TAJICPA).

B ciydae nosiBienus okaa « KoHTposb y4€THBIX 3amucein» (cM. pucyHOK b.36)
HEOOXOAMMO Ha)KaTh KHOMKY «/Jla».

KoHTponb yHETHBIX 3aNKHCei X

PaspeLwwmnTb 3TOMY NPUNOXKEHUIO OT
HeW3BeCcTHOro MsAartens BHOCUTb U3MEHeHVS
Ha BalleM ycTpouicTee?

usbes_client_installer-1.2.7.3-10-x64.exe

Mzpatens: Het gaHHbIX
McTouHmk daina: XKecTkmin AWCK KOMNBKTEPa

MoapobHee

na Her

Pucynok b.36 — OxHo «KOHTpOb YYETHBIX 3amucei»

Ecnu B MOMEHT 3amycka yCTaHOBOYHOTO (paiiyia yke ObLT 3amyIeH dK3eMILIp
KJIIMEHTCKOTO TPHJIOKEHHUS, TOSBISETCA OKHO C MPEAynpexIeHueM (CM. PUCYHOK
B.37).

YeTaHoBka Knuent USB-ES (x6d) v.1.2.7.3

OBHAPYWEH 3ANYILEHHBIA IKIEMOAAD NpuaoxceHns “KnnenT USB-ES",
JAELPWKTE PAGOTY NPHUACHEHWA U NPOAONHHWTE paBoTY NPOrpPaMMel
YCTAHOEBKWT

Ber

Pucynok b.37 — OkHO npenynpexacHus o 3ammymeHHoM sk3emMiusipe [10

[Ipu naxatum xHomku «Het» unctamistop kinuentckoro ITO 3akpbiBaercs.
IIpn Haxatnn KHONKM «Jla» 3amylIEHHBIM JSK3EMIULIP KIMEHTCKOTO IMPUIIOKEHUS
3aKpBIBAETCS ABTOMAaTUYECKH, €CIM B JAaHHBIM MOMEHT C €ro IIOMOLIBID HE
cMoHTHpoBaHO HH onHO USB-ycTpoiictBo. Eciu B JaHHBIE MOMEHT C TOMOIIBIO
KJIMEHTCKOTO TIPUJIOKEHUST CMOHTHpOBaHO XoTa Obl omHo USB-ycTpoiicTBo,
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MOSIBIISIETCS. OKHO C TPENJIOKCHHEM O Pa3sMOHTHPOBAHHHM BCEX CMOHTHUPOBAaHHBIX
ycTpoicTB (cM. pucyHok b.38).

B Mpegynpexaeqne >

Boe cMoHTHpOEaHHBIE yeTpoAcTEa ByayT pasmoHTposade! MpogonxkuTe?

[ 2 ]| e

Pucynok b.38 — OkHO ¢ nipemyiokeHrneM 0 pa3MOHTUPOBAHUH YCTPOUCTB

[Tocne HaxkaTtusi Ha KHOMKY «Jla» 3amyckaeTcsi mpoiiecc aBTOMAaTHYECKOTO
Pa3MOHTHPOBAHUSA BCEX CMOHTPOBAHHBIX C TMOMOIIBIO JIAHHOTO JK3EMIUISpa
knueHTckoro I[1O0  USB-ycrpoiicTB, mocie Yero NpWIOKEHHE 3aKpbhIBACTCA U
aBTOMAaTUYECKHU 3aITyCKAETCs] HHCTAJUISTOP.

Ecnu nponece pasmontupoBanusi USB-yctpoiictB nnutcs Oonee 10 cekyHn
(HarpuMep, OBLJIO CMOHTUPOBAHO MHOTO YCTPOWMCTB HIIM IMOJIb30BAaTENIb HE HAaXKall Ha
KHOTIKY «J]a), MOSIBISIETCSl OKHO C COOOIICHUEM O HEyllaue 3aBEPIICHUS TPHIIOKCHUS
(cm. pucynok b.39). B satom cinyuae HeoOxoqumo Haxarh KHONKY «OK», nmocie yero
JOXKIaThCSl 3aBEpIICHUs Mpolecca aBTOMAaTU4yeckoro pasmoHTupoBanus USB-
YCTPOWCTB (MJIM CaMOCTOSITENILHO BBITOJHHUTH TPOIECC MX PAa3MOHTHPOBAHUS, €CITH
OH HE 3amylleH), 3aTeM 3aKpbITh KJINEHTCKOE TNPWIOKEHHE H Iepe3ayCTHTh
MHCTAUATOP KimeHTckoro [10.

¥e1anoeka Knnent USB-ES (x64d) v.1.2.7.3 >

He yaanock 3a6epWNTe paBoTy NPUAOHEHNA, 3aEEPLWINTE
paBoTy NEUACKEHWA BPYHHYD W NEPEIANYCTHUTE NpOrpammy
YCTaHOEKK,

Pucynok b.39 - OkHoO ¢ coo0mieHrem o Heyaade 3aBepieHUs] TPUIIOKEHUS

[Tocme 3amycka ycTaHOBOYHOTO (paityia HEOOXOJUMO O3HAKOMHUTBCS C
JIMIICH3UOHHBIM COTVIallIeHUEM U HaXKaTh KHOTIKY «[IpuHumaro» (cMm. pucyHnok b.40).

B crnenyromem okHE HEOOXOAMMO BBIOpaTh MECTO pas3MelieHus Qaiaon
YCTaHABIMBAEMOT0 MPOTPAMMHOIO oOecreueHus, HaxkaB KHONKY «O030p...», WUiu

Ha)KaTh KHONKY «/lamee» 17 MpomoKeHUsl Mpollecca YCTAaHOBKH (CM. PUCYHOK
b.41).
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7y Yeranoska Kanent USB-ES (x64) v.1.2.7.3: Mane..  — >

~ . MNepea ycranoekon KnvedT USB-ES (x64) v. 1.2.7.3 03HaKOMETE C
"""l MUUEHIMOHHEIM COFMEWEHWEM. ECn Bhl MPMHMMAETE YONOBMA
j COrNALWEHNA ., HEWMUTE KHOMKY TIDMHUMED "

k
Copyright © 2021-2023, 000 «P3K= ~

Bce Npaga Ha nporpamMioe obecnedeHne «nueHT USB-ES» npuHaanewaT
OO0 «P3K =, MporpamMma Monone3yeT avHaMrdeckyo BubnuoTexky Qt
paCNpoCTPaHAEMYHD Ha yonoBuax GMU LESSER. GENERAL PUBLIC LICENSE
version 2,1 (ganee no TexkcTy GMU LGPL v. 2.1). HecaHKLMoHMpOBaHHDE
KOMMPOBaHWE 1 PACMPOCTPAHEHME A3HHOM0 MPOrPaMMHOr D MPoAYKTE MOMET
noBneYb 3a coboll 8AMUHUMCTPETMEHYED MMM YrONOBHYHD OTEBETCTEEHHOCTL.

PaspeWwasTCa MONoE30BaHME NporpaMmHoro obecnedeHmA «nueHT USB-ES»
npi CoBMKAEHAN CREAYHOLLMN YCNOBMIA:

1) None30BaTENs MMEST NPAE0 MCNONBEI0EaTE KOMMKD NPOrPEMMHOrD
nfiErmeYeHUA. NanvdeHHYI oT OO0 «P3K s MK £ro NNenrTARMTENRSA. R

OTMeHa MPHHMMED

W

Pucynok b.40 — JIuiieH3noHHOE COTTIallIeHHe

iy Yeranoeka Knuent USB-ES (x64) v.1.2.7.3: Mank... — b

REC

MporpamMa yoTaHoBKMT KnueHT USB-ES (x64) v. 1.2.7.3 B YKa3aHHy0
["l nanky. Yrofibl YCTaHOBWMTE NPUNOAEHHE B APYTYHD NanKy, HaKMUTE
" kHonky "O630pT M yKamuTE ee. HawmuTe kHonky “Aanee” ans
MPOACITHEHHA,

Manka ycTaHoBeKK

C:\Program Files\RECYJSBES Client] Obzop ...

TpebyeTca Ha aucke: 44, 1 MoaAT
AocTynHo Ha aucke: 19,0 Mant

OTmena < Hazan

Pucynok b.41 — Beibop mecra pa3MelneHus (ailjioB ycTaHaBIMBAEMOUW MPOTPaMMBbI

[Tocne »storo HeoOXonMMO BbIOpaTh KOMIIOHEHTHI —yCTaHaBIMBaeMOU
pOrpaMMbl, YCTAHOBUB WIIM CHSIB COOTBETCTBYIOIIHE TaIKK (CM. pUCYHOK b.42).
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7y Yecranoeka Knnent USB-ES (x64) v.1.2.7.3: Mapa... — h:4

REC

~_ BbibepKTE KOMNOHEHTEI NPOrPaMMEl, KOTOPLIE Bbl XOTHTE YCTEHOBMTE.
i
4 l HaHMMTE KHOMKY “YCTEHOBWTE ", 4ToDE! YCTaHOBMTE NPOrpaMMy.

BeIBEpHTE KOMNOHEHTEI [ Knnent USB-ES]

NPT SRR Sk MO [ Microsoft Visual C++ 2015-2019 Redistribt
Apneik Ha pabouen cTone

TpebyeTca Ha aucke: 44, 1 MbanT

£ >

OTMEHa = Hazan YCTaHoBUTE

Pucynok b.42 — Bei0op KOMIIOHEHT yCTaHABIMBAEMOM MPOTpaMMBbl

[Mporpammusiii maker «Microsoft Visual C++ 2015-2019 Redistributabley
BKJIFOUAeT HAOOp OMOIMOTEK, HEOOXOAMMBIX JJISI PA0OThI KIMEHTCKOTO MPUIIOKECHHUS.
Ecnu manHbIil mporpaMMHBINA TakeT HE ObUT YCTAaHOBIICEH paHEe, COOTBETCTBYIOIIAS
rajika OyJeT yCTaHOBJIEHa aBTOMAaTHYECKU. B 3ToM cilydae B mpoliecce yCTaHOBKH
KIIMCHTCKOTO  TPUJIOKEHUS JODKHO TIOSIBUTHCS OKHO YCTAHOBKHM  JTAHHOTO
POTPaAMMHOTO akeTa (cM. pucyHok b.43).

j@ Mporpamma yeraneekw Microsoft Visual C++ 2015-2019 R, — X

Microsoft Visual C++ 2015-2019
Redistributable (x64) - 14.24.28127

NameHeHmne YCTaHOBKW

Wenpasnts ¥aannte 3aKpeITh

Pucynok b.43 — [Iporpamma ycranoBku Microsoft Visual C++

[To 3aBepIIeHUI0 YCTAHOBKHY JTAHHOTO MTPOTPAMMHOTO MMaKeTa HAKMUTE KHOTIKY
«3aKpbITh» B MOSBUBIIEMCS OKHE (CM. puCyHOK b.44).
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R
| Microsoft Visual C++ 2015-2019
Redistributable (x64) - 14.24.28127

YcraHoBKa yCnewHo 2aeeplleHa

Pucynok b.44 — 3asepmenne ycranoBku Microsoft Visual C++

Jlamee  HEOOXOAMMO  JOXKIAThCS — 3aBEPIICHHS  MpoIecca  yCTaHOBKHU
KIIUEHTCKOTO TPHJIOKEHUS W Ha)KaTh KHOMKY «3aKpHITh» B MPABOM HUKHEM YIITY
dbopmel (cM. pucyHok b.45).

0y Ycranoska Knwent USB-ES (x64) v.1.2.7.3: Onep...  —

REC

e [aToso
> |

OeTtanu...

OTMEHS < Hazan 3aKpbiTh

Pucynok b.45 — 3aBepiienue nporecca yCTaHOBKH KJIUEHTCKOTO MPUJIOKEHUS

Ecnm B mporecce yCTaHOBKH KIUEHTCKOTO TIPHIIOKEHHUS TIOSBUTCS OKHO C
omuOkoir «HeBO3MOKHO OTKpBITH (ain mas 3amucu» (cMm. pucyHok b.46), arto
CBUJIETEIBCTBYET O TOM, YTO Ha JaHHOM KOMIIBIOTEpE TMOCe Hadaja TMpolecca
YCTAHOBKM OBIT 3amyIIeH S3K3EeMIUIIP KIMEHTCKOTo mpuiiokeHus. HeobOxomumo
3aKPBITh KIIMEHTCKOE MPHIIOKEHHE, MTOCTIE 3TOTO HaXKaTh KHOMKY «I1oBTOPY.
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0 Yeranoeka Kanent USB-ES (x64) v.1.2.7.3

Hego3smMomHO OTKPBITE haia 4na Sanuou:
“C\Program Files\REC\WUSBES Client\binyCt5Core.dll”
‘MpepeaTe”: 0CTAHOBWTE YCTAHOEKY,
‘MoeTop”™: NOETOPWUTE MNONBITKY:
“Mponyck™: NponycTUTE 3TO JEWCTEME,

NoeTop MponycruTe

Pucynok b.46 — Ommbka oTkpbITHs daiiia 1 3arnucu

Bb.3.2 3anyck npuioxkenus. [l1aBHOE OKHO PUJIOKEHUS

KnuenTckoe mpuiiokeHHe MOXKHO 3aITyCTHTh C MTOMOIIBIO ABOWHOTO KJIMKa Ha
ero sipmeike (cMm. pucyHok b.47), Haxomsmiemcs Ha pabodeM croiie (€CiaH OTIHS
CO3JaHMsI PIIbIKA ObLTa BEIOpaHa B TIPOIIECCE YCTAHOBKH, CM. pUCYHOK b.42), a Takke
HakaB Ha sApibIK npuiokenus: «llyck» - «kRECy» - «Kmment USBESy (cM. pucyHOK
b.48). [1pu 3TOM OTKpBIBa€TCS TIIABHOE OKHO MPHUIIOKEHUS (CM. pUCYHOK 49).

USEES (x64)

Pucynok b.47 — Spnblk KIMEHTCKOTO MPUIIOKEHUS Ha paboyeM CTojie

R
B rec
o®  Knnent USB-ES (x64)

‘d' ¥pnanute knuedt USB-E5S (obd)

Pucynok b.48 — Slpnbiku KIMEHTCKOTO IPHIIOKEeHHs B MeHIO «ITyck»
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|5 000 «P3Ke. Knnenr Use-ES. 12.7.3x64 [N_ 1) a - o X
Mogkniouenwe  Hactpodkn  USE-mopter Bug  Momowe
2SO N
g [ »'v;‘ =) 5
LoCTyNHElE YCTPORCTBE: e #
Mopr HaumeHoeanue Mpowzeogutens YcTpoiicTeo *
91
O 2 dnewka s:} Transcend Information, Inc. JetFlash
03 TOKEH Q‘ Alktiv Guardant Stealth 3 Sign/Time
O 4 dnewka Q) Transcend Information, Inc. letFlash
O 5 TOKEH 33aHAT C @no @ Aktiv Guardant Stealth 3 Sign/Time
Os6 TokeH Byxrantepa b Alctiv Rutoken lite
@7 neLka aamMuHa {3 Kingston Technolegy DataTraveler G3
(K]
99
10
O n
O 1
013
O 14
0 15 v
@ MoarmodeHo: 6 | CvoHTwpoBaHo: 3 | Owwmbka: O
KypHan coBemui N\,
Bpemn CooBuwenne
15.12.2023 13:37:21.958 @ Yarpoiicteo "dnewa () (Transcend Information, Inc. : JetFlash)" na nopry 4 cmonTiposato.
15.12.2023 13:37:46.716 (7] MoHTnpoBaHKe ycTporicTea “Toker Byxrantepa «h(Aktiv: Rutoken lite)” Ha nopTy § no komaHae Nonk30BaTENA..
13.12.2023 13:37:47.849 & Buinonwmerca MOHTWPOBAHWE YCTPOIRCTE] "TokeH Gyxrantepa i (Aktiv : Rutoken lite)” Ha nopry 6...
15.12.2023 13:37:49.069 @ Yorpoiicteo "Token ByxranTepa o (Aktiv : Rutoken lite)" na nopty 6 cmonTuposaHo. v
¥poBEHb BEHOCTI CO0DWEHMI: ﬁ WHbopMaLwoHHBIE coobuwEHA @ ~ | OtobpawaeTca (Brero) sanmcei xypHana: 53 (265)
@ () MNonesosarens "userl-2" asTopusoBaH Ha cepsepe 192.168.10.197: 5050

Pucynok b.49 — I'maBHOE OKHO KJIMEHTCKOTO TIPHUIIOKEHUS

B naHHOM OKHE pacnoaoKeHbI:

1 — 3arosoBOK OKHa, COAEpKAIIMK HaMMEHOBAHHUE KOMIAHUU-pPa3pabOTUMKA
npudopa, HaMMEHOBAHUE, HOMEP BEPCUH U PA3PSATHOCTh MPHUIIOKEHUS.

2 — CranpapTHbIE DSJEMEHTHI YMPABIEHUS, IMO3BOJSIONIME CBEPHYTH OKHO
MIPOTPaMMBbl, Pa3BEPHYTh HA BECh IKPAH WJIU 3aKPHITh.

3 — ['maBHOE MEHIO MPUITOKEHUS.

4 — Tlanenp ympaBieHUS C KHOMKAMH JJi OBICTPOTO BBI30Ba (PYHKITUIA:
«lTonkntounthcst K cepBepy», «OTKIIOUUTBCS OT CEPBEpPa», BBI3BATH OKHO
«HacTtpotiiku mpunoxxenus», Bei3BaTh 0kHO «Hactpoitku USB-nopTay, BbI3BaTh OKHO
«O mporpamme», «BbIxom».

5 — Tabnuua «JlocTynHble yCTpOCTBay.

6 — Unnukarop konmnuectBa USB-yCcTpoiiCTB — MOAKITIOYEHHBIX K KIHEHTCKOMY
[1O, cMOHTHpPOBAaHHBIX Ha JAHHOM KOMIIBIOTEpE (llajiee MO TEKCTY - KIMEHTCKHIA
KOMITBIOTEP), & TAK)KE YCTPOUCTB, AJIs1 KOTOPBIX MPOU30IILIA OMIHOKA.

7 — Tabmuua <«OKypHan coObITHIY», oOTOOpaxkaromass BCE€ COOBITHS,
MIPOUCXOASAIINE C MPUIOKEHUEM — 3arpy3Ka HaCTPOEK, YCTAHOBJIEHUE COEAUHEHUS C
cepBEpPOM, MOHTHpOBaHUE U pasMoHTHpoBaHue USB-ycTpoiicTB, moigyueHne Crmcka

YCTPOWCTB C CEpBEPA U T.1I.
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8 — MeHo «YpoBeHb BAXKHOCTH COOOIIECHUI - PuiabTp aiist Tadauisl «OKypHam
COOBITHIT»,  3aJaloONIMii  YPOBEHb  JeTajau3anmuud  coObITHid  (OTJIaJ0YHEIC,
WH(POPMALMOHHBIC, TIPEAYIPEKICHUS, OIIMOKHU, COOOIIECHHS TPACCUPOBKH).

9 — Munukarop cocTosiHus nojakiodeHust kK CepBepy yCTPOMCTB, CoAepKaIIuii
rpaduyeckuii >eMeHT (3eJeHbIi — noakIoueH K CepBepy, KENThld — MPOUCXOAUT
npouecc noucka CepBepa WIM TOAKIIOYCHHS K HEMY, CEpblii — OTKIIOYEH OT
CepBepa, KpacHbIi — OmMOKa) U TEKCTOBBIC DJIEMEHTHI — COCTOSIHUE TOIAKITFOYCHUS
(«ABropuzoBan Ha cepBepe», «lloakmioueHue K  cepBepy», «OTKIIOUCHY,
«Ommbkay), IP- aapec (mmm cereBoe umss MDNS) u mopt Cepsepa (mopt cepsepa
KJINCHTOB).

10 — KHoOmnkM OTKpeIuIeHHs] W 3aKpbITUsA TaHenu ¢ Tabnuuen <« OKyphHan
coObITuity. [Ipu HaXkaTHK Ha IEPBYIO KHOIKY MMaHENb OTKPEIISETCS U 0TOOpaskaeTcs
B BHJIC OTJICJIIHOTO OKHA (IIpU TBOWHOM KIIMKE Ha 3aroJIOBOK JIAHHOTO OTIEILHOTO
OKHa OHO 3aKphiBaeTcs, a Tabmuima «KypHan coOBITHID» CHOBA OTOOpakaeTcs B BUJIE
MaHeN B COCTaBe TNIABHOTO OKHA NpuiiokeHus). [Ipy HakaTMM Ha BTOPYIO KHOIKY
MaHENb 3aKPHIBACTCSI.

b.3.3 HacTpoiiku npusioxxeHus

Oxno «Hacrtpoitku npunoxkenus» (cMm. pucyHok b.50) Bbe3biBaeTcs myTéM
Ha)kaTus Ha KHONKY «HacTpoliku npuiioxxeHus» B MaHENN YIPAaBICHHUS, a TaKKe HpH
BbIOOpE oniuK «HacTpoiiku mpriiokKeHusD B INTABHOM MEHIO MPUIIOKEHUSI.

B okne «HacTpoiiku npuitoKeHus» pa3MelaroTCs JIEMEHTHI:

1) I'pynma snemenToB «IlapamMeTpbl MOAKITIOUCHUS, CIYXKAIIUX IS 3aaHHs
CETEeBBIX HACTPOEK MOJKIIOUCHHS TpuioxkeHus Kk CepBepy YCTpPOMCTB, a Takxke
oOecrneyeHus: CTaOMIbHOCTH CBSI3U.

1.1) Tlons «Anpec cepepa», «Ilopt cepBepa ycrporicte» u «IlopT cepsepa
KJIMEHTOBY» - Juisd BBoja IP-aapeca (uimm cereBoro umern MDNS) u mopToB npubdopa,
BBIJICJIEHHBIE CEPBEPY YCTPOUCTB CUCTEMHBIM aIMUHUCTPATOPOM MPH €r0 HACTPOIKe
(cm. mynktel b.2.5, B.2.7).

1.2) Tlone «VHTepBan NPOBEPKH COCIUHECHHS» I 3aJaHUs HHTEpBaia
BPEMEHU MEPUOIUUECKON OTIpaBKu npuiiokeHneM CepBepy CHElMalIbHOTO 3ampoca
MIPOBEPKH COCTUHEHUSI.

1.3) ITone «TaiimayT coeAMHEHUs» IJIA 3aJlaHHs] BPEMEHHU OXKHJIAHUSI OTBETA OT
CepBepa Ha m000¥# 3ampoc npuiaoxkeHus. Eciu B Te4eHne 3TOro BPEMEHU OTBET OT
Cepgepa He OyaeT MmoJy4YeH, POUCXOIUT Pa3pPhIB CBI3H.

1.4) Tone «MHTepBan MepenoaKIOUCHUsD IS 3aJaHNs MHTEpPBaJla BPEMEHH,
M0 MCTEUCHHIO KOTOPOTO TMPHUJIOKEHHE IMBITaeTCs MepenoakounThes Kk Ceppepy
1ocjie BOBHUKHOBEHMS TailMayTa coeAuHeHUs (pa3pbiBa CBsI3M). Takke €Ciu MocCie
3almycka NPWIOKEHUs eMy cpa3y He yaainoch noakitouutbess k Ceppepy (Cepsep
HEJOCTYTIEH), OHO COBEPIIACT CJICAYIONIYIO IMOIBITKY MOJKIIOUCHHUS MO0 UCTCUCHUIO
MPOMEXKYTKA BPEMEHH, PABHOTO MHTEPBATY MEPENOIKIIOUCHHUS.

1.5) Ilepeximouarens «ABTOMAaTHYECKH MEPENOJKIIOUATHECS K CEpBEPY IMOCIIE
OTKJIIOYEHUSD», KOTOPBIM MO3BOJISIET BKIIOYUTH WM BBIKIIIOUYUTH aJITOPUTM MEepexoa K
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¥y Hactpoibikm npunosenna *

MapaMeTpel NoAKMKDYEHHA:

Anpec cepsepa: 192, 168.10.197 |
MopT CEpPEEPa YCTPOICTE: | 5070 = |
MopT cepeepa KNMeHTOB: | 5090 > |
WHTepEan NpoBEpKK COeAMHEHKMA! | S5c > |
TalMayT coenMHEHMA: | 15¢ = |
MHTEpBaNn NepenogKAHEHMA: | 20 ¢ = |

ABTOMaTHYECKH NEPENOAKNKDHEATECA K CEPEEDY NOCNE OTKAKYEHHMA

MoAKMOYETEEA K CEPEEDY NMPH 3EMYCKE NporpaMMel

MNapaMeTpel AOCTYNE K CEpEEpY:

Narud: |user 1-2] |

Maponk: |""- |

MNapaMeTpel MOHTMPOBAHWA YCTPOWCTE:
[] AsTomMaTi4enm NepeEMoHTUPOBATE YCTPOMCTEE MOCE HEWTATHOND PasPLIEa COEAMHEHMA

':'FFIElHH‘-IHTb KONMHECTED NONBITOK NEPEMOHTHMPOBaHHMA: 3

on
(]

4k

WMHTEpEaN NEpEMOHTHMDOBaHMA:

KoHGMAEHUMANEHOCTE:

Maponk AOCTYNE K MPANOHEHMHD:

] 3anpalumBaTs napons NpM AOCTYNE K NPUAGKEHAID
[] 3anpawmBaTe napons NpM DOCTYNE K HACTPOHKEM MpMIOAEHMSA

|:| 3anpaWMBaTE NEP0NE NPK AeRCTBWMAX C LISE-nopTamu

LononHUTENEHEIE NEPEAMETDEL

[ ] 3anycKaTs NpMNoMeHe NpuM CTApTE CHCTEMGI

CEOPEYMESTE NPMADHEHWE B TPEA NP 3SKPEITHMIA OCHOEHOMD DKHE

Mo yMOMYEHHED OTMeHa

Pucynok b.50 — Oxno «HacTpoiiky NpuiioKeHUs»

cleyIoLel NonbITKe MoAKIIoueHus: K CepBepy Mocie MoTEPH CBSI3U.

1.6) Ilepexmtouatens «Ilogkirouarbest K cepBepy HpPHU 3aMyCKE MPOrPAMMBD),
KOTOPBIM TMO3BOJIIET BKIIOUUTh WJIM BBIKJIIOUUTH AJITOPUTM MEpexoja K MepBOU
MONBITKE NMoAKIIoueHus K CepBepy cpasy MmocJe 3ammycKa IpUIoKeHUsI.

2) I'pynna snementoB «IlapameTpsl gocTyma K cepBepy», Clyxamas s
obecrieueHus1 BO3MOXKHOCTH aBTOPHU3AIMK KJIMEHTCKOTO TpuiiokeHus Ha Cepsepe ¢

65



Cepeep ycmpoiicme USB-ES. Pykosoocmeo no sxennyamayuu

MOMOIIIbIO YYETHOM 3allMCH MOJIb30BaTeNs (CM. MyHKT b.2.4).

2.1) Tlone «Jlorun» A 3aaHus JOTUHA YYETHOW 3alMCH TSI TIOAKITIOUEHUS
npuioxenus k Cepaepy.

2.2) Ilone «Ilaponw» 11t 3amanust TApPOJIs YUETHOW 3aMKCH IS TTOAKITIOUCHUS
npuioxenus k Cepaepy.

3) I'pynma snemenToB «llapaMeTpbl MOHTHPOBAHHS YCTPONCTBY», CITy)KaIIUX
JUI HaCTPOWKH MapaMeTpoB, UCTOIb3yeMbIX Mpu MOHTHpoBaHUU USB-ycTpoiicTB k
KJIIMEHTCKOMY KoMmrbtoTepy. IIpu aTom B okHe «HacTpoilku mpuiIoXKeHusD» Mg BCEX
(moctymHbIX i1 yu€THOM 3ammcu  monb3oBatens) USB-moproB  Cepsepa
Ha3HAYAIOTCs I100aIbHbIe 3HAUCHUS JJAHHBIX MTapaMeTPOB.

3.1) Ilepexnrouarens «ABTOMATHYECKH MEPEMOHTHPOBATH YCTPOMCTBA MOCIE
HELITAaTHOTO pa3pblBa COEAUHEHHUS», NPU AKTUBALMM KOTOPOTO MPHIIOKEHUE
MBITAETCS  CaMOCTOSITENIbBHO  cMOHTUpoBarh  USB-ycTpoiictTBO B ciiydae
BO3HMKHOBEHUS pa3pbiBa coequHeHus ¢ CepBepom.

3.2) [Ilepexmrouarens «OTrpaHUYUTH KOJIWYECTBO TMOMBITOK TEPEMOHTHU-
pOBaHUS», MPU AaKTUBALHUKU KOTOPOrO KOJUYECTBO MOIMBITOK IMEPEMOHTHUPOBAHUS
orpannumuBaetcs (cMm. m. 3.3). Ecim gaHHbBIN nepekiTtodarenb BBIKIIOYECH, MOMBITKA
MIEPEMOHTHPOBAHUSL OCYILIECTBISIOTCS [0 TEX IMOp, IMOKa CBS3b MPUIIOKEHUS C
CepBepoM HE BOCCTAaHOBUTCH.

33) Ilome gma  ommum  «OrpaHUYUTh  KOJMYECTBO  TOMBITOK
MIEPEMOHTUPOBAHUS [IJIS 3aaHUSI KOJIMYECTBA MOIBITOK TEPEMOHTUPOBAHUS.

3.4) Tlome «MHTepBas NEPEeMOHTUPOBAHUS) I 3aJaHUS TAy3bl MEXIY
MONBITKAMH IEPEMOHTUPOBAHUS.

4) Tpymma siemMeHTOB «KOHOHIECHIIMATLHOCTEY), Cy)Kamas IS CO3IaHus
BO3MO)XHOCTH OI'PaHWYEHUSI HECAHKLIMOHUPOBAHHOIO JOCTYIA K MPUIOKEHHUIO, €TI0
HACTpOMKaM, HECAHKIIMOHUPOBAHHOTO MOHTHUPOBaHHS W pasMmoHTupoBaHus USB-
YCTPOMCTB.

4.1) Tlone «Ilaponb qocTyna K MPHIOKCHHUIO» JUTS 3aJaHUS Mapojs, KOTOPBIH
MOJIb30BATENb JOJKEH BBOAMTH IPH 3aMyCKE TMPUIIOKEHUS, NEPEXOJE B OKHO
«HacTpoiiku mnpunoxenusi», nepexoge B OkHO «Hactpoilku mnopra», MONBITKax
BBINIOJIHEHUA  KoMaHd  «CMOHTHpOBaTh  yCTpOHMCTBO» H  «Pa3mMoHTHpOBaThH
YCTPOUCTBOY.

4.2) Tlepexmouarens «3ampamvBaTh Mapoib MPHU JOCTYNE K MPUIOKESHUIO)
JUTSL  BKJTFOUCHMSI/BBIKITIOYCHHS TIOSIBJICHUSI OKHA 3ampoca TMapojisi TP  3aIryckKe
MPWIOKEHHSI M BbI30Be ommuu «OTOOpa3uTh KIMEHT» W3 MEHIO 3Hauyka B o0iacTu
yBemoMieHHH (cM. TyHKT b.3.6).

4.3) Ilepexmtouarens «3ampamvBarh Mapoidb MPH JOCTyNEe K HACTpOWKaM
MIPWIOKESHHS JIJTs1 BKITIOYCHUS/BBIKITFOUCHUS TTOSBJICHUST OKHA 3amrpoca MapoJisi mepes
OTKpBITHEM OKHa «HacTpOoWKy MpUIIOKEHUS.

4.4) Ilepekitouarenpb «3anpaminBarb napoib npu aeictusax ¢ USB-nmopramm»
JUTSI BKJIFOUCHUS/BBIKJIIOUEHUS TIOSIBJICHHMSI OKHA 3ampoca Hapoisl Mpu JEHCTBUSIX C
USB-ycrtpolictBamu («CMOHTHpOBATh YCTPOMCTBOY, «Pa3MoHTHpOBATH
YCTPOMCTBO»), a TAKXKE MEpesl OTKphITHUEM OKHa «HacTpoiiku mopray.

5) I'pynma 35eMeHTOB «JlOTOITHUTEIIBHBIC TapaMeTPhI».
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5.1) Ilepexmtouarenb «3amyckaTh MPHIOKEHUE TPU CTAPTE CUCTEMBI», IMPH
AKTUBALIMM KOTOPOTO MPUJIOKEHUE 3AIyCKAETCSI TIOCIIE BKIIIOUEHHSI HIIH MTepe3arpy3Ku
KJINEHTCKOT'O KOMITBIOTEPA.

5.2) Ilepexmrouyarens «CBOpayMBaTh MPHUIOKEHUE B TpPEH MpH 3aKPBITUH
OCHOBHOIO OKHa». EciM JaHHBIN Nepekiovarenb aKTUBUPOBAH, NPU Ha)KaTUU HA
KHOIIKY 3aKpBITHS MPUIIOKEHUE CBOPAYMBAETCS B 00JIACTh YBEIOMIIEHUH, OCTABasICh B
paboueM pexxume. Eciam naHHBIN nepexioyarenh He aKTUBUPOBAH, IPH HAXaTUW Ha
KHOIIKY 3aKpBITHSl MPOUCXOAUT 3aKpbiThE NpuioxkeHusa. lIpu stom, eciu B 3TOT
MOMEHT C MOMOIIBI0 KIIMEHTCKOTO MPUJIOKEHUS CMOHTUPOBAHO XOTs Okl ogHo USB-
YCTPOMCTBO, TMOSIBISETCS OKHO C MPEIJIOKEHHEM O Pa3MOHTUPOBAHHHM BCEX
CMOHTHPOBAHHBIX YCTPOUCTB (cM. pucyHOK b.38), nmpumnoxeHue MoKeT ObITh 3aKPBITO
TOJIBKO IOCJIE OKOHYAHUS MPOIECcCca pa3MOHTUPOBAHUS.

6) Kuomka «[lo ymonmuaHwro» Juiss 3aJaHus 3HAYCHHUHA IapaMeTpOB TIO
YMOJYaHHUIO.

b.3.4 Iloakiarouenune npuiio:kenus k Cepsepy yCTpoicTB

B pamkax paOoTbl KIHMEHTCKOTO MPUIOKEHHUS OHO pEau3yeT alrOpUTMBbI
noakiroueHuss K CepBepy YCTPOMCTB W OTKIOYEHUS OT Hero. llapamerpsr
BBITIOJTHEHUS aJTOPUTMOB MOAKIIOUEHUS, OTKIIOUEHUS, IEPETOJKIIOUCHUS 3a/1al0TCS
B HacTpoiKax npuioxeHus (cM. myHKT b.3.3).

Ecnu npunoxenue otkioueHo oT CepBepa M HE COBEPIIACT MOIMBITKU
MOJIKJIFOUEHUSI, WHIAUKATOpP CcoCTosiHUsA monkioueHus k Cepsepy (dmeMeHT 9 Ha
pucynke b.49) oro6pakaeTcs B BUE Kpy>KKa ceporo 1BeTa 1 Haanucu « OTKITFOUCH.

[logaya xkomaHABl Ha MOAKIIOYEHHE TNpUilokeHUsT Kk CepBepy pealn3yercs
nMyTéM HaXkaTHs TOJib30BaTeraeM Ha KHOMKY «llogkimrounuthes K cepBepy» (MepBbId
aJIeMeHT B rpyimne 4 Ha pucyHke b.49) unu Ha COOTBETCTBYIOIIYIO OMIMIO B TJITaBHOM
MEHIO NPUIIOKEHUS.

Ecnu npunoxxeHnue npou3BOUT MOMBITKY MOAKI0YeHUs K CepBepy, MHIUKATOP
coctosiHus noakitoueHus Kk Cepsepy (anemeHT 9 Ha pucyHke b.49) otobpaxkaercs B
BUJIE KpYy’KKa >kE€NTOoro npeta 1 Haanucu «llonkmroueHue k cepBepy» ¢ ykazanuem |P-
anpeca (nmm cereBoro umeHu MDNS) u mopra Cepsepa (mopra cepBepa KIMSHTOB).

Ecnu coenunenne ¢ CepBepoM NOTEPSIHO WJIM TMOMNBITKA TOJIKIIOUYEHHUS K
CepBepy He yaanach, MHIUKATOP COCTOSIHUS NojkItoueHust K CepBepy (31eMeHT 9 Ha
pucynke b.49) oroOpaxaeTcsi B BUie Kpy>KKa KpacHOTO 11BeTa U Haamucu « OmuoKay.

Ecniu npunoxenne mnogkmoueHo K CepBepy, HWHIUKATOpP COCTOSIHHS
noakmodeHuss k Cepsepy (onmement 9 Ha pucynke b.49) oroOpaxaercs B Buie
KpyKKa 3€JEHOTO I[BETa M HAJNHCU «ABTOpPHU30BaH Ha cepBepe» C ykazanuem IP-
anpeca (mm cereBoro umenu MDNS) u mopra Cepsepa (mopra cepBepa KIMCHTOB).

[lomaua komaHABl Ha OTKJIIOYEHHE HpuiiokeHuss oT CepBepa peanusyercs
MyTEM Ha)KaTusl MOJIb30BaTEleM Ha KHOMKY «OTKIIOYUTBCS OT cepBepa» (BTOpoOii
AJIeMEHT B rpyirne 4 Ha pucyHke b.49) unm Ha COOTBETCTBYIOIIYIO OMIIMIO B TJITaBHOM
MEHIO NPUIIOKEHUS.
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[Ipunoxenune nepuonnuecku otnpasisieT CepBepy CHEUATIbHBIE 3aIPOCHI
IIPOBEPKHU COEAUHEHUS C MHTEPBAIIOM MEXKIY 3alPOCAMH, 33JaBAEMBIM C IIOMOLIBIO
nonst « MHTepBan npoBepku coequHeHUs» (cM. MyHKT b.3.3).

[To ucrteuenuto BpemeHu oxugaHusi orBeta oT CepBepa Ha 000N 3ampoc
MIPUIIOKEHHS TPOUCXOAUT COOBITHE pa3phiBa CBA3M MpuiiokeHus ¢ Cepsepom. Bpemst
oxxkunanus 3amaercs B mnosie «Taiimayt coeguHenus’» (cM. nyHKT b.3.3) u
OTCUHTBHIBAETCS C MOMEHTA IOJIYYEHHS MPUIOKEHUEM OTBETA HA 3alpOC WA WHOTO
coobmenuss or Cepsepa. Ilocie coObITHsI pa3pbiBa CBSI3U MPUIOKEHUE MHITACTCS
nepenoakIounThcss K CepBepy MO HCTEUYEHHH BPEMEHH, 3aJaBacMOro B IIOJIE
«nTepBan nepenoakiatoueHus». [Ipu 3ToM, eciin NepeKIoYaTenb « ABTOMaTHYECKU
NEPENONKIIOYAThC K CEPBEPY TMOCIE OTKIIOYEHHUS»  BBIKIIOUEH, MOIMBITKH
nepenoakitoueHus: K CepBepy HE BBITOIHSIOTCS.

[Ipu 3amycke NpUiIOkKEHUs mpouecc NnoakiIroueHus Kk CepBepy BBIINOIHIETCS,
€ClIi B HACTPOMKax IPUIOKEHUs BKIIOUEH mepekntodarens «llogkimrouarees K
cepBepy IpH 3ammycke mporpaMmbl» (cM. yHKT b.3). IIpu 3ToM, €ciu mpuiIoKEHUIO
He ynanochk noaximounThest K Cepeepy (Hanpumep, CepBep HETOCTYIEH MM 3a]1aHbI
HeBepHble 3HaueHus «Jlorun» u «llaponas» nns y4€THOW 3amMCH TOJIb30BATENS),
CIENyIOIIas TMOMbBITKA TMOJIKIIOYEHUS BBIINOIHACTCS II0 HCTEYEHUH IIPOMEXKYTKA
BPEMEHH, 3a1aBacMoro B mose «lMHTepBan INMEpEnoAKIIOYEHUD», HO TOJIBKO €CIU
BKJIIOYEH MEPEKIIOYATeNlb «ABTOMATHYECKA NEPENOJAKIIOYATECS K CEpBEpPYy IOCIe
OTKJIIOYCHUSY.

b.3.5 PaGora npuiioxenus ¢ USB-nopramu u USB-ycTpoiictBamn

B pamkax pa®oThl MPUIIOKEHUS OHO peaTu3yeT anropuTmbl pabotel ¢ USB-
nopramu CepBepa yCTPOMCTB, K KOTOPbIM €My MPEAOCTABIECH JOCTYI C MOMOILBIO
HACTPOCK YUYETHOM 3amucy nojb3oBatesis (cM. myHKT b.2.4), u ¢ USB-yctpoiicTBamu,
KOTOpbI€ HEMOCPEICTBEHHO (ammaparHo) MoakIo4deHsl K gaHHbM USB-mopram u
JOCTYT K HUM pa3pelieH (cM. myHKT b.2.2).

b.3.5.1 Oroopaxenue USB-noproB u USB-ycTpoiicTB B npujioxkeHun

st oroopakenuss USB-mmoptoB 1 USB-yctpoiictB B Tabmuie «JloctymHbie
YCTPOWCTBA» B IIABHOM OKHE (21IeMeHT 5 pucyHka b.49) npuiiokeHne MpUHUMAET OT
Cepsepa:

- nHGOpPMAILIMIO O JOCTYIHBIX (pa3pelnieHHbIX) moyib3oBarento USB-moprax, k
KOTOPBIM He ToaktodeHsl USB-ycTpoiicTsa,;

- uHGOpMALMIO O JOCTYNHBIX (pa3pelieHHbIX) i1 MCHOJIb30BaHUA Ha
KIIMEHTCKUX KoMmmbioTepax USB-ycTpoiicTBax, HEMOCPEACTBEHHO (armaparHo)
MOJKJIFOYEHHBIX K JIOCTYNHBIM (pa3pelieHHbiM) Tnoib3oBarento  USB-nopram
Cepsepa.

Kaxnomy  nmocrymHoMy — (paspemieHHoMy) — mosib3oBatento  USB-moprty
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COOTBETCTBYET OT/IeJIbHAs CTPOKa TaOIuLbl «/{oCTynHbIE yCTPONCTBAY.
[Tapamerpet u cocrosuus USB-yctpoiicte B Tabmune «/locTymHbie
YCTPOKCTBa» OTOOPaXAKTCS B MOJISAX COOTBETCTBYIOIIMX UM CTPOK.
B none «ITopt» oToOpaxaetcs:
- TpaduyecKuil MHIWKATOP, KOTOPBIM OKPAIIMBAETCS B TOT HJIM MHOM LIBET B
3aBHCHUMOCTH OT coOCTosHUA mnoakiatoueHuss USB-ycTpoiicTBa K KIHMEHTCKOMY
KOMIIBIOTEPY (CM. HIXKE);
- Homep USB-nopra Ha Cepsepe.
B momax  «Haumenomanwme», «lIpomsBomurens» u  «YCTPOUCTBO»
0TOOpaXkaroTcs TEKCTOBBIE CTPOKH, MepeaBaeMble U3 06a3bl JaHHbIX CepBepa: B Mmosje
«HaumeHoBaHue» - CTpoka, 3ajaBaecMmas aaMuHuctparopom Ceppepa (CM. MyHKT
b.2.2), B ipyrux mossx - CTpOKH, 3aj1aBacMble npouspoautesieM USB-ycTpoiicTsa.
Eciu USB-mopT HacTpoeH Kak HENOCTYNHBIA (HE pa3pemiéH) i y4E€THON
3aMKMCH MOJIb30BaTEINs, UCIOIb3YEMOW B MPHIIOKEHUH, CTPOKA IS TAaHHOTO MOpPTa B
Tabnuie «JloCTymHbIe yCTPOICTBAY) OTCYTCTBYET.
Ecmm USB-mopTt HacTpoeH Kak MOCTYMHBIN (pa3peni€H) sl yIETHON 3amucu
IIOJIB30BaTENsA, CO3MaHHOW B HacTporkax CepBepa, NHOBEACHUE I DJIEMEHTOB
COOTBETCTBYIOLEH CTPOKH TaONHIbI «JOCTymHbIE YCTPONCTBa» OyIeT ClenyoluM
(cMm. Tabmuy b.4):
- ecin Ha USB-mopr He momano mnwurtanme, wHAukatop B mone «llopt»
oroOpakaeTcss B BHUJE KpPYXKKa CEpOro IBETa, OCTaJbHbIC MOJIA JAHHOW CTPOKHU -
IIyCTBIE;
- ecau Ha USB-nopt nogano nutanue, Ho USB-ycTpoiicTBO HE MOAKIIOUEHO
HETMOCPeNCTBeHHO (ammapaTHo) K nanHomy USB-mopty, uanukarop B moie «Ilopt»
oTtoOpa)kaeTcsi TakKe B BUJE KPY)KKa CEpOTro I[BETa, OCTAIBHBIE MOJISI TaHHON CTPOKU
- ITyCTBHIE;
- ectu Ha USB-mopr momano mwmranume, USB-ycTpoilcTBO MOAKIIOYEHO
HEMOCPEACTBEHHO (ammaparHo) K qanHoMmy USB-mopTy, HO K HeMy 3ampeniéH 0CTyTI
(cm. myHkT B.2.2), unaukarop B none «Ilopt» oroOpakaeTcs B BHAE KPYXKKa CEpOTo
1[BETA, OCTAJIbHBIC MOJIS JTAHHOW CTPOKHU - MYCTHIE;
- ectm Ha USB-mopr momano mnwurtanue, USB-ycTpoiicTBO MOAKIIIOYEHO
HEMOCPEACTBeHHO (ammaparHo) kK ganHomy USB-mopty u k Hemy paspeméH noctym,
B noisix «HammenoBanuey», «llpomsBoautens» u «YCTPOWCTBO» COHAEPKUTCS
uHpopMmanus, nepeaaBaemas U3 6a3pl JaHHbIX CepBepa, nHaMKarop B nojie «Ilopt»
O0TOOpaXKaeTCs:
® B BUJE KpYXKa 3eJIEHOro IBeTa JJisi CBOOOAHOrO (HE CMOHTHPOBAHHOTO HU
Ha OJTHOM KJIMEHTCKOM KoMmribioTepe) USB-ycTpoiicTBa;

® B BHUJE KpyXKa cuHero 1sera s USB-yctpoiicTBa, CMOHTHPOBAaHHOTO Ha
JTAHHOM KJIMEHTCKOM KOMITbIOTEPE;

® B BUJE KpYXKa IMypirypHoro 1Beta 1 USB-ycTpoiicTBa, CMOHTUPOBAaHHOTO
Ha JPYyroM KJIIMEHTCKOM KOMIIBIOTEpE.

B mporecce moakiarouenus (MoHtupoBanusi) USB-yctpoiicTBa K JaHHOMY
KOMITBIOTEPY (@ TakkKe K IPyroMmy) ¥ OTKJIFOUYCHHS (Pa3MOHTUPOBAHHUS) WHIUKATOD B
nosie «I1opT» MOXkeT BpEMEHHO OKPAIIUBATHCS B JKEITHIM U CEPBIN LBETA.
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Tabmuma b.4 — Tabnuua MCTUHHOCTU AJISE OTOOPAaKEHHUS COACPKHMOIO 3JIEMEHTOB
ctpoku USB-nopra B Tabnuiie «JlocTymnHbie yCTpOHCTBaY

USB-nopt goctyneH (pa3pemiés) s y4ETHOM
= 3aMKCH MOJIb30BATEIS
=
Jag > USB-ycTpoiicTBO HEMMOCPEICTBEHHO
5 = | o S 2 | (anmaparno) noaxirodeHo k USB-mopry
QE) o o FH 1 Ha USB-nopT nojgano nuTaHue
o x| o0 K
32| £EQE
o “é’ % < 9 Hoctyn x USB-ycTpoiicTBy
= < 2 &
Z e &8 & m paspeueH
0 = = o B =
E2| 220 | Q
2| 222 8
o g Q g - 5 = s o s S
SZ|EE5|2% |8, 828 85
TE| o8 2 | = 2 2 = O = 5
g 9| = 7|09 O I o 2 E|l 0o 2%
T I 3 g 0 = == S| R I Q| = £ OF
= = T M =] = < <
0| v | 23 S 2ol 8ag gafg
AR 2 = 8z 2 &5 E|l &8 =
2 = = SHE 5232 5&¢8
5 T E = CSEl 258 25¢=
m m s = > g =S| 2 EE| B S
2] n %‘ = ) N A S| M g b= ] g o
D) D = B o n o (2) w9 Ns g
=~ | K - D58 D25 &
< =
N
3] Q O 3] (%)
[{BeT unAMKaTOpa B x) Ceppirii Cepprit | 3ené- Cunnii | IlypmypHslit
— ) *kk
none «Ilopt» HBLA***) | **%) )
OrobpakeHne
COJIEP>KUMOTO
TOJIeH %) Hert Her Ta Ta Ta
«HanmenoBanuey, **) **)
«IIponsBoauTEB) U
«YCTpOHCTBO»

[Tpumeuanus k Tabnuiie:

*) B Tabmuue npuiiokeHus «JlocTymHble yCTpPOMCTBa» OTCYTCTBYET CTPOKa JUIsl JAHHOTO
USB-nopra,

**) ecnu BO BpeMs TEKYIIETO ceaHca paboThl mpwiokeHHus K ganHoMmy USB-mopty ObuLTO
noakiroueHo USB-ycTpoiicTBO M AocTynm K HeMy ObUT paspeméH ais y4ETHOM 3ammcu
noJjib30BaTeNss  mOpujiokeHus, B mnomsix «HaummenoBanuey, «llpousBomutens» u
«YcTpoicTBO» 0TOOpaXkaroTcst mapameTpsl JanHoro USB-ycTpoiicTBa, B IPOTUBHOM cllydae
JaHHBIE TIOJIS1 HE 3aIIOJIHAIOTCS;

*#%) B mporecce MOHTHUPOBaHUs U pazMoHTHpoBaHus USB-ycTpoiicTBa afieMeHT (Kpy»KOK)

MOYET KPaTKOBPEMEHHO OKparuBarhes B ) cepblif n () sk&nThIif 1BETA.

70



Cepeep ycmpoiicme USB-ES. Pykosoocmeo no sxennyamayuu

Bb.3.5.2 MouTupoBanue u pazmoutupopanue USB-ycTpoiicTB

[Tpunokenne peanusyeT (QyHKIIMOHAI JIJI  BBITOJIHEHUS BHUPTYaJbHOTO
nojxodeHuss (MoHTHpOoBaHus) USB-yCcTpoMCTB K KIMEHTCKOMY KOMIIbIOTepy. s
3TOr0 HEOOXOTUMO BBIJICIHTH COOTBETCTBYIOIIYIO CTPOKY B TaOmuie «JlocTyrHbie
YCTPONCTBA», Ha)KaTh MPABYIO0 KHOIMKY MBI W BbI3BaTh KOMaHAy «CMOHTHPOBATH
YCTPONCTBO» M3 KOHTEKCTHOTO MeHIO (CM. pucyHOK b.51).

ey 000 «P3K». Knnent USB-ES. 1.2.7.3 x64 — O X

Mogentowenne  Hactpoiikn  USB-nopter  Bug  TMomowp

42 GOm0

JocTynHele ycTpoiicTEa:

Mopr HanmenosaHne MpowssoauTens ¥eTpoicTeo 2
O
@2 newka £ Tranzcend Information, Inc. JetFlash
@ 3 TokeH € Altin Guardant Stealth 3 Sign/Mime
(S drewra @ [eiicTenA 4 CMOHTWROBATE YCTPOACTED r
Os TokeH 3aHAT ¢ (7)1 25 Hactpoiikn USB-nopTa Pa3smoHTMpOBaTE yCTROHCTED nt Stealth 3 Sign/Time
(S X TokeH Gyxrantepa b Altiv Rutoken lite
o7 newka agmnHa {3 Kingston Technology DataTraveler G3
Os
Q9
QO w0
(SRY
Q12
O 1
O 14
O 15 v

MogknioueHo: 6 | CMoHTMpoBaHo: 3 | Owwbka: 0

KypHan cobermuit a8 x

Bpema CooBLueHne ~
15.12.2023 13:37:21.958 &V Ycrpoiicteo "dnewka () (Transcend Information, Inc. : JetFlash)" na nopty 4 cmoHTpoeano.

15.12.2023 13:37:46.716 &) Montuposanme ycTpoiicTea "Token Byxrantepa b (Aktiv : Rutoken lite)" Ha nopTy 6 no komaHae nonesoBaTens...
15.12.2023 13:37:47.849 & Buinonuserca MOHTPOBAHNE ycTpoiicTea "TokeH Byxrantepa h(Aktiv: Rutoken lite)" na nopry 6...
15.12.2023 13:37:49.069 (1] ¥erpoiicteo “Toked Byxrantepa (h(Aktiv: Rutoken lite)” Ha nopTy 6 cMmoHTUpoBaHD. v

VpoBeHs BaHOCTH coobweHuit: | €9 MidopMaLmonHee coobulerna ~ | OtobpawaeTca (Bcero) sanmcel xypHana: 53 (265)

() Menszosarens "userl-2" 3ETOPW30BAH Ha cepeepe 192.168,10.197: 50090

Pucynok b.51 — Bri3oB komanapl « CMOHTHUPOBATh YCTPOHUCTBOY

[Ipy ycrnemHoOM OKOHYAaHMM MpOIECcca IMOAKIIOYEHHS Ha KIHEHTCKOM
KOMIIbIOTEPE MOHTUpYyeTcs o00pa3 USB-ycTpoiictBa (Tiporiecc MOHTHPOBAHHUS
obecrieynBaeTcs ApaBepoM).

[lpunoxenne peanuszyer (yHKIMOHAN Jis BBIMIOJIHEHUS BHUPTYaJbHOTO
OTKJIFOYCHUS (Pa3MOHTHUPOBAHMUS) OT KIUEHTCKOro kommbiorepa USB-ycTpoiicTs,
paHee CMOHTHUPOBAaHHBIX Ha HEM C MOMOILBIO MPUIOkKeHUs. IJig 3Toro He0OX0IUMO
BBIJICIUTh COOTBETCTBYIOILYIO CTPOKY B TaOnuile «J{ocTynmHble yCTpONHCTBa», HAXaTh
MpaByl0 KHOMKY MbIIIM M BbI3BaTh KOMaHAy «Pa3MOHTHpPOBAaTH YCTPONCTBO» U3
KOHTEKCTHOTO MEHIO (CM. pucyHok B.52).
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Fey 000 «P3K», Knnent USB-ES. 1.2.7.3 164 - O X

Mogeniowedne  Hacrpofikn  USB-nopter  Bug  Momowe

£2 GO0

[JocTynHLIE yCTpoiicTES:

Mopr Haumenoeanne Mpowzecgutens YcTpoiicTeo 2
0 1
92 dnewra £ Transcend Information, Inc, JetFlash
O 3 TOKEH Qh Al Guardant Stealth 3 Sign/Time
O 4 dnewka @ Transcend Information Ine. letFlash
O 5 TOKEH 33HAT € @no @ Jeiictena 4 CMOHTMPOBATE YCTPORCTBD h 2 Sign/Time
O TokeH Byxrantepa b .24 Hactpoiikn USB-nopTa PasmoHTUpOBaTE yCTpoRCTED
@7 dnewka aamnHa {3 Kingston Technology DataTraveler G3
Qs
09
Q 10
O n v

Moawniovero: 6 | CMonTuposaHo: 3 | Owwbka: 0

KypHan coBeruii 2 ox

Bpenms CooBlueHune 2
15.12.2023 13:37:21.958 & Yorpoiicteo "dnewna () (Transcend Information, Inc. : JetFlash)" na nopry 4 cmonTipoeario.

15.12.2023 13:37:46.716 (1] MaoHTHpoBaHWe ycTpoicTea “TokeH Byxrantepa «h(Aktiv: Rutoken lite)” Ha nopTy 6 No komaHae Nonk3oBaTENA..,
15.12.2023 13:37:47.849 &) Buinonnserca MOHTUPOBAHWE yCTPOIACTER "TokeH Gyxrantepa b (Aktiv : Ruteken lite)” Ha nopry ...
15.12.2023 13:37:49.069 &) Ycrpoiicteo "TokeH ByxranTepa h(Aktiv : Rutoken lite)" na nopty 6 cmonTuposano. ]

YpoBEHE BEHOCTM CooBLLeHIi: ‘j WHopmMaLwmoHHele coobuleHns ~ | OrobpawaeTca (Brero) sanmcel xypHana: 53 (273)

() Monesosatens "user!-2" aBTOpU30BaH Ha cepeepe 192.168.10.197: 5090

Pucynok b.52 — Bei3oB koman 11 «Pa3MOHTHPOBATH yCTPOMCTBOY

[Ipn ycrnenmrHOM OKOHYAaHWH TPOIEcca OTKIIOYEHUsT 00pa3 BeiOpanHOro USB-
YCTpPOWCTBA  Pa3MOHTHPYETCS  HAa  KIMEHTCKOM  KOMIbkoTepe  (mporecc
Pa3sMOHTHPOBAHHUS 00CCIICUMBACTCS IPABEPOM).

[Ipouiecc mouTupoBanusi USB-ycTpoiicTBa MOXHO TpepBaTh C MOMOIIBIO
koMaHsbl «IIpepBaTh MOHTHpOBaHHE ycTpoicTBa» (cM. pucyHok b.53), koropas
MOSIBIISIETCSL B MPOLIECCE MOHTUPOBAHUS, T.€. KOIJla MHIUKATOP OKPAILIECH B MKEITHIN
1BeT (€CIM MOHTHUPOBAHUE MPOUCXOIUT OBICTPO, TMOSBICHUE JIaHHOW KOMAaH/IbI
MOYKHO HE 3aMETHUTB).

Br13oB koMaH1 « CMOHTHPOBATh YCTPOMCTBOY», «Pa3MOHTHPOBATH YCTPOHUCTBOY»
n «lIpepBarb MOHTHUPOBAHHE YCTPOMCTBA» TaKXKE MOMKET OBITh OCYIIECTBIEH C
MTOMOIIIBIO0 MTYHKTOB IJIABHOTO MEHIO MPUJIOKEHUS TPU YCJIIOBUH BBIJICJICHUS CTPOKH B
tabnune «JlocTynHbie ycTpoiicTBa» (cM. myHKT 3.7).

b.3.5.3 Hacrtpoiiku USB-noprtoB

[Ipunoxenue peanusyetr BO3MOXKHOCTh HazHadeHus st USB-noproB Cepsepa
WHAVBUIYyAIbHBIX 3HAYCHHUH mapameTpoB MoHTHpoBaHus USB-ycrpoticTs. JlaHHbIe
3HaYeHHUS TapaMeTPOB HMEIOT TMPHOPUTET HaJd [00aJbHBIMUA 3HAYCHUSIMH,
3aJ]aBaeMbIMH C TIOMOINIBIO TpyMIbl mapameTpoB «llapamMeTpsl MOHTHPOBaHUS
ycTpoiictB» B okHe «Hactpoiiku npunoxenusi» (cM. myHKT b.3.3). [lns HacTpoiiku
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Fey 000 «P3K», Knnent USB-ES. 1.2.7.3 164 - O X

Mogeniowedne  Hacrpofikn  USB-nopter  Bug  Momowe

g eH i Jot kO

[JocTynHLIE yCTpoiicTES:

Mopr Haumenoeanne Mpowzecgutens YcTpoiicTeo 2
01
O 2 newra £ Transcend Information, Inc. JetFlash
O3 TOKEH sre A e e
Q4 ¢J1E|.|.|:}@ Jeiicteun 4 CMOHTUpOBaTE YCTPORCTBO
O s Token 3aHAT € (D)o (D) Hactpoiikn USB-nopTa MpepeaTte MOHTUPOBaHWE yCTpoiicTEa
O TokeH Byxrantepa b Alctiv Rutoken lite
7 NELLKA 3AMWHA [ ingston Technology ataTraveler
o7 Ki Technol DataTraveler G3
@ s
09
O 10
O n v

Moawniovero: 6 | CMonTuposaHo: 3 | Owwbka: 0

KypHan coBeruii 2 ox

Bpema CooBueHne
15.12.2023 13:37:47.849 & BoinonHAeTCA MOHTMpOBaHWeE ycTpoiicTea "Token Byxrantepa ¢h(Aktiv: Rutoken lite)" na nopty 6...

15.12.2023 13:37:49.069 (1] ¥erpoiicteo “Toked Byxrantepa (h(Aktiv: Rutoken lite)” Ha nopTy 6 cMoHTUpoBaHD.
15.12.2023 14:153:01.744 o MoHTHpoBaHue ycTpoicTea “Toked € (Aktiv: Guardant Stealth 3 Sign/Time)" Ha nopTy 3 No KOMaHAE NONL3CEITENA...
15.12.2023 14:15:03.219 &) BhiNoNHAETCH MOHTMPOBAHIE YCTPOIRCTES "ToKeH €, (Aktiv: Guardant Stealth 3 Sign/Time)" na nopty 3... ]

YpoBEHE BEHOCTM CooBLLeHIi: 0 WHopmMaLwmoHHele coobuleHns ~ | OrobpawaeTca (Bcero) sanmcel »ypHana: 55 (283)

() Monesosatens "user!-2" aBTOpU30BaH Ha cepeepe 192.168.10.197: 5090

Pucynok b.53 — Be13oB komanas! «IIpepBate MOHTHPOBAaHHE YCTPONCTBA»

WHIWBUIyIbHBIX 3HAYCHWA JTHX IMapaMEeTPOB HCHOJB3yeTcsi OKHO «HacTpoiku
nopta» (cM. pucyHok b.54).

4 Hactpoiikn nopra 3 X

[[] ABToMaTM4ECKM MOHTMPOBATE YCTPONCTES NOCNE NOAKMYEHWA K CEPBERY

ABTOMaTHYECKM NEPEMOHTMPOBATE YCTPORCTED NOCNE HEWTATHOMD PASMOHTUPOBAHMA

4k

[] OrpaHusMTh KONMYECTED NOMBITOK NEPEMOHTUPOBAHMA: | 3

4k

WHTEpEaN NEPEMOHTHPOBaHKHA: | 5¢

Mo ymondaHmo OTmeHa

Pucynok b.54 — Oxno «HacTpoiiku nopra»

Jns  BhI30Ba  JAaHHOTO  OKHA  MOJb30BaTelib  JOJDKEH  BBIJCITUTH
COOTBETCTBYIOIIYIO CTPOKY B Tabnuie «JloCTylHbIE YCTPOICTBaY, HaXaTh MPABYIO
KHOIIKY MBI U BbI3BaTh KoMaHy «Hactpoitku USB-mopTa) B KOHTEKCTHOM MEHIO
(cm. pucynku b.51 u B.52). Takke OTKpBITH JaHHOE€ OKHO MOYKHO C IOMOIIBIO
[JTABHOTO MCHIO NMPHWIOXKEHHs (CM. MyHKT B.3.7) ¥ myTéM HakaTusi Ha KHOIKY B
naHesau ynpasieHus (4eTBEPTHIN 1eMeHT B rpymmne 4 Ha pucyHke b.49), npu stom B
tabmuie «JlocTymHple yCTpoWCTBa» MOMKHA OBITh BBIJCIICEHA COOTBETCTBYIOIIAS
CTpOKa.

73



Cepeep ycmpoiicme USB-ES. Pykosoocmeo no sxennyamayuu

B oxne «HacTtpoliku nopra» pa3MeleHbl CIEAYIOIINE HIEMEHTHI:

1) Ilepekmouarenb «ABTOMAaTHYECKH MOHTHPOBATH YCTPOKMCTBO IOCIE
MONIKJIFOUEHUST K CepBepy», MpH akTuBamuu Kotoporo nanHoe USB-yctpoiicTBo
ABTOMaTU4YECKH MOHTHUPYETCA K KIMEHTCKOMY KOMIBIOTEPY MOCJIE MOAKIIOYECHHUS
npuioxenus k Cepepy.

2) Ilepexkmrouarenb «ABTOMAarTHYECKH IMEPEMOHTUPOBATH YCTPOMCTBO IMOCIE
HEILITAaTHOTO Pa3MOHTUPOBAHMS», HA3HAYEHUE KOTOPOTO OMMCAHO B ITyHKTe b.3.3.

3) Ilepexmouarenr u mnone  «OrpaHUMYUTh  KOJIMYECTBO  IONBITOK
NEPEMOHTUPOBAHMSD, HA3HAUYEHUE KOTOPBIX TAK)Ke OMMCAHO B MyHKTe b.3.3.

4) Ilone «MHTepBan MNEPEMOHTUPOBAHUSA», HA3HAYEHUE KOTOPOIO TaKXKe
onucaHo B nyHkre b.3.3

5) Kuomnka «Ilo ymom4yanuio» pans 3amaHus 3HAYCHUH IapaMeTpOB,
COOTBETCTBYIOLIMX [I0OAJbHBIM 3HAYCHUSM, 3ajaBaeMbiM B OKHe «HacTtpoliku
MPUIIOKESHHSI .

b.3.6 3Ha4ok B npuJI0:KeHus B 00J1acTH yBeAOMJIeHUIt

B mpoiiecce paGoThl IpUIoKeHUsS B 00JaCTH YBEIOMIIEHUNA 0TOOpa)KaeTcs ero
MKOHKA, HE3aBUCHUMO OT TOTO, OTKPBITO INIABHOE OKHO MPHUJIOXKEHUS WU 3aKPBITO.
JlaHHasi UKOHKA COJIEPKUT PUCYHOK, MOBTOPSIIOIINNA PUCYHOK SpJbIKA MPUIOKEHUS,

co3naBaemoro Ha Pabouem crone u B MeHIo «Ilyck» npu ero yctaHOBKE (CM. PUCYHOK
b.55).

OToBpasuTe KAMEHT

MogkniounTeCA K CEpEERY

<t [NpepeaTe NOAKAHIYEHWE

E Benog

Pucynok b.55 — MkoHka npusoxeHusi B 00JaCTH YBEIOMJIIEHHI U KOHTEKCTHOE MEHIO

B mpaBoM HMXKHEM YTy MKOHKH NPHIIOKEHUS, PACIOIOKEHHOW B 00JacTH
YBEAOMJICHUH,  HAXOAUTCS  KPYyIIbIdA  MHAMKATOpP, OTOOpa)Xaroluid  CTaryc
nonkiroueHus: Kk Cepsepy. [loBeneHne NaHHOrO MHAMKATOpa MOBTOPSIET MOBEACHUE
WHJMKATOpa, PaCHOJIOKEHHOTO B INIABHOM OKHE MPUJIOKEHUS (JIEMEHT 9 Ha pUCYHKE
b.49), kak onncano B nyHkre b.3.4:

- €CIIM MpHIIOKeHUe NoAKIoueHo Kk CepBepy, HHIUKATOp 0TOOpa)kaeTcs B BUJIE
KpY>KKa 3€JIECHOTO 1BETa,

- €CJIM TIPUIIOKEHUE OTKIIoYeHO oT CepBepa, MHIAMKATOP OTOOPa)KaeTcsl B BUJIE
KpYy»KKa Ceporo 1BeTa,

- €CIM TPOMCXOOWT TIONBITKA TMOAKIOYEeHUs npwiokeHus K Cepsepy,
MHJUKATOp 0TOOpa)kaeTcs B BUE KPY>KKa >KENITOTO 1IBETA,
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- ecnu coenuHeHne ¢ CepBepoM MOTEPSIHO WJIM IONBITKA IOAKIIOYEHUS K
CepBepy He yaanach, UHAUKATOp 0TOOpakaeTcs B BUIE KPYKKa KPACHOTO 1IBETA.

[Tpu HakaTuu MpaBOM KHOMKOM MBIIIM HAa WKOHKY MPHIJIOKEHHUS B 00jacTu
YBEIOMJIEHUI OTKPBIBAETCS MEHIO C ONLIMSIMU:

- «OT00pa3uTh KIUEHT» - UIsl OTOOpaKEHHMsI [NIABHOTO OKHA MPUJIOKEHUS, €CITU
OHO ObLIO CBEPHYTO B 001aCTh YBEIOMIICHUH HIIM HE aKTUBHO;

- «llomkmrounTbecs K  cepBepy» JUIA  OCYLIECTBICHHUS  IOAKIIOYEHHUS
npwioxkeHus k Cepsepy;

- «IIpepBarh MOAKIIOUEHNE» JJI OCYIIECTBICHHS OTKIIFOYEHUS IPUIOKEHHS OT
Cepsepa;

- « BBIXOm» I 3aKPBITHSI IPUIIOKEHUS.

b.3.7 ImaBHOe MeHI0 PUJIOKEHHUS

[maBHOE MEHIO KJIMEHTCKOro mpuiokeHus (cM. pucyHok b.56) comepxut
MyHKTHI JIJI1 BBIAAYU TE€X € KOMAaHJ, KOTOPBI€ BBI3BIBAIOTCS MyTEM HaXKaThs Ha
KHOIIKM B TaHENW YIPaBICHUS MPWIOKEHUS W OINIUU B KOHTEKCTHOM MEHIO IS
BbIOpanHOTO USB-ycTpoiicTra.

1 Mogentowenne | Hactpodkn  USB-nopter Bug  Momowe

< [NogknrounTecA K cepeepy

< [lpepeaTe NogKAHoYeHHE

@ Boxoa
2 Mogentovenne | Hactpodfikn  USB-nopter Bug  Mowmowe
_.? HacTtpofikn npunosedna
3 Moaknrouesne  Hactpodkn | USB-nopter . Bug  Momowe
JefcTemA » CMOHTHPOBATE YCTRORCTED
2¢  Hactpoikn USB-nopTa PazmoHTupoEaTh yCTpoicTED
4 Moakntowenne  Hactpodikn  USB-nopter Bug  [Momowe
Mokazate cKpbiTe CTONGLEI P % Mopr
Fes Aypran coBbimui *  HawmeHoeaHwe
" [aHene ynpaenesna B MNpovssoanrens
~  YcTpolicTeo
5 Mogenrowenne  Hactpofikn  USB-nopter Bug | Momows
o O nporpamme
Ot

PucyHok b.56 — [1yHKTBI IJTABHOTO MEHIO MPUIIOKESHUS
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[ maBHOE MEHIO COZIEPKUT MTyHKTBHI:

- «llogxmaroueHue»;

- «Hactporikny;

- «USB-mopTsi»;

- «Buny;

- «[Tomonipy.

B cocraB nmyHkra meHio «llomkiroueHue» BXOASAT MOAIYHKTHI ISl BBI30BA
hyHKIMI:

- «llogkmrounThest K CcepBEpPY» - A OCYUIECTBICHHS MOIKIIFOUCHHS
npuinoxeHusa Kk CepBepy yCTpPOUCTB;

- «IIpepBarh MOAKIOYEHUE» - IJIA OCYLIECTBICHUS OTKIIOUEHUS MPUIIOKEHUS
OT CepBEpPa YCTPOMCTB;

- « BpIxom» AJIst 3aKpBITUS TPUIIOKECHUS.

B cocraB myHkra meHO «HacTpolkm» BXOOWUT MOAIIYHKT JUIsl BBI30BAa OKHA
«HacTpoiku npuiioKeHus».

B coctaB nmynkra MeHio «USB-mopThl» BXOJST MOAMYHKTHI:

- NOIMEHIO «JIeHCTBUS), COCTOAIIECE U3 MOJITYHKTOB:

-  «CMOHTHpPOBaTh yCTPOMCTBO» - JUISl BBINOJHEHUS BUPTYyaIbHOIO
noaktoueHuss USB-ycTpoiicTBa, cTpoka KOTOpOro BelieJieHa B Ta0nuie «J{ocTymHbie
YCTPOWCTBA», K KIIMEHTCKOMY KOMIIBIOTEPY;

- «Pa3MoHTHpOBaTh yCTPOMCTBO» - JUISl BBINOJIHEHUS BUPTYaJIbHOIO
otkioueHus USB-ycrpolicTBa, cTpoka KOToporo BbleneHa B Tabnuue «/loctynHbie
YCTPOMCTBa», OT KIIMEHTCKOTO KOMITBIOTEPA;

- «IIpepBaTh MOHTHPOBAaHHE YCTPOMCTBa» (MOSABISAETCS HAa MECTE€ IYHKTa
«Pa3MOHTHPOBaTh YCTPOUCTBO») — IS MPEPhIBaHUsA mpoliecca MoHTHpoBaHus USB-
YCTPONCTBA, CTPOKA KOTOPOTO BhIJIeTIeHA B TabnuIile «JlocTymHbIe yCTPOMCTBAY;

- «Hactpoiiku USB-nopta» - mist oTKpbITHS OkHa «HacTpoiiku mopta» (cM.
nyHKT b.3.5.3) nns USB-mopra, cTpoka KOTOporo BhIAeIeHa B TabmuIe «JlocTymHbIe
YCTPOWCTBAY.

B cocraB nyHkta MeHO «Bum» BXOOAT MONNMYHKTHI JJI CKPBITUS WJIU
OTOOpa)KeHUsl TMAHENW YIpPaBICHHUS W >KypHala COOBITHH, a TakXe BbIOOPOYHOTO
CKPBITHS WA OTOOPaXEHUs CTOIOIOB Ta0IUIlbl «JlOCTYIHBIE YCTPONCTBAY.

B cocraB nyHkra MeHto «IloMoIIb» BXOAAT NOAMYHKTHI 111 OTKPBITUSL OKOH:

- «O nporpammey;

- «O Qt».

b.3.8 ZKypHaa co0bITHii

OyHKIIMOHAN )KypHaia COOBITUI B MPWIOKEHUH PEAIM30BaH B BUJE IMAHEIH,
coaepxaiei Tabnuy <« KypHan coOwiTuii» (37aeMeHT 7 Ha pucyHke 5.49), a taxke
AIIEMEHTOB ynpasieHusd. [loBeneHre naHeny Mpu Ha)KaTUM HAa KHONKH OTKPEIUICHHS
1 3aKpbITUs nanenu (anemeHTsl 10 Ha pucynke b.49) onucano B nynkre b.3.2.

CooO1ieHusi, BBIBOAMMBIE B JKypHaje COOBITUH, HMEIOT pa3Hble YPOBHU
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BAXHOCTH. YPOBEHb BAXKHOCTH OTOOpPa’Ka€MbIX COOBITUN 3aa€TCsl C MOMOILBIO MOJIS
«YpoBeHb BAXHOCTH cooOmmIeHui» (dmemeHnT 8 Ha pucyHke b.49), snemeHTHI
KOTOPOIO PACHOJIOXKEHBI B CIEAYIOIIEM IMOPSAKE:

- CooO111eHus TPacCUPOBKH;

- OTimago4yHpie COOOIIECHMS,;

- UadopmarinonHbie cOOOIEHNS;

- [Ipenymnpexnenus;

- OmuoKH.

[Ipu BeIOOpE ypOBHS BaxKHOCTH «OMIMOKN» B TaOIUIE OTOOPaKaroTCs TOJIBKO
coobmieHust 00 ommuOKax, Mpu BHIOOPE YPOBHSI BAXKHOCTH, HAXOJSIIETOCS BBIIIE MO
CIIUCKY, B TaOJIMIIE BBIBOASTCS COOOIICHUS, OTHOCAIIMECS K BHIOPAHHOMY YPOBHIO
BaXHOCTH M K YPOBHSIM Ba>KHOCTHU, PACTIONOKEHHBIM HUKE HETO TIO CIIUCKY.

Tabmuua «KypHan coObITHID COAEPKUT CIEAYIOLIUE CTOJIOIBI:

- «Bpems» - mns oTOOpaXkeHUs! JaThl U BPEMEHH BO3HUKHOBEHHS COOBITHS C
TOYHOCTBIO 10 MIJIJTHCEKYH/IBI;

- «Coo01ienue» - st OTOOpaKeHUsl 3HaYKa YPOBHS BaXKHOCTU COOOIIEHUS U
TEKCTOBOU CTPOKH.

B TtekcroByio ctpoky monsi «CooOIieHne)» BBIBOAUTCS OMUCAHUE COOBITHS C
COOTBETCTBYIOLIEH AeTaln3auen, HalpumMep:

- B COOOmIeHMSIX YpoBHSA «OMHUOKW» BBIBOAUTCA HMHPOpManus o0 olmumOKax
coequHeHust ¢ CepBepom, ommOkax ayTeHTU(UKauuu npuioxeHus Ha Cepsepe,
3anpere Ha MoHTHUpoBaHue USB-ycrpoiictBa, ommOkax Ha CepBepe, HEyTauHbIX
nonbITkax MoHTUpoBanus USB-ycTpoiicTsa U T.11.;

- B coobmieHusix ypoBHs «lIpemynpexxneHus» BBIBOAUTCS HHPOpPMAIUS O
BO3HUKHOBEHUU TaliMayTOB, IOTepe COeAUHEHUsI npuiokeHus ¢ CepBepoM U T.I1.;

- B «MHbOpMAITMOHHBIX COOOIICHUSAX» BBIBOAUTCS MH(POpPMAIHSA O MPOIEeCcCe
ycTaHoBJeHHs coeanHenus ¢ CepBepoMm, MOMBITKAX nepenoakmoueHus Kk Cepsepy,
COXpaHEHUH HACTPOECK H T.II.

b.3.9 Ynanenune npuioxkenusi u apaiisepa (OC Windows)

Jnst Toro, 9TOOBI YAQIUTh KIMEHTCKOE TMPHUJIOKEHHUE C KOMIIBIOTEpa,
HEO0OXO0IMMO 3aMyCTUTh MacTep yAaJeHUsl MPOrpaMMbl, Ha’KaB Ha COOTBETCTBYIOIIHI
spiblk: «Ilyck» - «RECy» - «Ymanmute kmuent USB-ES» (cm. pucynox b.48) wim
Haxarb «llyck» - «IlapameTps» - «lIpunoxenns» - «IIpunoxxeHus u BO3MOXKXHOCTHY,
Jajee HaWTU MPUIIOKEHHE B CITUCKE U HaXKaTh « YIAIuTh» (CM. pUCYHOK b.57).

B ciydae nosiBienust okHa «KoHTposib yuéTHBIX 3anuceii» (cMm. pucyHok b.58)
HEO0OXO0IMMO HaXaTh KHOTIKY «/[a».
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&« MapameTpsl

@ Tnaswan [TpynoOXeHWA 1 BO3MOXHOCTH

| HaiAtn napametp » BbIE)Op pacnono>XXeHWAa 4nAa noayy4eHnA

NPUIOXKEHW

MpunoskeHus

YcTaHOBKa NPMACKEHWNIA NCKNoUNTENEHO W2 Microsoft Store momoxer

I £=  [pUNOXEHMA U BEO3MOKHOCTH e .
| Wz nwoBoro mecta A

i

anJ’IO)KEHHH no ymMondaHuH

0L ABTOHOMHBIE KapThi anﬂ())KEHMFI M BO3SMOMXHOCTU

i MNceB0HUME] ERINOMHEHWUA NPUICKEHWA
[l [Mpunoxedun anA Beb-caiToB A P

Mowck, copTupoBKa W GUAETPaUKMA No Anckam. H1obel yaanute nam

[H BocnpouzeeseHne endeo NepeMecTUTE MPUAOXKEHWE, BuibepuTe ero B CNUcKe.
- USE pen
7 ABTozarpyaka e — J
Coptupoeka: Mima ~ DUALTPOBATE No: Boe auckn

HargeHo 1 npunoxeHmne

Knuent USB-ES (x64)
18.12.2023
1203

MzmeHnts Yaannte

Pucynoxk b.57 — Ynanenue npunoxenus B okHe «IIpunoxxeHuss 1 BO3MOXKHOCTHU

KoHTpone yueTsHbIx 3anucei X

PaspelunTb 3TOMY NPUNOXKEHWUIO OT
HEeM3BeCTHOTro U3jaTensl BHOCUTb M3MEHEHWA
Ha BalleMm ycTpouncTee?

uninstall.exe

Mzpatens: Het gaHHbBIX
MeTouHwk daiina: XKecTkmid AUCK KOMNbKOTEPa

MNMoapobHee

na Het

Pucynok b.58 — Oxno «KoHTposib YUETHBIX 3aluceii»

B nmnosBuBmeMmcs oxHe Macrepa ymameHHs KIEMHTCKOTO —MPUJIOKEHHS
HEOOX0IMMO HaXKaTh KHOMIKY « YIaluTh» (cM. pucyHok b.59).
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@ ¥nanenwe KnweHt USB-ES (x64) v.1.2.7.3: Mogre.. — x

T, [porpatma KnneHt USE-ES (x64) v.1.2.7.3 ByneT ynaneHa w3 Ballero
m’ MK, HarkmuTe KHONKY "YAanuTe ", Y4Tobel YOanuTE NporpamMy.

YaaneHue us: | C:\Program Files\RECVUSBES Client!,

OTmeHa Yaanute

Pucynoxk b.59 — MacTtep ynaneHust KIIMEHTCKOTO MPUIIOKEHUS

[pu NOsIBIICHUH OKHA C MPEAJIOKEHHEM YIaIUTh JpaiBep HEOOXOAUMO HAXKATh
KHOTIKY «/la» (cM. pucynok b.60).

REC

?:fi' ¥panenune Knwnent USB-ES (x64) v.1.2.7.3

&

1 ¥AaanuTe agpakeep «USBES Remote Device Virtual Contraollers7

Her

Pucynok b.60 — OxHo ¢ npenioxkenremM o0 yajieHuu apanBepa

[Ipy mnosBIIECHMM OKHa C MNPEMJIOKEHHEM O IMepe3arpy3Ke ONepauuoOHHON
cucteMbl (cM. pucyHOK B.61) HE0OXOAMMO 3aKpBITh BCE 3aITyIICHHBIC TPHIIOKCHUS U
HaxaTh KHOMKY «Jla». B ciywyae Haxkatuss kHonku «Her» HeoOXoAMMO HaxaTb
KHOTIKY «3aKpbITh» (CM. pUCYHOK b.62) W BBINOJHUTH Tepe3arpy3Ky KOMITbEOTEpa
BPYYHYIO.
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REC

ﬁ ¥aanenwe Knnent USB-ES (x64) v.1.2.7.3

TpeByeTca Nepesarpyska cucTemel. Mepesarpysute
KOMMETED cefuac?

QOTMEHS < Hazag SakpEITE

Pucynok b.61 — IIpeanoxkenue o nepesarpyske onepanuoHHONW CUCTEMBI

ﬁ ¥aanernne Knnent USB-ES (x64) v.1.2.7.3: Onep... —

REC

ﬁ. loToso

JeTanu...

Pucynok b.62 — 3aBepiienue nporecca ynajJieHus: KIMEHTCKOTO MPUIIOKEHUS

b.3.10 YcranoBka u ynajenne npuioxkenust (Linux PEJ OC)

Jns ycranoBku npunoxenusi «Kmuent USB-ES» B PEJl OC, neobxonumo
BBITIOJTHHUTH CJICTYIOIINE JCHCTBHS:

1) Cxauarp ycranoBouHslii makeT «Kmuent USB-ESy.

2) 3armyCcTUTh KOHCOJIb.

3) IlepeiiTu B marnky, B KOTOPO pacrojiaraeTcsl yCTaHOBOYHBIH makeT. OOBIYHO
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9TO IIaIlKa ((3any3KI/I». I[J'If[ 9TOI'0 HCO6XOI[I/IMO BBIIIOJIHUTb KOMAHAY:

cd 3arpy3ku
4) YcranoButb [10 ¢ moMoiibo koMaH 11, Haripumep (cM. pucyHok b.63):

sudo rpm -i usbes-client-1.2.7.3-1.x86_64.rpm

user@localhost:~/3arpyskmn -~ B3

®@ain [paeka Bua [Mouck Tepmudan [Nomollb

[user@localhost ~]1$ cd 3arpysku
[user@localhost 3arpyskwn]$ sudo rpm -i usbes-client-1.2.7.3-1.x86_64.rpm

Add modules to autoload...
[user@localhost Earpysmm]$|

Pucynok b.63 — YcranoBka 10 «Knmuent USB-ES»

Jns 3anmycka 1O Hy»kHO HaxaTh Ha spJIbIK B MeHIO «Ilyck» - «CucteMHbIe» -
«Kmuent USB-ES» (cm. pucyHok b.64).

Q. Beeagute anna nouck: a
&3 W36panrHoe MultiWriter

kd Bce SELinux Policy Management Tool

B wine Terminator

ol MI‘HHHHCI’pHpDBEIHHE AHEI.HM3EITD[J WMCNoNeE20BaHWA QUCKOB

6EE=~

M Ayavo veugeo Beopg MK B AoMeH

&£ Tpapuka AWarHocTuKa SELINUX
B Vrpe | Knuent USB-ES
MogxnroueHe 0Bpazoe 4Uckos

B WurepHer

a 06p63DBBTEJ' bHBEIlE MogknoYyeHWe ceTeeoro Katanora

B oduc MpocMoTp CUCTeMHEIX XY PHaNoB
L Mapametpel My&nukauus obuiero ceTeBoro pecypca
& nporpammuposative GParted
= Mpoune Pe3epBHOE KOMWPOBAHWE U BOCCTaHOB/ EHW...
w CucremHele CHop nHbopMaLIMK O CUCTEMe

| CneyranbHele BO3MOMXHOCTIA CUCTEMHBIR MOHITOP

O - IICON N

A CTaHaapTHelE CpeacTED CO34aHWA NONWTUKK SELINUX

CratucTika no 3HepronoTpefneHno
L LleHTp ynpaeneHna

TepMuHan

=1 = o Jf  ¥YnpaeneHue SELinux
He@ccEl:

Pucynok b.64 — 3anyck 10 «Knuent USB-ES»
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s ynanenus kiaueHTckoro 110 HeoOX0AMMO BBIMTOIHUTH B KOHCOJIA KOMaHIy
(cM. pucyHok b.65):

sudo rpm -e usbes-client

user@localhost:~ - B
@awn lMNpaeka Bwg Mowck TepmuHan [Momows

[user@localhost ~]$ sudo rpm -e usbes-client
[sudo] napons pns user:

[user@localhost ~1$ |

Pucynok b.65 — Ynanenue kiauentckoro 10

b.3.11 YcranoBka u ynajenne npuioxkenust (Astra Linux)

s ycranoBku npuiokenus «Kmuenr USB-ES» B Astra Linux meo6xomumo
BBITIOJTHUTH CJICAYIOIIUE JCHCTBHS:
1) VcranoButh naket USBIP ¢ moMoIpio KOMaHIb:

sudo apt install linux-tools-"uname -r’
2) Ckadath ycTaHOBOYHBIH makeT «Kimuent USB-ESy.

3) IlepeiiTu B marnky, B KOTOPOM pacroyiaraeTcsl yCTaHOBOYHBIH makeT. OObIYHO
3TO Manka «3arpy3km». s 3Toro Heo0X0IMMO BBIIIOJHUTH KOMaHY:

cd 3arpy3ku

4) YcranoButb 10 ¢ moMoIisio koMaH 11, Haripumep (cM. pucyHok b.66):

sudo dpkg -i usbes-client_1.2.7.3_amd64.deb

®aiin  MMpaeka HacTtpolika Cnpaeka

. 3_amdbd. deb

) hb fadnoB u katanoroB. )
MogroTo

Add modu
Fll B

Pucynok b.66 — Ycranoska 10 «Knuent USB-ES»
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Jis 3anmycka [1O HyXHO HaxaTh Ha SApIAbIK B MeHIO «Ilyck» - «CucteMHubIe» -
«Kimment USB-ES» (cm. pucynok b.67).

: . “ > TepMmwuHan Fly
@ @’ 3| Menegxep painoe

Kop3wHa MomoLwe
o Monutkka bezonacHocTk

)- MeHegxep NakeTos Synaptic
@ P ynap

TepmuHan Fly
¥ 3anyck NpuaoKeHnA

= WMHbopMaLma o cucTeme
Knwent USB-ES

MeHeq®ep BUPTYanbHbBIX MaLLWH

& oduc
& cers
@ Ipaduka

MeHeaxep ycTpoicTe
°  MonwuTop baTtapei QBat

MynbeTUTEpMWMHANEHEBIA peXiM
[»] MyneTumeaua

e Ouepegb neuatn
(@ HayuHbie

o Nowck ¢ainoe
78 YTWNWTEI

g [pUHTEpEI

Mpoeepka LENoCTHOCTY CUCTEMBI

¥) MocnegHue
PegakTop pazgenoe Gparted

= T[aHenk ynpaeneHuA
" Cepewc yganeHHsix USB-HakonuTenen

[E] Menegxep dannos
Ceccuo BOCCTaHOBWTE

Q Mouck...
Ceccuto coXpaHuTh

0+ 3aeepwenme paboTel.. @ CwHxpoHW3aLmA BpemeH

1{*\3 ‘ - + jl % CUCTEMHBbIi MOHMTOP

Pucynok b.67 — 3anyck 110 «Knuent USB-ES»

Jns ynanenus kiueHTckoro 10 Heo0X0AMMO BBITIOJHUTE B KOHCOIH KOMaHTy
(cm. pucyHok b.68):

sudo dpkg -r usbes-client

= ~:bash— TepmuHan Fly

®aiin  Mpaeka HacTpoiika CnpaBka

HAa I;I n:IHHI:nIIJ

o0l

TPUrTERbl g5
T|:|IJI'I'!—'|:II:. gns mim

5 1

Pucynok b.68 — Ynanenue kiauentckoro 10
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HNPUJTOKXEHHUE B

Iopsaaok BKJIIOYEHMSI, BHIKJIIOUEHNS U Mepe3arpy3Kku
npuodopa. Ilopsiaok copoca Ha 3aBOACKHE HACTPOMKH.
Nuauxkanus

B.1 Bkiawuenue Hpnﬁopa, HHAUKAIUA IMpouecca BKIIMOYCHUSA

[TprGop MOKET HAXOAUTHCSA B CIETYIOMINX COCTOSTHUSIX:

- IpUOOp BBIKIIIOYEH;

- MUTaHKWE Ha MPUOOP MOJJAHO, HO BCTPOCHHBIN XOCT-KOMIIBIOTEP HE 3aMyIIEH;

- MUTaHKWE HA MPUOOP MOJAHO, BCTPOEHHBIN XOCT-KOMITBIOTEp 3aIyIICH;

- paboumil peKUM.

Ecnu HU OMH U3 CBETONMOMHBIX WHAMKATOPOB Ha JIMIIEBOM MaHeNIu mpudopa
HE TOPHUT, 3TO O3HAYAET, YTO MPUOOP BHIKIIIOYEH.

Jlst mojjaun nmuTaHus Ha MPUOOP HEOOXOTUMO MOJKIIOYUTh €ro K MUTaronei
cetu ~220B ¢ mnomomiplo cereBoro Kabens, IOCIE YEro MEepeBEeCTH KHOIKY
BKJIIOYCHHSI/BBIKITIOUEHHUST IPUOOpa B TOJOKEHHUE «BKJI.». [Ipu 3TOM CBETOAMOMHBIMI
uaaukarop «llutanuey», pacnoyioKeHHBIM Ha JIMIIEBOM MaHeau Mpudopa, 3aropuTcs
3eJEHBIM CBETOM. byneT BbINOJNHEHA NOJa4a IHUTAaHWS Ha BCTPOCHHBIM XOCT-
KOMIIBIOTED, 3aIlyCK OINEepalroHHON cuctembl, BcrpoeHHoro WEB-cepBepa, nogaua
nutanus Ha USB-mopThI.

[Ipu mnepexoge mnpubopa B pabouuii peXUM CBETOJUONHBIA HHIUKATOP
«Ilutanme» 3aropaercsi OpaHKEBBIM IIBETOM, OJHOBPEMEHHO C OTUM TOJAETCA
nutanre Ha USB-nopThl (3aroparoTcsi CBETOUOAHBIC HHIUKATOPhI BKIFoucHUs USB-
MIOPTOB).

[Tpu BrIroyeHuu npubopa nuranue nomaércs Tonbko Ha Te USB-mopthl, Ha
KOTOphIE OHO OBUIO IOAAHO B TPOILIOM ceaHce padoTel mpubopa. CocrosHUE
nutanus USB-1opToB XpaHUTCS B SHEPrOHE3aBUCUMOM MamsiTu iprdopa.

Ecnun mpubop panee Haxomwics B pabodeM pexuMe M ObUT BBIKIIOYEH C
nomoipio WEB-unrtepdeiica minm myTéM nogauyu KOMaH bl Ha BBIKJIFOUYEHUE KHOIKOM
«Copoc» (cMm. myHKT B.2), mpu 5TOM OH OCTajcs MOAKIIOYEHHBIM K MUTAIOMICH CeTH
~220B ¢ momoIIp0 CETEeBOTr0 Kabess W KHOMKA BKJIIOYEHUS/BBIKIIOUEHUs] Tprbdopa
OCTanach B MOJOXXEHUU «BKIL», CBETOAUOAHBIM MHIMKATOP OyIeT TopeTh 3eJIEHBIM
uBetoM. [{ns ero mepeBojga B pabouuii pexxuM HEOOXOIUMO BBDKIATh may3y (30
CEeKyHZ), TIOCIIE Yero BBIKIIOYUTh NUTAaHUE TYTEM TMepeBoja  KHOIMKHU
BKJTFOUCHUS/BBIKITIOUCHUSI TIPHOOpa B TOJIOKEHHE «BBIKILY». [locime 3Toro BBDKIATH
nay3y (5-10 cexyHn), mocie 4Yero BKIIOYUTh NMHUTAHUE IMYyTEM IE€PEBOAA KHOIKH
BKJTFOUCHUS/BBIKJTIOUCHUSI PUOOPA B TMOJOKECHHUE «BKIL Y.
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B.2 BrikiioueHue npudopa, MHAUKAIUA MPOIECCa BHIKJIIOUYEHUS

BrikiroueHue nprudopa MOXKHO MPOU3BECTH HEMOCPEACTBEHHO, C IOMOIIBIO €r0
OpraHOB YIpAaBIEHUS, a Takke TUCTaHIHMOHHO, ¢ momoiubio WEB-untepdeiica
npubopa.

Brikniouenne npubopa, Haxoasmierocs B - pabodyeM  pexume, MyTEM
OTKJIFOUCHUs OT mmTaromeid cetn ~220B (BbaépruBaHue ceTeBoro kabens u3
PO3ETKH, TEPEBOJI KHOMKW BKJIIOUYECHUS/BBIKIIOUEHHUSI B TOJIOXKEHHE «BBIKIL.))
ABIIAETCST HEOE30MacHbIM IO OTHOILIEHWI0 K mnoakmouéHHbiM USB-yctpoiicTBam,
0COOEHHO CMOHTHUPOBAHHBIM Ha KJIMEHTCKUX KOMITBIOTEpPAX, & TAKKE MO OTHOLIECHUIO
K ONEPAIIMOHHON CUCTEME BCTPOCHHOTO B MPUOOP XOCT-KOMITbIOTEPA.

Jlnst Oe30macHOro  BBIKJIIOYEHHS MpUOOpa  HEOOXOAMMO  BBINOJHUTH
[IOCIIEOBATEIIbHOCTD JEUCTBUM:

1) OcymectButh pa3smoHTHpOoBaHUEe USB-yCcTpOWCTB, MOAKIIOYEHHBIX K
npuooOpy, OT KIMEHTCKUX KOMIIbIOTEpOB. JlaHHOe peiicTBue Oosiee KOPPEKTHO
OCYILIECTBUTh HEMOCPEJACTBEHHO Ha KIMEHTCKUX KOMIBIOTEpAX, HCIONb3Ys
KJIIMEHTCKOE TpwiokeHne. EciM Ha KIMEHTCKUX KOMIBIOTEpax »3TO CHeaTh
HEBO3MO)XHO (HampuMep, B CJlydae OTCYTCTBHSI CBSI3M C HHMH), OCYIIECTBUTH
pasmonTupoBanne USB-ycTpoiicTB myTém HakaTusi Ha KHOMKH «Pa3MOHTHpOBATHY
Ha crpaHuue «YcrpoiictBay WEB-untepdeiica npubopa (cm. pucyHok b.11
[Tpunoxenus b).

2) Haxarp Ha kHO1IKYy «COpoC», U yaepKuBaTh €€ Haxaroil 10 Tex Mop, MokKa
ceetoguon «llutanue» He HaAYHET mepekodaTbes (YepenoBarh 3€NEHBIM U
OpAaHIKEBBII I[BET CBEUYCHMS ), MHIANLHUPYS «OKHO» MOAAYM KOMaH[bl HAa BBIKIFOUYECHHE
npubopa (cMm. pucyHok B.1), cpasy oTIyCcTUTh KHOTIKY.

3) IIpubop OCyIIECTBUT HHIUKAIIUIO IMOAAUEH IISITH KOPOTKUX HMITYJIHCOB
BKJIFOUEHHUS 3€JIEHOTO [[BETA. DTO 03HAYAET, YTO KOMAH/1a HA BBIKJIIOUEHHE MPUHATA.

4) C USB-moproB mnpubopa OyaeT CHITO HamnpsOKeHWE TUTaHUSA, BCE
CBETOAMO/HbIE WHAUKATOphl BKItoueHus USB-moproB, pacmonokeHHbIE psSAOM C
Ka)KJIbIM MIOPTOM, OyIYT BBIKJIFOUEHBI.

5) Ceeronnoansiii uaaukarop «lluranuey 3aropurcs 3eEHbIM IIBETOM. Uepes
30 ceKyHJ 1OCIE 3TOr0 MOYXHO OTKJIFOYUTH MpHOOp OT nuTaroei cetu ~220B nytém
MepeBoJla KHOMKU BKIIFOUEHUS/BBIKIIIOUEHUSI B TMOJOXKEHUE «BBIKJL.», JAJIee MOYKHO
BBIJICPHYTh CETEBOM Kalesb U3 PO3ETKH.

uBet
CBETOAMOAa t
=

peakuMa NpwM HOMAHIA BLIK/IO komaxaa cbpoca Ha
OTNYCKaHWKH HET peakllWM A HET peakl MK BaEO,ﬂ'CHHE HacT- HET peakl MK t
KHOMKY yeHuAa npubopa poiikuM >

Pucynok B.1 — JIluarpaMma BbI1a4u KOMaH/1 YIPABIECHUS IPU OTITYCKAaHUU KHOTIKU
«Copoc»
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Taxxe 6e30macHOe BBIKIIOUEHUE TPUOOpPa MOYKHO IMPOU3BECTH C TIOMOILBIO €T0
WEB-unrepdeiica. Jlns 3Toro HyXHO HaxaTb Ha COOTBETCTBYIOIIYIO KHOIIKY,
pacnoyiokeHHYI0 B BepxHeM (peirime kaxmort WEB-ctpanuier (cm. tabmumy b.1
[Ipunoxenuss b). B nosBuBmeMcsa okne «llonTrBepxaeHue» HaxkaThb KHONKY «/Jla».
[Tocne storo ¢ USB-moptoB mpubopa OymeT CHATO HampsOKEHWE TUTAHUS, BCE
CBETOAMO/HbIE HMHAUKATOpbl BKItoueHus USB-moproB, pacmonokeHHbIE psSaOM C
KaKIbIM TOPTOM, OyAyT BBIKIIIOYEHBL. Yepe3 HEKOTOpOoe BpEMsSI CBETOAMOIHBIN
uHaukarop «lluranue» Oyner ropers 3enéHbiM nBetoM. Yepesz 30 cexkyHa mocie
ATOr0 MOXKHO OTKJIIOUYWTh Ipubop or nurawpomeid cetn ~220B myrém nepeBona
KHOIIKM BKJIFOUEHUS/BBIKIIOUEHUS B MOJIOKEHUE «BBIKI.», JAaJIe€ MOKHO BBIIEPHYTh
CETeBOU Kabellb U3 PO3ETKHU.

B.3 [lepe3arpy3ka npu6opa, HHIUKALNMSA MPoIiecca mepe3arpy3ku

[lepezarpy3ky mnpubopa MOXHO Tmpou3BecTd ¢ Tnomomibio ero WEB-
uHTepdeiica. Jng 3TOro HYKHO HaxaTb Ha COOTBETCTBYIOIIYIO —KHOIIKY,
pacrnoyiokeHHYI0 B BepxHeM (perime kaxaoit WEB-ctpanuner (cm. tabmuiy b.1
[Ipunoxenuss b). B nmosiBuBmieMcst okue «llonTBepxaeHue» HaxkaTh KHOMKY «Jla».
[Tocne sroro ¢ USB-moptoB mnpubopa Oyner CHATO HampsbKeHUWE IUTaHUS, BCE
CBETOAMO/IHbIE MHIUKATOpbl BKItoueHus USB-moproB, pacmnonokxeHHble psiaoM ¢
KOKJIbIM TOPTOM, OyayT BbIKIIOUEHbl. CBeromuoaHbli uHaukatop «llutanue»
3aropuTcs 3eJIEHBIM LIBETOM IpuMepHO Ha 30 cexkyHa. 3arem uHaukartop «lIutanue»
3aropuTCs OPaH>KEBBIM LIBETOM, OJHOBPEMEHHO C ATUM OyIeT MOAaHO MUTAHHUE Ha
USB-noptel (3aropsTcsi CBETOMUOAHBIC MHIMKATOPBI BKItoueHus: Tex USB-mopros,
Ha KOTOpbIe OBLJIO MOJIaHO MUTAHUE B MPOILIOM ceaHce padboTsl npudopa). C 3Toro
MOMeHTa prOop OyeT HAXOAUTHCS B padoueM pexuMe.

B.4 CoOpoc npubopa Ha 3aBOACKHE HACTPOIIKHM, MHIAMKALMS Mpolecca
cOpoca npudopa Ha 3aBOACKHE HACTPOMKHU

Jlns copoca cereBbix Hactpoek (IP-ampec, macka mojceTH, NUTIO3, TMApOJb
aIMUHHUCTpaTopa, mopT cepBepa USB-ycTpoicTB, MOPT cepBepa KIMEHTOB) K
3aBOJICKUM 3HAYCHHUSIM (3HAYCHHSIM 110 YMOJYAaHHWIO) HEOOXOIMMO BBITIOJTHHUTH
MIOCJICIOBATCIIBHOCTD JICUCTBUM:

1) OcymectButh pasmoHTupoBaHre USB-ycTpoiicTB, MOAKIIOYEHHBIX K
npuoopy, OT KIMEHTCKUX KOMIBIOTepOB. JlaHHOe meiicTBue Oojiee KOPPEKTHO
OCYIIECTBUTh HEIMOCPEJACTBEHHO Ha KJIMEHTCKUX KOMIIBIOTEpAaX, HCMOIb3Ys
KJIIMEHTCKOE TpwiokeHue. EciM Ha KIMEHTCKUX KOMIBIOTEpax »dTO Clearh
HEBO3MOXKHO (HampuMmep, B CiIydae OTCYTCTBHS CBS3M C HHMH), OCYIICCTBHUTh
pasmonTupoBanue USB-ycTpoiicTB myTéM HakaTusi Ha KHOIKHU «Pa3MOHTHPOBATHY
Ha crpanune «YcrpoiictBay WEB-untepdeiica mpubopa (cm. pucynoxk b.11
[Mpunoxenus b).

2) Haxarp Ha kHOTIKY «COpOC», M yAep>KuBaTh €€ Ha)KaToul, HaOmromas 3a
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nepexiatodeHrueM ceeroguona «lIluranue». He oTmyckarh KHOIKY, KOTAA CBETOAMOZ
HAYHET MepeKtodaThesi (cepusi M3 TSATH BKIIOYCHHH 3€NEHOrO I[BETa CBEUYCHUS),
WHAULIHPYS TaKUM 00pa3oM «OKHO» MOAaYM KOMaH/bl Ha BBIKIIIOYEHHE Tprudopa (cMm.
pucynok B.1). Kak Tonpko HayHETCS BTOpas cepus MNEPEKIIOYEHHI CBETOAMOIA
«Ilutanuey», OTMyCTUTH KHOMKY. TakuMm oOpa3zom OymeT BblIaHa KoMaHAa cOpoca
CETEeBBIX HACTPOEK MpubOpa HaA 3aBOJCKUE HacTpoilku. Ecmu mpoaomkuTh
yaepKuBaTh KHONKY «COpoc» HakaTol M MPOIyCTHTh BTOPYIO CEpUI0 U3 IISTH
BKJIFOUECHUI 3€JIEHOTO IBETA CBEUYCHHUs, IOCIEAYIOIIEH pEeaKkIUuu Ha OTIIyCKAHHE
KHOIIKM He OyleT. DTO CAENaHO ISl CUTyalluil, KOIJa I0JIb30BaTeNlb NPUHUMAET
peumieHne o0 OTKa3e OT Mojaud KoMaHj cOpoca Ha 3aBOACKHE HACTPOWKH WIIU
BBIKJIFOUEHUS MTPUOOpa, a TaKKe IJIs CUTyalluu, KOIJa KHOIIKAa CIydyallHO OKa3aiach
Ha)kKaTol Ha J0Nroe Bpems (Hampumep, NMpU MPHUCIOHEHUHM NpuOopa KHOIKOW K
MOCTOPOHHUM IPEIMETAM).

3) [locne oTmyckanusi KHOIKU IpHOOP OCYIIECTBUT UHIMKALIMIO TTOJIa4€il MATH
KOPOTKUX HMMIYJIbCOB BKJIOYEHHUS 3€JIEHOr0 LBETA. DTO O3HAYaeT, 4YTO KOMaHJa
cOpoca Ha 3aBOJICKHE HACTPONKHU MPUHSATA.

4) C USB-moproB mnpubopa OyaeT CHATO HaNpsDKCHWE TUTaHUS, BCE
CBETOAMO/AHbIE HWHAUKATOPHl BKItoueHus USB-moproB, pacmonokeHHbIE psSAOM C
Ka)KJIbIM MIOPTOM, OyIYT BBIKJIFOUEHBI.

5) Cgeromuonnsiii uHaukarop «llutanue» 3aroputcsi 3eIEHBIM IIBETOM
npumepHo Ha 30 cexkyHn. 3arem uHaukarop «lIutaHue» 3aropurcs OpaHKEBBIM
I[BETOM, OJJHOBPEMEHHO C 3THM Oyzaer mojano nuranue Ha USB-nopthr (3aropsrcs
CBETOAMO/IHbIE MHAMKATOPHI BKItoueHUs Tex USB-noproB, Ha koTopbie ObLIO MTOJAHO
NUTaHUE B MPOLUIOM ceaHce paboTsl mpubopa). C 3Toro MoMmeHra npudop Oyaer
HaXOJIUThCS B paboueM pexKMMe C HACTpOHKaMu 1o yMoauaHuto (cM. Tabmuiy B.1).

Tabnuma B.1 — 3HayeHust HACTPOEK MO YMOTYAHUIO

HaumeHoBaHue 3HaueHue M0 YMOIYaHUIO
IP-agpec npubopa 192.168.10.200
IP-agpec nutto3a 192.168.10.1
Macka mmoacetu 255.255.255.0
[Topt cepepa USB-yctpoiicts (TCP) 5070
ITopT cepBepa KJIMEHTOB 5090
Jlorun agMuHKECTpaTOpa admin?
[Taponp anMuHHCTpaTOpa start
Jlorun ans gocryna no SSH usbescmd?
ITapons s nocryna nmo SSH start
ITpeanountaemeiii DNS, ecnu DHCP Bxirrouen 3anpammBaercs y DHCP-cepBepa
ITpeanountaemeiii DNS, ecmu DHCP BoikiroueH Pasen |IP-anpecy numo3a
AnpreprnatuBHbli DNS, ecitm DHCP BxitroueH 3anpammBaercs y DHCP-cepBepa
AnprepHatuBHbli DNS, eciu DHCP BoikiroueH Pagen IP-anpecy numo3za

! TanHOe 3HaYCHHE HE MOXKET ObITH H3MEHEHO
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HNPUJTOXKEHHUE T’

OoOHoBJIeHue BcTpoenHoro IO npudopa

Crpanuna «O6HoBienne» meHro «Cepsuc» WEB-unrtepdelica ucnonbszyercs
JUIsi OOHOBJIeHMsI mporpamMMHoro obecrnedueHusi Cepmepa ycrporicte USB-ES. [lns
TOro, 4YTOOBI HauyaTh IIPOIECC OOHOBJICHHS, HEOOXOAMMO TOIYYUTh (Dailn
OOHOBJICHUSI y TIpEJCTAaBUTENEH KOMIAHUU-TIPOU3BOAUTEINS WM KOMIIAHUU-AWIEPa.
[Tomyuennsit ¢aitn HeOOXOAUMO MEPETAIIUTh B CEPOE TMOJIe C HAAMUCHIO «3arpy3uTh
daiin ooHOBIeHUS» (cM. pucyHOK [.1). Takke MOXHO HakaTb Ha JaHHOE IOJIC U
BbIOpaTh (paiiyi OOHOBIECHUS B TIOSBUBIIEMCS JHAIOTOBOM OKHE.

UsB-E5/ PROMTEMICA LLC [IEECEEENOELT: Q :: TT o o D
CocTosaHue
OGHOBNEHME NporpaMMHoro obecne4eHna

YnpasneHue

Kondurypaips | s

CepBuc

SAroysirs ) 0025
S e eV SRENHOHUENEH T H
L ______________ ___ ________________ ________________
A I~ = | OBHoenenne USB-ES - O *
B [warHocTuka
A m [naeHas MogennTeca Bug o
— _ . < v 4 " <« PaBouwii cron » OBHosnenme USB-ES v | D Mowck 8: O6HoEN...
0 KypHan coBbiThil
~
G ma [aTta nameHeHna Tun

st BeicTpeiii goctyn
B WuhopMaums [ usbes_update-v2-1.0.9.1-20230526-0-32-..  26.05.2023 2:11 (aiin "UPDS"
@ OneDrive - Personal

# Anpexc.uck

~ [ 3Irot komneroTep
Bugeo
B Bua v € >

13nement  Beibpan 1 3nement: 7,77 MB =

Pucynok I'.1 — 3arpy3ka ¢aiina oOHOBICHUS

[TpuGop nposepsieT hopmat ¢aiisia 0OHOBIEHUS U, €cliu (aiiin uMeeT HEBEPHBIi
dbopmar uiu NoBpeXI€H, BEIIAET coobmeHus o0 ommbkax. Eciou ¢aiin KoppeKTHBIH,
CHHU3Y OT mojisi «3arpy3uTh ¢aili OOHOBIEHUs» TOSBIsETCS HWHpopManus o0
OOHOBJICHHH, a Takxke KHonka «OO0HOBUTH [10» (cM. pucyHok I.2).
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= L3,
usB-ES / PROMTEMICA LLC [IEECIEEN eI Q 3T 92 o0
@ Cepsep roToB K 0GHOBNEHNIO!

CocToAHWe

OBHoBnNeHMe NporpammHoro obecne4eHua
KoHdurypauma

CepeuC | ——
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=
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=
=
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T
(=
w
o
i
=
0

B [uarHocTMKa

®awn: ushes_update-v2-1.0.9.1-20230526-0-32-release_(rg-1.0.7).upds
Bepcua naketa obHoBnexnua: 1.0.9 1-20230526-0-32-release
OnucaHue:

Pucynok .2 — Bun crpanuisl «CepBucy mocie 3arpy3ku KOppekTHOro (aiina
OOHOBIIEHUS

[0 KypHan coGbiTwil

B  Wudopmauus

[Tpu nHaxatuun kHomku «OOHOBUTH [10» BBIBOIUTCS OKHO MPETyNpPEKICHUS O
pasMoHTHpoBaHUM Bcex USB-ycTpoHCcTB, MOAKIIOUEHHBIX K TPUOOPY (CM. PUCYHOK
I3). Ilpu Haxkatuu Ha KHONKY «Jla» noakmodennsie USB-ycrTpoiictBa OymyT
Pa3MOHTUPOBAHBI C KIMEHTCKUX KOMITBIOTEPOB aABTOMATHYECKH, IOATOMY, IPHU
HaJUYMH CMOHTHPOBaHHBIX USB-yCTpOWCTB peKoMeHAyeTCs HaKkaTh KHONKY «Her»
U BEPHYThCA K TMpolieccy OOHOBIeHUs BCTpoeHHOro [IO Tmocie BBITOJHEHHS
Pa3MOHTHPOBAHKS YCTPONCTB BPYUHYIO.

lNoaTeep#OeHne

Mepen obHOBNEHWEM BCE NOOKNHYEHHbIE YCTPOWCTEA OYAYT OTMOHTHPOBaHLI. [locne
JaBepLUeHWA 00HOBNEHWA cepeep OyaeT nepesarpy#eHd. Hayarte oGHOBNEHWE?

Pucynok I.3 — OkHO TipenynpexIieHns 0 pa3MOHTHPOBAHUN YCTPONCTB

[Tpoecc OOHOBIEHUS BCTPOCHHOTO MPOTPAMMHOTO OOecnedeHus Mpuodopa
oTOOpaXkaeTcs B BUIE KPYroBoro uHaukaropa (cMm. pucyHok [.4)
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O6HoBneHue MNO...

35%

Pucynok .4 — KpyroBoii ungukatop npouecca oonosienus [10

[To 3aBepmieHHIO TIpoIlecCa B BEPXHEH YacTH CTPAHUIIBl TOSBISICTCS
BCIUTBIBaOIEE CooOIIeHne o pesynbrare oOHoBieHus 10 (cM. pucynok I.5). B
Cllyyae VYCHENIHOTO 3aBepIICHUs] OOHOBJIEHHUA OyIdeT BBIBEACHO COOOIICHHUE
«OOHOBIICHHE CepBepa BBIMIOJHEHO YCIIEIIHO», IOCIAE Yero OyIeT BHINOJIHCHA
nepesarpyska mpubopa (coobmenue «CoObiTre cepBepa: Server will restart now»). B
cllydae BO3HUKHOBEHHs OIMMOOK B mporecce oOHoBieHus 10 OyayT BbIBenEHBI
CIIETYIONTUE COOOIICHMS B 3aBUCIMOCTH OT ITPHUYUHBI BOZHUKHOBEHUS OIITHOKH

- «Ommbka OOHOBIECHUS cepBepa» (HaHHOE COOOIIECHHE BBIBOJUTCS, €CIIH
omuOKa MPOU30IILIa Ha paHHEM dTarne 0OHOBJICHUS, TIPU 3TOM Tiepe3arpyska npudopa
HE MPOUCXOINT);

- TIOCTIEIOBATENBHO JBa cooOmeHus: «Ommoka 0OHOBIEHUS cepBepay, «OTKaT
K MPEAbIIyIIeH BEPCUU BBINIOJIHEH YCIENHO» (aHHBIe COOOIEHUS BBIBOASTCS, €CIIH
B IpoIiecce OOHOBIICHUS BO3HUKIIA CepbE3HAs OMMOKA, MPU ATOM MPOU3OMIEN OTKAT K
npenpiayien Bepcuu 110 mpubdopa).

© OGHOENEHUE CEPBEPA BLINONHEHO YCMELLHO.

@ Cobbitue cepeepa: Server will restart now

O6HoeneHue MO...

Pucynok I.5 — BerupiBatoiie cooOIIeHus IPU 3aBEPIICHUH TTpoIiecca OOHOBICHUS
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HPUJTOKEHHUE J

Yupasiaenue nuranuem USB-nmopros mo nporokoay SSH

Jns ynpasnenuss nutanuem noptoB USB-moproB mo mnpotokomy SSH
HCOOXOAMMO IIOAKIIOUNTBCA K cepBepy ycrpoiictB USB-ES (IP-agpec 1o
ymomuanuto: 192.168.10.200, mopt: 872) mox mosb3oBateneM usbescmd. [laponb mo
yMOJIYaHUO: Start.

[Tonp30BaTens MOXKET CMEHUTh MApOJIb uYepe3 YTHIUTYy passwd B KOHCOJIU
Linux, a Taxxke Ha ctpanune «SSH» WEB-untepdeiica (cm. myHkr b.2.8
[Tpunoxenuss b). Ilpu cOpoce cepBepa yCTpOMCTB K 3aBOJACKHM HAcTpOMKam (CM.
nyHkT B.4 Ilpunoxenus B) mnaponp Takke cOpacblBaeTcs K 3HAUCHHIO 110
YMOJTYaHHUIO.

Jns ynpasnenus nutanueM USB-mopToB HMCHONb3yeTCsl yTHIMTA USbpWI.
[Tpumepsl UCTIONB30BaHUS Y TUITUTHI:

"usbpwron 125 9-15" - Bxmroyaer noptel 1,2, 5uc 9 o 15
"usbpwr off -5" - BeIkTFOYaeT mopteI ¢ 1 1Mo 5
"usbpwr on 7-" - Bkiro9aeT MOPTHI ¢ 7 10 MAKCUMAJILHO BO3MOXKHBIH (MakcUMyM 64)
"usbpwr off" - BeIkiIFOUaET BCe MOPTHI
JlomoTHUTENbHBIC KOMAHIbI:
"usbpwr help" u "usbpwr -h" - mokaszarhb cripaBKy 10 YTHIHTE

"usbpwr version" u "usbpwr -v" - moka3zarb HHPOPMAITUIO 00 YTHIINTE
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